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Introduction

1 Introduction

Introduction

This guide is designed for system administrators and other IT professionals who manage PDF-XChange
products. It aims to provide administrators with the tools and resources necessary to manage PDF-
XChange products across an enterprise. The concepts covered in this guide assume a certain
proficiency with enterprise technologies, competence in working with the Windows registry, and often
require administrator's privileges to perform.

This guide is designed to be used in conjunction with the comprehensive online documentation for
PDF-XChange products. It includes additional information on the use of PDF-XChange's
administrative templates, command line tools for PDF-XChange products, and step-by-step examples
of some of the more common administrative tasks.

The PDF-XChange products contain a wide range of functionality. The products that you choose to
install and the licenses that you purchase for those products should reflect the functionality that you
require. The software components of the PDF-XChange applications are detailed below. The table
beneath the list displays which of the software components is included with each product. A list of the
main features for each product is available on the product pages of our website here. Please note that
some features should be managed during installation,| 63 while others are better managed post
installation.| 73]

Software Components

¢ PDF-XChange Editor is the flagship product of PDF-XChange. PDF-XChange Editor is used to
create and edit PDF files and contains a huge range of features and functionality, as detailed
here. Note that there are two versions of PDF-XChange Editor:
¢ PDF-XChange Editor Plus includes the full range of functionality available for the
product, including the ability to create and edit fillable forms.
e PDF-XChange Editor includes the full range of functionality available for the product,
except the ability to create and edit fillable forms.
e PDF-XChange Tools is used to create and edit PDF files, with a focus on batch-processing
capability. It is also used to create custom tools that can perform a wide range of operations,
as detailed here.
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e PDF-XChange Printer Standard Printer is a dynamic and feature-rich virtual printer that is
used to print-to-PDF from Windows applications such as the Microsoft Office suite. The
features and functionality for this product are detailed here.

e PDF-XChange Printer Lite is the lite version of PDF-XChange Printer Standard. It contains
only the core functionality of PDF-XChange Printer Standard and is used to perform a
simplified version of print-to-PDF. The features and functionality for this product are detailed
here.

e Shell Extensions is a helper application that adds some of the features and capabilities of our
products into the Windows file explorer. The Shell Extensions provide:

e Previews of PDF files as thumbnails and/or previews in the Windows file explorer
'preview' pane.

e The functionality to open/combine selected files with PDF-XChange Editor.

e Enhanced file searching via the iFilter search function, which extends the default
Windows search capabilities to include the content and metadata of PDF files.

e Addin for MS Office is a group of add-ins for the Microsoft Office suite that add a '"PDF-
XChange' tab to those products. The PDF-XChange tabs contain features and functionality of
PDF-XChange applications and can be used directly from the user interface of Microsoft
Office products.

o Office2PDF is a stand-alone application that performs unattended conversions of Microsoft
Office files to PDF.

¢ PDF-XChange Key Installer (XCVault) is a stand-alone application that installs and manages
the license keys of the products.

e PDF-XChange Updater is a stand-alone application that manages updates for the PDF-
XChange applications.

Please note that the names of the products in this list are the names of the components as they appear
in the installers. There is a difference between how some of these products are named in the installers
and how they are named in our documentation and forums:

e PDF-XChange Tools is referred to as PDF-Tools.

e PDF-XChange Printer Standard Printer is referred to as PDF-XChange Printer Standard.

e PDF-XChange Key Installer (XCVault.exe) is referred to as the XCVault utility, or simply
XCVault.

Product and Component Matrix

The table below details the Software Components included with each product:

PDF-XChange PDF- PDF- PDF- Shell Addi Offic PDF- PDF-

Editor XCh XCh XCh Exte nfor e2P XCh XCh
ange ange ange nsio MS DF ange ange
Print Print ns Key
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Tool er er Offic Insta Upd
s Stan Lite e ller ater
dard (XC
Vaul
t)
PDF-XChange PRO v v Vv X vV vV vV VvV V
PDF-XChange Editor v X X v Vv X X v Vv
PDF-Tools v v X v Vv X X v Vv
PDF-XChange Printer
Standard X X v XX v vV vV

Note that PDF-XChange PRO is a bundle product that contains PDF-XChange Editor Plus, PDF-Tools
and PDF-XChange Printer Standard.

This manual is composed of six sections that contain information on the Deployment Planning,
Installation, Updating and Customization of:

e PDF-XChange Editor/ &)

e PDF-XChange Printer Standard|-7)

e PDF-XChange Printer Lite[ss)

e PDF-Tools/ 2|

 PDF-XChange PRO/::2)

e The PDF-XChange Updater/sl (applies to all products)

A PDF version of this manual is available here.
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2 PDF-XChange Deployment Planning

PDF-XChange Deployment Planning

There are several things that are important to note before purchasing and deploying the PDF-XChange
products:

¢ PDF-XChange Editor can be installed via three different products - PDF-XChange PRO, PDF-
XChange Editor and PDF-Tools.

e There is no difference between PDF-XChange Editor and PDF-XChange Editor Plus from the
point of view of installation, as they use the same installers. The difference in their functionality
is dictated by the license key applied to them after they have been installed.

e Installers are available in both .exe and .msi format, but the .msi installer should always be
given preference for the reasons detailed here.[17]

e PDF-XChange Editor contains many free features that do not require a license key - an
unlicensed installation of PDF-XChange Editor may be sufficient to meet your needs. Features
that require a license can be disabled and hidden to prevent inadvertant use and the associated
watermarks that ensue.

e PDF-XChange Printer Standard and PDF-XChange PRO license keys do not license PDF-
XChange Printer Lite.

e The PDF-XChange Editor and PDF-XChange PRO products both include virtual PDF printers -
PDF-XChange Printer Lite and PDF-XChange Printer Standard respectively. However, these
products are not the same and their licenses are not interchangeable. PDF-XChange Printer
Lite is a simplified version of PDF-XChange Printer Standard and does not contain as many
features or as much functionality. If greater control over options when printing to PDF is a
priority, then PDF-XChange Printer Standard is recommended. It is important to take note of
this difference in licensing because a PDF-XChange Editor key will only unlock the PDF-
XChange Printer Lite printer and will not unlock the PDF-XChange Printer Standard printer.
Similarly, a PDF-XChange PRO or PDF-XChange Printer Standard key will not unlock the
PDF-XChange Printer Lite printer. If the wrong printer is deployed for the license key
purchased then watermarks will appear on its output documents and it is then necessary to
remove the problematic printer and install the correct one, or to buy a license for the printer
installed in order to resolve the issue.

It's important to take note of several factors when planning your deployment, for example:
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Do you plan to have a mix of licensed and unlicensed instances?

PDF-XChange supports licensed, unlicensed, and blended deployments. Many users can achieve
everything they need to do with the unlicensed version of PDF-XChange Editor, as more than half of
the features are available in that version. This gives system administrators the option of licensing only
those users whose needs are more advanced - even on multi-user systems. We support blended
licensing by storing per-user keys in their HKCU registry hive. Features that require a license can be
disabled and hidden from users without a license.

Are you going to deploy to multi-user machines (RDS, workstations etc)?
Multi-user systems, especially those that employ load-balancing across servers, can pose unique

deployment and licensing challenges. PDF-XChange supports RDS servers (formerly terminal servers)
and multi-user workstations. See herel s3] for details on mixed licensing.

Are you going to employ virtualization (VDI, Application Virtualization etc)?

Load-balancing and application virtualization across your VDI environment can present unique
challenges to deployment and licensing. Further information on these issues is available here.[+3]

Do you intend to apply your license key during or after installation?

How you deploy the software will be impacted by the decision to license the software during or after
installation. Further information on applying keys during product installation is available here,[241and
further information on applying keys after installation is available here.[3d]
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2.1 Choosing the Correct Installer

Choosing the Correct Installer

There are two installer options available for PDF-XChange Products - .msi and .exe. The .msi installers
should always be given preference unless there is a good reason not to do so.

The .msi Installers (recommended)

The .msi installers are intended for both single users performing a standard, GUI-based installation, and
large-scale networks performing unattended installations.

For GUI-based installations see the relevant product manual:

e PDF-XChange Editor/Editor Plus

e PDF-Tools

e PDF-XChange Printer Standard and LPDF-XChange Printer Lite
e PDF-XChange Pro

The products each feature a large range of parameters and options for managed, unattended
installations, as detailed here. This manual will focus predominantly on the .msi installers, as it is
expected that the vast majority of network administrators will use this option.

Pros:
e Ideal for unattended installations.
e Large and dynamic range of installer options available.
e Compatible with industry-standard deployment methods.
e Easy to manage through centralized software management systems such as Active Directory,
SCCM and Kase.

Cons:

e Discrete installers require knowledge of the architecture of the target system. Note that the 32-
bit installer will not operate correctly on 64-bit systems.

The .exe Installers (not recommended for managed installations)
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The .exe installers are intended for individual users who are using a graphical user interface (GUI) to
install products. It takes very few parameters/arguments and is not recommended in a managed
environment.

The .exe installer is a wrapper around the .msi installer. The advantage of this installation setup is that it
contains the ability to auto-detect the system architecture on which it is running, and then install the
appropriate 32 or 64-bit binaries. This is the simplest installation method for individual users in a GUI
environment as it is largely automated and can be used in any supported version of Windows. The
disadvantage of this installation setup is that the wrapper is limited in what it can pass to the
embedded .msi installer and is therefore less flexible with regard to deployment options.

Pros:
¢ One installer for 32 or 64-bit systems.
e Simple and standard installation experience.
e Good option for inexperienced/non-technical staff.

Cons:
e Limited parameters and options for unattended installation.
e Requires user interaction in order to install and update.
e More complicated to integrate into enterprise software management applications in
comparison to the .msi installers.
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2.2 Licensing

Licensing

Licensed and Unlicensed Versions

PDF-XChange encourages the liberal use of our free features for both private and commercial use.
There are no 'trial’ versions of the PDF-XChange applications - the installers for each product include
all features for the application being installed and there is no time limit on usage, with the exception of
the enhanced OCR feature - which is available for fourteen days from the date of first installation. The
majority of features in PDF-XChange Editor are free to use, but some require a license. The other
products that we produce, with the exception of the PDF-XChange Printer Lite virtual printer (for
home use), require a license for all features to operate without creating watermarks on output content.
If you want to use these features without the watermarks being applied then it is necessary to purchase
and apply a license key. The presence of a license key and the associated absence of watermarks is the
only difference between the free versions and the licensed versions of PDF-XChange applications.
Note that the free version of the software is referred to in many ways throughout the documentation -
such as 'free version', 'trial version' and 'trial mode'. This simply means the absence of a license key in all
cases. PDF-XChange Editor contains a ‘Remove All Watermarks' feature that can be used to remove
the watermarks created when licensed features are used without a license.

The advantage of this approach to licensing is that only one installation is required. Users simply have
to add a license key in order to upgrade to a licensed version - it is not necessary to download and
install a different version of the software. Additionally, this approach allows for license granularity - a
single installation can be used for a mix of licensed and unlicensed users in multi-user environments.
The best approach in those cases is simply to install the application without a license key, apply the
appropriate key individually within a user session, and disable and hide those features that require a
license from unlicensed users. This method is especially useful in RDS (Terminal Server) Deployments,
as detailed here.

Please note that the licensing system was modified on the V10 release of the PDF-XChange family of
products, as detailed here.[ 19]

License Maintenance
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The PDF-XChange product licenses do not expire. They can used in perpetuity with the version of the
software available at the time of maintenance expiration. The maintenance on a license entitles the
license holder to update the software to newer versions released after their purchase and up to the
specified date of maintenance expiration. When a maintenance plan expires, the associated key does
not expire - it remains valid for all builds of the product released up until the date on which the
maintenance expired.

License Key Formats

License keys can be in the format of either a file or a text string. The license key files that PDF-XChange
products use contain the license key in the form of a long string of characters, and have the default
name "personal.xcvault.” PDF-XChange uses the term "KEYFILE" for the .xcvault file and "KEYDATA"
for the string of characters (i.e. the key itself) throughout our documentation and forums. Both the key
file and the key data can be used to apply licenses during or after installation, and for all users or only
the current user as required.
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2.2.1 GUI-Based Product Licensing

GUI-Based Product Licensing

The installer runs as a privileged user, which means that the license will be placed in HKLM for all users,
regardless of which user initiated the installation. When an installation is performed via the GUI,
KEYDATA (the alphanumeric string that is the license key, as detailed below) can be pasted from the
Windows clipboard into the installer:

#7 PDF-XChange PRO Setup

Registration Information

Flease provide registration information

Flease specify your name, company, email address and serial key, then press Mext.

) Free Version

(®) Pro Version {Serial Number Required)

User Mame: |'L"'.|'indc:|ws User

E-mail: |

Serial key or e e e
activation code:
(Ctrl+V - paste)

Figure 1. PDF-XChange PRO Setup Dialog Box

The license key will be placed in HKLM (and encrypted) when installation is complete:
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B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\ Tracker Software'\Vault\ 0000
i w | | Tracker Software # || Mame Type Data

PDF-XChange Standard ‘.mE['ij" REG_S5Z (value not set)
PDRXEditar | Time REGQWORD  Dx1d46fbdd4474384 (131853150201529220)
PDFXTools | Value REG_BIMARY 001402585 6890365154833 5b6b21 bd 08 ad 20 ed bf de la b
Shell Extentions

= Tracker Update

w Vault

0000

: Figure 2. Windows Registry Editor, Encrypted License Key in the HKLM Registry Hive for All Users
Note that a KEYFILE (XCVault file) cannot be used for a GUI-based installation.
Applying Keys Via the GUI

Paste the KEYDATA (alphanumerical license key string) into the Add New License Key/Activation
Code dialog box to apply keys post installation via the GUI. This dialog box is available via the
File>Preferences>Registration:
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m

Installed License Keys:
PDF-XChange Pro ) (%

Licenze: 25 User Pack
3 3 Key Data: PXP10-dowl JECMLRS4 ... Ov/Hobadddl= (D)

MAIMTENARCE  Exp. Date: Sun, Jan 11, 2026 (339 days of maintenance remaining)
DAYS LEFT Key State: VALID

PDF-XChange Editor Plus 0%
[ [ Lirence: Sinale llcer Licrence
rﬁ Add Mew License Key/Activation Code >
i
[

Please specify the new license key, or activation code, in space
o below:

=
D Paste Key from Clipbo

Cgtinue " Cancel

Remove Activate... i;.ﬁ.dd Mew License Key...

[ | Hide all licenzed features from toolbars and menus

QK Cancel

Figure 3. Add New License Key/Activation Code Dialog Box
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2.2.2  Activation

PDF

.
A

Activation

Since version 9 of the PDF-XChange family of products it has been necessary to activate license keys
manually. Please note:

¢ Key activation associates a user with a device and key.

e Successful key activation sets a flag in HKCU.

e Key activation is by definition a per-user action and cannot be done on a per-machine basis.

e The process of activation associates a device with a license by default, and it enforces the ‘two
devices per user' restriction that applies to all PDF-XChange products. Each user is permitted
to use the license on one PC and one laptop/notepad - provided that they are the primary user
of both machines. For example, single user licenses permit one user to use the software on two
devices, and three-user packs permit three users to use the software on six devices. This is a
strict policy that has no exceptions.

e Instructions on how to activate keys are available here.

The XCVault.exe utility that is installed with all PDF-XChange products can be used to activate keys
silently in versions 9.0.351.0 and later. Information on silent activation is available here.[20]
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2.2.2.1 Silent Activation

Silent Activation

Users can perform activation when prompted to do so by PDF-XChange Editor, or a system
administrator can set up mechanisms to silently activate instances. The latter option can improve the
user experience, as it takes the burden of activation away from them. Two methods are available - the
first is to use a Group Policy, and the second is to use a script.

Active Directory Group Policy
The first step in this process is to apply the "Automatic Key Activation" Group Policy in the "Key

Activation” section of the "Tracker Software Vault" Active Directory Administrative Template. The latest
template files are available here. Details on how to use the templates are available here.

You should then enable the Automatic key activation policy detailed below, after which the PDF-
XChange products will check for and silently activate any keys they find that are not yet activated:
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L&l Group Policy Management Editor — m] =
File Action View Help
e am 2 BEIT

E[ AutoEnroll - Document signing certificate [DC1.PDF-XKCHANGENET] | Key Activation
v i Computer Configuration
v [ Policies Automatic key activation Setting State
- % Software Settings 8 Automatic key activation Enabled

Edit pelicy setting

7 Windows Settings 1i2] Key Activation Server URL Mot configured
w [ Administrative Templates: Policy definitions (ADMX files) Description:
| Microsoft Office 2016 (Machine) Allows automatic silent activation of
~| Microsoft PowerPoint 2016 (Machine) non-activated keys if present.
| Skype for Business 2016
“| Tracker Software: PDF-Tools & sutomatic key activation O
" Tracker Software: PDF-XChange Editor
| Tracker Software: Updater E} Automatic key activation
~ || Tracker Software: Vault
| Key Activation O Not Configured Comment:
i All Settings
| Preferences ® Enabled
v %, User Configuration ) Disabled
~| Pelicies Supported on:
| Preferences

Options: Help:

Allows automatic silent activation of non-activated keys if
present.

~
w

\ Extended

XCVault Utility

The XCVault utility installed with all PDF-XChange products can be used to silently activate keys in
environments that cannot use Active Directory Group Policies. XCVault.exe is installed in C:\Program
Files\Tracker Software\Vault and can be called as the user via script. The XCVault utility can be run from
either an administrative account (for per-machine licensing actions) or a user account (for per-user
licensing actions). Note that activation must be called as the target user, and it requires access to the
user's registry (HKCU). Full details on the XCVault options available for V8 are available here. V9
details are available here, and V10 details are available here.

The XCVault options relevant to activation are:

/ActivateKeys [/S] [/AA]
Activates installed keys.

Parameters

/S Specifies silent mode and suppresses any messages with information about results.
/AA  Specifies that currently activated keys will be reused in the activation process.
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Examples

"%ProgramFiles%\Tracker Software\Vault\XCVault.exe" /ActivateKeys /S - Silently activate all
keys present in the current user's registry (previously activated keys will be ignored).

"%ProgramFiles%\Tracker Software\Vault\XCVault.exe" /ActivateKeys /AA /S - Silently
activate all keys present in the current user's registry. Previously activated keys will be resent their

activation data. This option is useful for reactivating devices that have had their activations
removed.
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2.2.3  Passing License Keys to Installers

Passing License Keys to Installers

The MSI installers are recommended for pushing the PDF-XChange range of products. They are built
to be MSIEXEC.EXE compliant, which means that the parameters and options passed must work with
MSIEXEC.EXE, regardless of which deployment tools are used. Similarly, if administrators are
troubleshooting deployment issues, then the first test performed should be to pass parameters and
options at the command line to MSIXEC.EXE.

Some common deployment tasks are described in the following pages:

¢ Applying Keys During Product Installation| 23]
e Deployment via InTune[27)
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2.23.1 Applying Keys During Product Installation
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Applying Keys During Product Installation

Installation of all PDF-XChange products requires write access to %programfiles%. Therefore, an
elevated account must be used - typically 'NT AUTHORITY\SYSTEM'. SYSTEM accounts are not
designed to write to users' HKCU hives, and will instead put licensing data in HKLM, at:

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Tracker Software\Vaulit.

This means that license keys applied to PDF-XChange products during installation are always a per-
machine license, and available for all users on a device.

If you want to apply a license to only a specific group of users, then it's necessary to apply the license
after the installation, as detailed here.[30]

Unattended Installations

Applying a key during an unattended installation requires the use of the .msi installation switches
KEYFILE or KEYDATA. Unattended installations put the license keys into HKLM (as they run as an
elevated account that does not have access to HKCU) and make the license keys available to all users
on the system. Further information on the .msi installation switch options is available in the online
manuals for each product:

e The PDF-XChange Editor .msi installation switches are detailed here.

e The PDF-Tools .msi installation switches are detailed here.

e The PDF-XChange Printer Standard .msi installation switches are detailed here.
e The PDF-XChange PRO .msi installation switches are detailed here.

Please note that we do not recommended using the .exe installers for unattended installations due to
the issues detailed here.[ 12)

Methods for Passing License Keys to an Installer
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The two switches available for passing a license key to an installer - KEYFILE and KEYDATA - each
have advantages and disadvantages in comparison to each other, but the end result is the same
regardless of which method is used.

KEYFILE and KEYDATA are options that are passed to MSIEXEC.EXE along with the MSI installer
package.

KEYFILE

Pros:
e Uses simple syntax.
e Avoids CR and LF issues in license key strings.

Cons:
e Sensitive to file system permissions issues.
e Potential for challenges when used with user-mapped drives.

KEYDATA

Pros:
e Does not depend on file system permissions.
e Independence from network structure.
e When used with a transform, it can be re-applied for multiple installations without modifying
the transform.

Cons:

e The length of the string can result in an unwieldy command that is difficult to read.

e Potential for CR and LF issues when copying/pasting the string. Passing the key data string will
fail if extraneous white space characters are present. A simple test is to view the keystring in
notepad and ensure it is all on one line. When pasting keys into the software via the GUI, we
strip and such extra characters - but MSIEXEC.EXE does not. Therefore this must be done
manually when passing KEYDATA to MSIEXEC.EXE.

Command line Examples:

msiexec /i Prov10.x64.msi /qb KEYDATA="PXP10-R1i2UTPS...ASAVAUI4Q=" - uses a key
string to install the PDF-XChange PRO bundle with a per-machine license.

msiexec /i EditorV10.x64.msi /qb KEYFILE="WUNC\path\to\Personal.xcvault" - uses an
XCVault file to install PDF-XChange Editor with a per-machine license.

See herel68] for information on how to pass keys via a transform (MST file).
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2.23.2 Deployment via InTune
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Deployment via InTune

Cloud-based deployment via InTune is available as a "line-of-business app". If you elect to deploy
using this method, then it is advised to use the MSl installers, as they are discrete (the 32-bit MSI
installers will not run on a 64-bit OS, and vise versa). If you want to deploy via InTune then set up a
'line-of-business app" and use the Command-line arguments field to pass licensing options (and any
other options you might want to include). You can pass any option that the MSI can take at the
command line in this manner.

The PDF-XChange Editor MSI installer switches are available here.
The PDF-Tools MSI installer switches are available here.
The PDF-XChange Pro MSI installer switches are available here.

If you are licensing the products then you need to pass the key, and using KEYDATA is recommended
as it avoids the need to distribute the key as a file, which is required when KEYFILE is used instead.

Please note that licenses will fail if there are extraneous characters in the key. If keys are pasted from a
formatted page then line feed and carriage return characters will often be included, so please ensure
that these are removed. Licenses should be displayed as a single line when word wrapping is turned off
in Notepad.
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224  Unattended Key Management
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Unattended Key Management

Unattended key management is typically done through deleting old keys from the registry, and then
passing new keys to XCVault.exe.

e XCVault.exe can take "<KEYDATA>" or "<keyfile>" as an argument.

e XCVault.exe - when used in a user context - can only modify HKCU (per-user) licenses.

e XCVault.exe is used in a user context and if it's subsequently elevated then it can access and
modify both HKLM (per-machine) and HKCU (per-user) keys.

See the following pages for information on:

e Applying Keys After Product Installation|30)

e Managing License Keys with Active Directory@

e Managing License Keys via InTune After Installation|36)
e XCVault.exe Command Line Options|72'1
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2.2.4.1 Applying Keys After Product Installation
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Applying Keys After Product Installation

PDF-XChange licenses can be downloaded from your account in two forms:

As a KeyfFile - a file with the extension .xcvault that contains licensing information and the license key
string.

e Users can double-click KeyFiles to apply a per-user license.
¢ KeyFiles can be passed to XCVault.exe.
¢ KeyFiles can be passed to an installer

As KeyData - the license key string.

e Can be copy/pasted into the software GUI to apply a per-user license.
e Can be passed to XCVault.exe.
e Can be passed to installers.

XCVault.exe

The XCVault.exe utility is put in %programfiles%\Tracker Software\Vault when PDF-XChange
products are installed, and .xcvault license files are associated with it.
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“ Settings = [m} X

@ Choose default apps by file type

abap E Windows Presentation Foundation Host
XAML Brawser Application

NCESESSION
POF-XChange Editor Session Dat

S FDF-XChange Editor

saclpack b PDF-XChange Editor

W Languages Pack

evault ‘ E Vault Utility for managing serial keys
adp n Adobe Acrobat Reader DC

adobe Acrobat XM ata Package File

:exgem:'ul + Choose a default

afdf n Adobe Acrobat Reader DC

adhit E Intermet Explorer
KHTRAL Document

bt m Internet Explorer
Figure 1. Windows Settings, Default Apps by File Type

All the options available to XCVault.exe are detailed here.

Passing Keys to XCVault.exe
KeyFiles can be passed to XCVault.exe by using the switch /AddKeys:
xcvault.exe [/AddKeys] <xcvault_file> [/M|/S|/R]

/M — specifies that new keys are added in the HKEY_LOCAL_MACHINE registry section and
administrative rights are required.

/S — specifies that the command is not permitted to show error/information messages.

/R — specifies that new keys will be unencrypted when added. Please note that this does not
affect existing keys.

KeyData can be passed to XCVault.exe by using /AddKeyData:

xcvault.exe [/AddKeyData] <key string> [/M|/S|/R]

/M — installs key into HKLM for per-machine use. This option requires administrative rights. If this
option is not specified then key will be installed in HKCU for per-user use, and administrative
rights are not required.

/S — specifies that the command is not permitted to show error/information messages.

/R — specifies that new keys will be unencrypted when added. Please note that this does not
affect existing keys.
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Use a script to apply licenses remotely/in an unattended setup by calling XCVault.exe and passing the
license key to it.

Per-user licensing requires that XCVault.exe is run as the target user. A logon script or Group Policy
based script can also be used and, it must be run in the user session so it can put the key in the user's
HKCU hive at:

HKEY_CURRENT _USER\Software\Tracker Software\Vault

Per-machine licensing requires that XCVault.exe is run with elevated rights. This will put the key in the
HKLM hive at:

HKEY_LOCAL_MACHINE\SOFTWARE\Tracker Software\Vault
Per-User Examples Run as the Target User

xcvault.exe /AddKeys "c:\UNC\path\to\Personal.xcvault" - Adds the license defined in
Personal.xcvault to HKCU that applies to only the current user.

xcvault.exe /AddKeys "c:\WUNC\path\to\Personal.xcvault" /S - Adds the license defined in
Personal.xcvault to HKCU that applies to only the current user, and suppresses information about
the result.

xcvault.exe /AddKeys "c:\UNC\path\to\Personal.xcvault" /R - Adds the license defined in
Personal.xcvault in plain text (not encrypted) to HKCU that applies to only the current user.

xcvault.exe /AddKeyData "PXP10-CxL56n1SDEgUUF...+LB7KkDyA" - Adds the license defined
in "<KEYDATA>" to HKCU that applies to only the current user.

xcvault.exe /AddKeyData "PXP10-CxL56n1SDEgUUF...+LB7kDyA" /S - Adds the license
defined in "<KEYDATA>" to HKCU that applies to only the current user, and suppresses
information about the result.

xcvault.exe /AddKeyData "PXP10-CxL56n1SDEgUUF...+LB7kDyA" /R - Adds the license
defined in "<KEYDATA>" in plain text (not encrypted) to HKCU that applies to only the current
user.

Per-Machines Examples Run as Admin - /M is Required
xcvault.exe /AddKeys "c:\UNC\path\to\Personal.xcvault" /M /R - Adds the license defined in

Personal.xcvault in plain text (not encrypted) to HKLM that applies to all users. This must be run
with elevated privileges.
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xcvault.exe /AddKeyData "PXP10-CxL56n1SDEgUUF...+LB7kDyA" /M IR - Adds the license
defined in "<KEYDATA>" in plain text (not encrypted) to HKLM that applies to all users. This
must be run with elevated privileges.

Please note the following when using xcvault.exe to perform unattended installations:

e The command must be issued by the user for whom the license is to be applied.

e System accounts can only be used for per-machine licensing. They cannot be used for per-user
licensing, as they do not have access to the target user's HKCU registry hive.

¢ Although relative paths can be used, using the full literal paths to both the xcvault.exe
executable and the .xcvault file is recommended.

¢ An .xcvault file can only be used on a network resource when the user running the command
has read access to the file.
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2.2.4.2 Managing License Keys with Active Directory

Managing License Keys with Active Directory

It is possible to use Active Directory to automatically add and remove PDF-XChange license keys
based on Security Group membership. You can also use Active Directory to add and remove PDF-
XChange license keys automatically, based on the security group membership of users.

Note that there is is no Active Directory policy in the templates that is specific for this purpose - one
simply uses Active Directory to run a script as required. The script will call the XCVault licensing utility
that is installed by default with the software and that is used that to manage keys.

You can set up policies that run a script to apply a key or remove a key when appropriate in order to
apply the license based on OU or Security Group membership in Active Directory. One approach is to
have different log-on scripts for licensed and unlicensed users. For example, you could set up OUs and
groups for "PDFX Licensed Users" and "PDFX Unlicensed Users”. Users in the licensed group could
run as follows:

Qecho off
reg query "HKEY CURRENT USER\SOFTWARE\Tracker Software\Vault" >nul
if %errorlevel% equ 0 (
echo "a license key exists- do nothing"
) else (
echo "a license key does not exist - add the key using XCVault"

"$programfiles%\Tracker Software\Vault\XCVault.exe" /AddKeyData PVP90-hdlpgaGHkHSikhl

echo "Activate the newly installed key..."
"$programfiles%\Tracker Software\Vault\XCVault.exe" /ActivateKeys

)

Users in the unlicensed group could run as follows:

@echo off
reg query "HKEY CURRENT USER\SOFTWARE\Tracker Software\Vault" >nul
if %errorlevel% equ 0 (

echo "a license key exists- remove it"

REG DELETE "HKEY CURRENT USER\SOFTWARE\Tracker Software\Vault" /F
) else (
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echo "a license key does not exist - nothing to do here"

)

These processes result in simply adding a key to the user registry in cases where there isn't one already
there, and deleting the entire vault reg key when you no longer want them to be licensed.

Note that you can remove keys by deleting the user's entire "vault" registry key, as detailed above, or by
using XCVault with either the /RemoveKeys or /Cleanup. Additionally, you can apply PDF-XChange
Editor's Active Directory Administrative Template policy to "Hide All Licensed Features" from the
Editor GUI for the users that will have access to PDF-XChange Editor without a license.

V10 SysAdmin Manual



PDF-XChange Deployment Planning

2.2.4.3 Managing Keys via InTune after Installation

Managing Keys via InTune after Installation

After performing a cloud-based deployment via InTune,[27]it may be necessary to mange the licenses
separately from an installation. As in conventional Active Directory environments, a script can be
pushed to call the XCVault.exe Licensing Utility[ 301 that installs by default with all PDF-XChange
products to C:\Program Files\Tracker Software\Vault

The XCVault.exe options are detailed here.[42)

In this example the software was deployed with a key, after which a second key was added, after
installation and via InTune, then "auto-activated" via a Group Policy.

To do this you need to run a script on the target machine. There are multiple ways to run scripts via
InTune, but the simplest approach is to make a single-line PowerShell script:

& "c:\Program Files\Tracker Software\Vault\XCVault.exe" /AddKeyData "PEP90-OZTGG50VnEA/B:

The & at the beginning is important as it tells Powershell to interpret what comes next as a command.
It is also very important that there is no white space present in the key. Please take care when copying
and pasting, as pasting the formatted version as copied from our website may result in the addition of
line feed and carriage return characters. The entire string must display as a single line in Notepad when
word wrapping is turned off, otherwise the key will fail.

/AddKeyData tells XCVault.exe to accept a string as an argument for the key, as opposed to a key file.
It is possible to use /KeyFile instead, but then it would be necessary to make the KeyFile available, and
that means either a Share or additional work in the script will be necessary to upload the key file to use.
It is much simpler to use the full key string - but again, please be sure that no white space is present.

/M forces XCVault.exe to try and put the key in the HKLM registry in order to make the license
available to all users on the device, which is a "per machine" license setup. In order for that to succeed
the script must be allowed to run as a system account. This is the InTune default, which means that
additional configuration should not be necessary.
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Add the script it in the EndPoint Manager Admin Center in order to push it. Once it has been added it
will be visible in Apps->Windows devices->Powershell scripts:

p pdfpdf.org
DH D ORY (PDFPDF.O
& Home > Windows
Hyme H -
# == Windows | PowerShell scripts - X
E4]l Dhboard
= Allgervices |,-’3 Search (Ctrl+/) | < = Add
ﬁ Defces .
Windows devices
— = . . Script Name Platform Script Type Assigned Last modified
&S Apps Windpws enrollment
XCvault Windows Powershell script Yes 4407722, 2:22 PM
Endpoint security

‘Windowsfpolicies
Reports i

L& Comgliance policies
Ak Users .

Lo Confuration prgfliles
4 Groups

™ PowerShell scripts
;" Tenant administration

58 Update rings for windows 10 and
X Troubleshoating + support later

B Feature updates for Windows 10
and later (Preview)

ER Quality updates for Windows 10
and later (Preview)

Follow the "Wizard":
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Microsoft Endpoint Manager admin center paul@pdfpdf.

8
DEFAULT DIRECTORY (PDFPDFO._ &P
= Home > Windows >

Lz Add Powershell script

Edl Dashboard

= All services

Basi
qDevices o asics

B Apps Name * XCVault AddKeyData

‘ Endpoint security
Reports

Description This script will add a license key to PDF-XChange Devices . ~

[
Al Users

&b Groups

;" Tenant administration

#< Troubleshoating + support

The defaults work for a per machine license. If you instead want to do a per user license, then remove

the /M from the script and change "Run this script using the logged on credentials” to "Yes" and the
key will go into HKCU and be only for that user:
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Microsoft Endpoint Manager admin center

@ Home > Windows >
Lz Add Powershell script
Edl Dashboard
= All services

. Basics Script settings
Devices o o P 9

Apps Script location * () AddEditorPlusKey.ps1

Endpoint security

Run this seript using the logged on / Yes

2 Reports ! -
P credentials (@)

Users
Enforce script signature check @

Groups

ipt i it Pow el @
#% Tenant administration Run script in 64 bit PowerShell Host (@)

#< Troubleshoating + support

pe
DEFAULT DIRECTORY (PDFPDF

Select the appropriate users or groups to deploy to:

Microsoft Endpoint Manager admin center

paul@pdfpdf.

& Home > Windows >

L3 Add Powershell script

E4ll Dashboard

= All services
~ o Basics 0 Script settings e Assignments
Devices
Apps Included groups
Endpoint security Ao Add allusers -+ Add all devices
Reports Groups
Users Mo groups selected
Groups
Excluded groups
A Tenant administration
v .
#4 Troubleshooting + support @ When excluding groups, you cannot mix user and device groups across inclue

about excluding groups.
Add groups

Groups

Mo groups selected

Select groups to include

Azure AD Gr

DEFAULT DIRECTORY (PDFPDF.

DHCP Users

—
. DnsAdmins

DnsUpdateProxy

LAY Local Admin

Selected items

. InTune_license

Remove
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Then review and add the policy:

paul@pdfpdf.or
DEFAULT DIRECTORY (PDFPDF.

Microsoft Endpoint Manager admin center

& Home > Windows >

L3 Add Powershell script - X

E4ll Dashboard

= All services
~ o Basics 0 Script settings 0 Assignments o Review + add
ﬁ Devices
B8 Apps Summary
‘ Endpoint security Basics
B Reports Name xCvault AddkeyData
AL Users Description This script will add a license key to PDF-%Change Devices .
4 Groups

Script settings
;" Tenant administration
Powershell script AddeditorPluskey.ps1

v .
+
#% Troubleshooting + support Run this s

pt using the logged on Mo

cradent
Enforce script signature check No
Run script in 64 bit PowerShell Host No

Assignments

Included groups InTune_license

Excluded groups -

The process is then complete:
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Microsoft Endpoint Manager admin center paul@pdfpdf.org S
DEFAULT DIRECTORY (PDFPDF-

Home dow
@ Policy created *
A Home = \Nindows | PowerShell scripts Policy "XCVault AddKeyData" created successfully
Edl Dashboard
= All services |/,j Search (Cirl+/) | . L add @ PowersShell script successfully created X
Go to XCVault AddKeyData to view the details.
q Devices " r
Windows devices
= ! Script Name Platform Script Type Assigned Last modified
Apps Windows enrollment B
XCVault Windows Powershell script Yes 4407722, 2:22 PM

‘ Endpoint security ) »

Windows policies I XCVault AddKeyData Wwindaws PowerShell script Yes 4711722, 8:24 AM
Reports

Ls Compliance policies
a4 Users

L& Configuration profiles
ik Groups

™ Powershell scripts
;" Tenant administration

2% Update rings for Windows 10 and
#{ Troubleshoating + support later

=

B2 Feature updates for Windows 10
and later (Preview)

52 Quality updates for Windows 10
and later (Preview)
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2.24.4 XCVault Command Line Options

XCVault Command Line Options

XCVault.exe is a licensing utility that is by default installed with all PDF-XChange software. Its function
is to facilitate managing license keys for PDF-XChange products. XCVault.exe is installed by default

to:

C:\Program Files\Tracker Software\Vault

I & = | Vault
Home Share View
i cut x
—I - Copy path

Pin to Quick Copy
access

Paste Move Copy Delete Rename

|#]| Paste shortcut to to -

Clipboard Organize

€ - v

~
& Mame

XCVault.exe

@ OneDrive - Personal
& Tracker Software Products (Canada) Ltd

v [ This PC
_J 30 Objects
[ Desktop
; Downloads
J’) Music
tﬁ] Paul
&= Pictures

m Videos

» ‘. Local Disk (C:)

Mew
folder

TJ Mew item ~

T | Easy access »

Mew

» ThisPC » Local Disk (C:) » Program Files » Tracker Software » Vault

1 Open
i
Edit

Properties
- Histary DD Invert selection
Open Select
v 0 2 Search Vault
Date modified Type

2023-11-14 436 PM

FH setect all

Select none

Application

The command line options detailed below are available for the XCVault utility in the PDF-XChange

family of products:

Usage: XCVault.exe command "<string>" [parameters]

e Strings that are passed are in angle brackets and should be in quotation marks "<>".

e Items that are optional are in square brackets [].

e Either/or options are separated by a pipe character |.
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Supported Commands

-?
Displays help for the options available with XCVault.exe.
Syntax

xcvault.exe -?

-? accepts no options.

/AddKeys
This command installs all keys from .xcvault files.

Syntax
xcvault.exe /AddKeys "<filename>" [/M] [/S] [/R]

<filename> — The full path to the *.xcvault file that contains license keys to be installed on the
machine.

/M — Installs keys into HKLM for per-machine use. This option requires administrative rights. If
this option is not specified then key will be installed in HKCU for per-user use, and administrative
rights are not required.

/S — Specifies silent mode and suppresses any messages with information about results.

/R — Specifies that new keys will be unencrypted when added. Please note that this does not
affect existing keys.

Examples:

xcvault.exe /AddKeys "c:\UNC\path\to\Personal.xcvault" - Adds the license defined in
Personal.xcvault to HKCU that applies only to the current user.

xcvault.exe /AddKeys "c:\UNC\path\to\Personal.xcvault" /S - Adds the license defined in
Personal.xcvault to HKCU that applies only to the current user, and suppresses information about
the result.

xcvault.exe /AddKeys "c:\UNC\path\to\Personal.xcvault” /R - Adds the license defined in
Personal.xcvault to HKCU in plain text (not encrypted) that applies only to the current user.

V10 SysAdmin Manual



PDF-XChange Deployment Planning

xcvault.exe /AddKeys "c:\\UNC\path\to\Personal.xcvault" /M /R - Adds the license defined in
Personal.xcvault to HKLM in plain text (not encrypted) that applies to all users. This must be run
with elevated privileges.

/AddKeyData
This command installs the specified key.

Syntax

xcvault.exe /AddKeyData "<KEYDATA>" [/M] [/S] [/R]

<KEYDATA> - At least the first ten characters of the key string. For example: "PVP10-
IgrWloT2Uv".

/M — Installs key into HKLM for per-machine use. This option requires administrative rights. If
this option is not specified then key will be installed in HKCU for per-user use and administrative
rights are not required.

/S — Specifies silent mode and suppresses any messages with information about results.

/R — Specifies that new keys will be unencrypted when added. Please note that this does not
affect existing keys.

Examples:

xcvault.exe /AddKeyData "PXP10-CxL56n1SDEgUUF...+LB7kDyA" - Adds the license defined
in "<KEYDATA>" to HKCU that applies to only the current user.

xcvault.exe /AddKeyData "PXP10-CxL56n1SDEgUUF...+LB7kDyA" /S - Adds the license
defined in "<KEYDATA>" to HKCU that applies to only the current user, and suppresses
information about the result.

xcvault.exe /AddKeyData "PXP10-CxL56n1SDEgUUF...+LB7kDyA" /R - Adds the license
defined in "<KEYDATA>" to HKCU in plain text (not encrypted) that applies to only the current
user.

xcvault.exe /AddKeyData "PXP10-CxL56n1SDEgUUF...+LB7kDyA" /M /R - Adds the license
defined in "<KEYDATA>" to HKLM in plain text (not encrypted) that applies to all users. This
must be run with elevated privileges.

/OpenKeys

This command stores all keys in an open form, instead of encrypting them by machine-specific ID. This
option is useful for terminal servers that have a load-balancing and/or VDI environment.
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Syntax

xcvault.exe /OpenKeys [/M] [/S]

/M — decrypts keys only in HKLM (per-machine). This option requires administrative rights. If it is
not specified then the keys will be changed only in HKCU (per-user).

/S — specifies silent mode and suppresses any messages with information about results.

Examples:

xcvault.exe /OpenKeys - Decrypts all keys found in HKCU (current user).

xcvault.exe /OpenKeys /S - Decrypts all keys found in HKCU (current user) and suppresses
information about the result.

xcvault.exe /OpenKeys /M /S - Decrypts all keys found in HKLM (all users) and suppresses
information about the result.

/ProtectKeys

This command is the opposite of the /OpenKeys command:

Syntax

xcvault.exe /ProtectKeys [/M] [/S]

/M — encrypts keys only in the per-machine store (HKLM). This option requires administrative
rights. If it is not specified then the keys will be changed only in the per-user store (HKCU).
/S — specifies silent mode and suppresses any messages with information about results.

Examples:

xcvault.exe /ProtectKeys - Enrypts all keys found in HKCU, (current user).

xcvault.exe /ProtectKeys /S - Enrypts all keys found in HKCU, (current user) and suppresses
information about the result.

xcvault.exe /ProtectKeys /M /S - Enrypts all keys found in HKLM (all users) and suppresses
information about the result.

/ActivateKeys
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This command activates installed keys. Key activation associates a user with a device and a license key.
Successful key activation sets a flag in HKCU. It is by definition a per-user action and cannot be done
on a per-machine basis.

Syntax
xcvault.exe /ActivateKeys [/S] [/AA]

/S — specifies silent mode and suppresses any messages with information about results.
/AA — specifies that currently activated keys will be reused in the activation process.

Examples:

xcvault.exe /ActivateKeys /S - activates unactivated keys in HKCU (current user) and
suppresses any messages with information about results

xcvault.exe /ActivateKeys /S /AA — activates all keys in HKCU (current user) and suppresses any
messages with information about results. The state of all keys found on the activation server will
be reflected locally.

/RemoveKeys

Removes all or specified license keys for all products from HKCU, (per-user). If modifying per-machine
keys (HKLM - requires elevated rights) then all specified keys will be removed. If modifying per-user
keys (HKCU - execute as the current user) then keys from HKLM will be marked as '_Removed' for the
current user only. Removed keys are not used for the current user and hidden from them.

If /RemoveKeys is run as a system account rather than as a user that has been elevated then it will
remove keys from HKLM but HKCU will not be affected. (_ Removed registry keys will not be added).

If key filtering parameters are not specified and run from an elevated account then all keys will be
removed.

Syntax
xcvault.exe /RemoveKeys "<KEYDATA>"|"<filename>" [/S] [/X]
<KEYDATA> - At least the first ten characters of the key string. For example: "PVP10-

IgrWloT2Uv".

<filename> - The full path to the .xcvault file that contains license keys to be removed from the
machine.
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/X - Specifies that only expired license keys should be removed. Expired keys are keys for which
the maintenance period has expired.
/S - Specifies silent mode and suppresses any messages with information about results.

Examples:

xcvault.exe /RemoveKeys /S — removes all keys from HKCU (current user) and suppresses any
messages with information about results

xcvault.exe /RemoveKeys /X /S — removes all expired keys from HKCU (current user) and
suppresses any messages with information about results

xcvault.exe /RemoveKeys "PXP10-CxL56n1SDEgUuUF" (no elevated rights) — removes the
key specified in <KEYDATA> from HKCU (current user) and flags HKLM keys as _Removed in
HKCU.

xcvault.exe /RemoveKeys "PXP10-CxL56n1SDEgUuF" (with elevated rights) — removes the
key specified in <KEYDATA> from HKCU (current user) and HKLM (all users).

xcvault.exe /RemoveKeys "c:\UNC\path\to\Personal.xcvault" (no elevated rights) — removes
the key specified in Personal XCVault from HKCU (current user) and flags HKLM keys as
_Removed in HKCU.

xcvault.exe /RemoveKeys "c:\UNC\path\to\Personal.xcvault" (with elevated rights) —
removes the key specified in Personal. XCVault HKCU (current user) and HKLM (all users).

/ListKeys
Shows all license keys installed on the machine, in the format:
Location (U/M), Number of Keys, Key State (U/M/V/A/X/1), KEYDATA
U - key is located in HKCU (current user)
M - key is located in HKLM (all users)
V - key is valid
A - key is activated
X - key is expired
I - key is invalid or blocked
ListKeys accepts no arguments.
Syntax

xcvault.exe /ListKeys

Example:
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XCVault.exe /ListKeys

C:\Program Files\Tracker Software\Vault>
Number of license keys: 2

01. M VA PXP10-40wLJECNLR54uz4psFKWYTQO...
02. M VA PEP10-GctKkTCGiS7YioKvEje27MCec...

/Cleanup

This command removes all license-related information for all installed products from per-machine
(HKLM) and per-user (HKCU) stores. If the per-machine store is not empty then administrative rights

are required.
Syntax

xcvault.exe /Cleanup [/S|

/S — specifies silent mode and suppresses any messages with information about results.

Examples:

xcvault.exe /Cleanup (no elevated rights) — removes all license-related information from
HKCU (current user).
xcvault.exe /Cleanup /S (with elevated rights) — removes all license-related information from

HKCU (current user) and HKLM (all users), and suppresses any messages with information about
results.
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2.2.5 Encrypted Keys, Load Balancing, and VDI

Encrypted Keys, Load Balancing and VDI

When license keys are applied they are encrypted using a machine-specific seed. These seeds are used
in a hash to dynamically decrypt the keys when PDF-XChange products attempt to validate their
license status. Load-balancing RDS farms often run PDF-XChange products on different hardware from
that used to apply the key, which results in the seed used to encrypt the key being unavailable at run
time. As a result of this, the hash fails and the license reverts to trial mode. A similar issue occurs when
deploying VDI or imaged desktops - the seed used to encrypt the key when the master image was
made is not available to the deployed instance, which again results in the hash failing and the software
reverting to trial mode.

The XCVault.exe utility can be used to resolve these issues, as it decrypts the keys on the master
instance and before being used to deploy to other hardware. This should be performed on the primary
host on application of the license keys in the case of existing server farms, and on the master image
(prior to deployment) in the case of VDI and Sysprep OS images.

Please note:
e Existing keys can be decrypted using XCVault.exe /OpenKeys

e New keys can be added without encryption using XCVault.exe /AddKeys /R.
¢ Information on how to use the XCVault.exe utility is available here.

Decrypting an Existing Key

Decrypting a key requires administrative rights, regardless of whether the key is in HKLM or HKCU.
Attempting to decrypt a user key without administrative rights will result in an error:
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Change Key Protection Problem

Unable to change the protedion mode for license keys.

You have na enough permissions for the operation. Please try
to rumn the utility with administrator rights.

Figure 1. Error Message Displayed When Attempting to Decrypt a User Key without Administrative Privileges
The key will remain encrypted in the user section of the registry:

B Registry Editor
File Edit View Favorites Help
| Computer\HKEY_CURRENT_USER\Software\ Tracker Software'Vault'0000

v Tracker Software A || Mame Type Data
File.a.ssc cData ab ||: i REG_SZ (value not set)
E;E'_;‘v’és:’:ge Sandord 7% Time REGQWORD  (x1dd6fcf3fccBe2d (131853225019870761)
) ) Value REG_BIMNARY 00 e1 d0 25 8b 68 909 f6 51 bd 8a 3¢ 5b 6b 21 bd 08 ad 80 28
PDFXEditor
PDOFXTools
Tracker Update
W Vault
_AutoUpgrade
0000

Figure 2. Registry Editor, Encrypted Key

Running the command "C:\Program Files\Tracker Software\Vault\XCVault.exe" /OpenKeys from an
elevated command prompt will succeed without any error messages:
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B Administrator: Command Prompt - [m} b

C : \WINDO

Figure 3. Elevated Command Prompt, /OpenKeys Command Line

All keys in both HKCU and HKLM will be decrypted:

B Registry Editor " - o =
File Edit Veew Faverites Help il
Cemputen\ HKEY_LOCAL_ MACHMNESOF TWARE Teadier Software’, Vau\ 0001
POFXTeals Al Hame Type Duta
Swe.!E-tlnrom ab] (Dhefalt) REG_SZ [vabug net 51)
|'Mpm Update T Tiee REG_CIWORD Cwlddebg g coies (131959591 1T86500635)
- Vil . - . . .
”:’__c b Value REG 52 BB T a1 B T HE S Ty TER 24 Groc FaduGHP gpata » aHEW I/ B
ik
ool
L)
Lk
-
Win AR
WOWEATINode
SYSTEM
R | SRR bl | ¥

Figure 4. Registry Editor, Decrypted Key
This installation can now be used as a master image for deployment to other hardware.
Adding New Keys without Encryption
As well as decrypting existing keys, xcvault.exe can also be used to apply license keys to unlicensed
machines, either encrypted (default) or not encrypted. Use the /R switch with /AddKeys for this to
install keys without encryption.

/AddKeys

This command installs all license keys from xcvault files.
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Syntax

xcvault.exe [/AddKeys] <xcvault_file> [/M] [/S] [/R]

/M — specifies that new keys are added in the HKEY_LOCAL_MACHINE registry section, and
administrative rights are required.

/R — specifies that new keys will be unencrypted when added. Please note that this does not
affect existing keys.

/S — specifies that the command is not permitted to show error/information messages.

Example

xcvault.exe /AddKeys "c:\Personal.xcvault" /M /R /S - This will install the key in HKLM,
unencrypted and without messages.
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2.2.6 Licensed and Unlicensed users in Terminal Server (RDS) environments.

PDF

.

A

Environments

Licensed and Unlicensed users in Terminal Server (RDS)

It's possible to have a mix of licensed and unlicensed users in an RDS environment so that specific users
can use all the features included in a license, while the remaining users can access only those that are
free to use. Please follow these steps to do so:

1. Install the software without a key.
2. Install license keys for the desired users in a per-user context.
3. Hide the licensed features from unlicensed users (optional).

If you don't include serial keys during the installation of PDF-XChange software then the users of your
RDS server (previously known as a Terminal Services Server) will have access to only the free features of
the software. (Note that only PDF-XChange Editor has the free/licensed features dynamic - PDF-Tools
and PDF-XChange Standard do not offer any free features and will place demo watermarks without
notice if they are used while unlicensed). If such users attempt to use licensed features then a
watermark will be placed on their documents. Users are warned before this occurs, and given the
opportunity to cancel the operation that will add the demo watermark. You can hide restricted/licensed
features to avoid this issue, as detailed here.[57]

You can then pass the serial key to those users whom you wish to have access to licensed features.
When they enter the license key in the software it will be stored in the Windows Registry under HKCU
so that only those users have access to the full product. Again it is your responsibility to ensure you
have enough licenses to cover all those users.

To apply keys to specific users, run the command as the target user:

xcvault.exe /AddKeys "c:\\UNC\path\to\Personal.xcvault" /S - Adds the license defined in

Personal.xcvault to HKCU that applies only to to the current user, and suppresses information about the result.
or

xcvault.exe /AddKeyData "PXP10-CxL56n1SDEgUUF...+LB7kDyA" /S - Adds the license defined in

"<KEYDATA>" to HKCU that applies only to to the current user, and suppresses information about the result.
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If you are load balancing across in a server farm and doing discrete per user licensing for only some
users, use the following to ensure license keys are available regardless of the host the session is running
on:

xcvault.exe /AddKeys "c:\\UNC\path\to\Personal.xcvault" /R /S - Adds the license defined in

Personal.xcvault to HKCU without encryption, that applies only to to the current user, and suppresses
information about the result.

or
xcvault.exe /AddKeyData "PXP10-CxL56n1SDEgUUF...+LB7kDyA" /IR /S - Adds the license defined in

"<KEYDATA>" to HKCU without encryption, that applies only to to the current user, and suppresses
information about the result.

Advantages: all users have access to only the free features of the the software, and individual users can
be given the key to unlock only their own profile in order to use the full licensed feature set. No

permissions need be set up to manage access to the software.

Disadvantages: requires fully-licensed users to enter a license key manually.
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2.2.7  Protecting Keys

PDF

.
A

Protecting Keys

Users can view and access license keys in licensed versions of the software. Admins can prevent users
from copying keys by applying a group policy. We have Active Directory Administrative Templates for
each application that we produce, and these include an option that prevents users from copying license
keys, as detailed below:

Category: Registration

Policy Allow Copy Serial Key
Name:

Requiremen | PDF-XChange Editor v5.5.312 or later.
ts:

Description: | Specifies whether or not users are permitted to copy serial keys
to the clipboard from the Registration pane of the Preferences
dialog box.

Reg Key HKEY_LOCAL _MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Registration

Reg Key b.CanCopySerials

Name:

Registry REG_DWORD

Key Type:

Available “1" — enabled, "0" — disabled
Values:

Examples: "Enabled” or "Not Configured" allows users to copy the license key text from the PDF-
XChange Editor. Set to "0 -Disabled" to prevent keys from being copied.

There is also built-in protection in the form of encryption. When the software applies license keys they
are encrypted with a machine-specific seed when they are stored in the Windows registry. Copying the
registry key from one device to another will fail as the seed for the key will not be available, resulting in
both the hash and the license key failing.
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The full administrative template for PDF-XChange Editor is detailed here.[s3]
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2.2.8 Hide All Licensed Features

Hide All Licensed Features

Unlicensed users can trial the licensed features in multi-user environments where a mix of both licensed
and unlicensed users have access to the software. When unlicensed users use features that require a
license, they are notified that the action they are about to take will result in demo watermarks being
added to the document. These watermarks cannot be removed without a licensed version of the
software.

Administrators who deploy PDE-XChange Editor in an Active Directory domain can use the Active
Directory Administrative Templates to apply a policy that removes tools that are not licensed from
the user interface, which will remove the possibility of unlicensed users adding demo watermarks to
documents through the use of licensed features. Note that licensed users are not affected when this
policy is used.

Category: |Toolbars/Menus Options

Policy Hide All Licensed Features
Name:

Requiremen | PDF-XChange Editor v6.0.318 or later.
ts:

Description: |Hides all licensed features from toolbars and menus.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts

Reg Key b.HidePRO

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled
Values:

Setting this policy has the effect of enforcing this option in the Editor:
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Figure 1. Preferences Dialog Box, Registration, Hide All Licensed Features Setting Highlighted
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2.3  Per Machine/User and Windows Registry locations

License Keys and the Windows Registry

License keys applied to PDF-XChange products during installation are available on either a per-
machine or per-user basis.

When the software starts it looks to HKLM and HKCU and uses any valid keys it finds. The location of
its searches are:

e HKEY_LOCAL_MACHINE\SOFTWARE\Tracker Software\Vault and
e HKEY_CURRENT_USER\SOFTWARE\Tracker Software\Vault

Please note the following with regard to licensing:

e Adding keys to HKLM requires elevated rights. The application installers also require elevated
rights. Keys passed to the installer are always defined as "per-machine”.

¢ Using the GUI to add licenses (even as the administrator account) will put the keys in HKCU.
Keys passed to the GUI are always defined as "per-user"”.

¢ Adding keys post-installation can be done per-machine or per user.

e If you want to apply a per-machine key then use an elevated command prompt to call
XCVault.exe with the /M option. Further information on XCVault command line options is
available here.[+?)

e If you want to apply a per-user key then use the GUI or call XCVault.exe as the target user.

Separating keys as per-machine and per-user enables the creation of a mixed licensing environment.
This enables the creation of environments where some users have access to all features of the software
whilst others have access to only the free features. These setups are of particular benefit on terminal
servers (RDS), where it may be necessary to limit the number of licensed users whilst making the
unlicensed version of the software available to other users. If you want to create this kind of setup then
install the software without a license and apply license keys for the users that you want to be using the
licensed version of the software.

Per-User License Application
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Keys must be applied from within a user's Windows session to apply them in a per-user context, as this
ensures that the key is stored in the user's HKCU. This can be done:

By the user:

e Through the application GUI (after installation via the application preferences).
e Using XCVault.exe at the command line, or in a script that is run as the current user.
e Double-clicking the key file.

Remotely/unattended:

e As a login, runonce or other script that runs as the user.
¢ Via a group policy script applied to the user context.

Note that copying the registry key from an installed machine will not be sufficient without taking
additional steps, as keys are encrypted with machine-specific seeds. Further information about this
process is available here.[45]

Per-Machine License Application

Keys must be placed in HKLM in order to be applied for all users. This requires administrative rights
and can be performed:

e During installation - keys applied during installation are always placed in HKLM and are
available to all users.

e Through an administrator's account (or unattended) using XCVault.exe at the command line, or
in a script.

Note that applying the key through the GUI (for example via the application preferences or by double-
clicking the XCVault file) will not put the license in HKLM. It will instead go into HKCU for the
administrator's account.
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2.4  Customizing PDF-XChange Products

Customizing PDF-XChange Products

The PDF-XChange products - notably PDF-XChange Editor and PDF-Tools - contain a wide range of
options for customization. The products can be customized during installation via the installation
switches or using a transform, and/or after installation via the application Ul (note that these changes
are stored in the registry and exportable to file). Additionally, settings can be enforced via Group
Policy. Although many elements of customization can be performed either before or after installation,
both methods have certain advantages over the other:

Customizing before installation has the following advantages:

e The option of licensing on a per-machine basis (but note that license keys passed to an installer
can only be for "all users" on a given system).

e The ability to set initial values for the products, such as file associations, mime-types and
default printers (but note that Windows 10 limits an installer's ability to set its associated
product as a default product).

e The ability to enable/disable specific product features - it is preferable to install only the
desired features rather than install all features and disable the features that are not required.

e Users being free to customize any options that are not enforced.

Customizing after installation has the following advantages:

e The option of licensing on a per-user basis.

¢ The ability to modify the Ul (toolbars and tools).

e The ability to customize the products for groups of users that have common needs.

e Better update management. Note that although it is possible to exclude the PDF-XChange
Updater during installation, managing it after installation via Group Policy offers greater
granularity and control.

e The option of applying security policies (these are not available to installers as they take the
form of Active Directory Group Policy objects).

e The ability to enforce a user experience via Group Policy.

Settings Storage

V10 SysAdmin Manual



PDF-XChange Deployment Planning

The settings for most of the PDF-XChange applications (with the exception of some options for PDF-
XChange Printer Standard and PDF-XChange Printer Lite) are stored in memory and, on program
close, are written to the Windows registry on a per-user basis and organized into sub-keys of:

HKEY_CURRENT_USER\Software\Tracker Software

If a user makes a change to the product preferences, customizes the Ul or accepts an option from a
dialog box, then the changes are saved in memory and written to the Windows registry when the
application is closed. The best method for importing/exporting settings is for users of PDF-XChange
Editor and PDF-Tools to save their settings to file for subsequent use, as opposed to exporting settings
from the Windows registry. This is because settings files contain a much wider range of settings,
including file history, presets, trusted/untrusted lists for files, attachments and websites, user-specified
places such as Dropbox, One Drive and Sharepoint accounts, custom stamp collections, custom tools
and spell-checker learning. Users can load settings files subsequently and on any installation of the
software on any machine.

Note that when settings are imported in a settings file, or changed via manipulation of the Windows
registry, the changes are not permanent and users are free to deviate from them as desired. Therefore
this approach is best in cases where the configuration is considered a starting place as opposed to a
rigid policy.

Enforcing Customizations
A Group Policy and one of PDF-XChange's Active Directory Administrative Templates| ] can be

used in order to enforce settings. Policy settings override user-defined settings and are always used
when conflicts arise. Policy settings are located in:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Tracker Software

Note that the customization that Group Policies can enforce do not cover all customizations available
via the Ul of the products.
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24.1  Customizing the Installation

PDF

.
A

Customizing the Installation

The PDF-XChange .msi installers take a comprehensive set of arguments that are designed to allow a
range of customization during installation. The options available include:

e Licensing options.
e Setting the default values for the products.
e Selecting specific product components.

Options include the standard msiexec.exe switches as defined by Microsoft, as well as product-specific
choices. Product-specific choices are defined in the Standard Property ADDLOCAL and take the form
of a list of features, as well as product-specific properties as defined by PDF-XChange. The product-
specific .msi options are detailed in their respective product pages in the comprehensive online
manuals available here. Installation options can be specified either at the command line or using an
.msi transform file.

Command Line Vs Transform File

Command Line Options

Installation options can be specified directly at the command line.
Pros

e No tools are required - everything can be performed from the command prompt
e Simple to test - just run the command at the command prompt on any Windows machine.

Cons

e Can be used only in conjunction with simple sets of options.

e Specifying which features are installed can get complicated. Specifying one feature will change
the default behavior in that only the features explicitly called will be installed. Note that if no
features are specified then all features are installed.

e Command lines can get complex and very long.
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Options in a Transform File

Using a transform file is a cleaner method for the specification of installer options.
Pros

e Uses a simplified installation string.

It is simpler to specify the features that are installed. Changing one feature from the default
install' to 'do not install' does not change the behavior for other features, as is the case if
command lines are used.

The same transform file can be used for installations and updates.

Easier to use with Group Policy-based installations.

Cons

Requires special tools.

¢ A transform file needs to be opened in an appropriate tool and the correct changes identified
amongst many choices (as opposed to a command line string, in which every option is visible).
This can be challenging for less experienced system administrators.
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2.4.1.1 Using a Transform File to Modify an Installer

Using a Transform File to Modify an Installer

Using a transform file to modify an installer is an effective way to customize an .msi installation without
using a command line-based set of options. It is also the best method to use when publishing or
assigning software through an Active Directory Group Policy (and other similar approaches) that does
not allow the use of command line options. Transform files can be used to define the changes required
for an .msi installer.

Microsoft provides the tool Orca.exe to publish/assign software through an Active Directory Group
Policy.

e The MSDN page on Orca.exe is available here.
e Instructions on how to use the Orca database editor to edit Windows installer files, and how to
get Orca from the Windows installer SDK, is available here.
Creating a Transform File
This example will detail how to use a transform file to modify the PDF-XChange Editor .msi.
1. Open Orca, then click the File tab and click Open in the shortcut menu.

2. Double-click the PDF-XChange Editor .msi file. This example will use the EditorV10.x64.msi file.

The EditorV10.x64.msi file will open in Orca and a list of tables will be displayed on the left side:
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&% EditorV9.x64 (1).msi - Orca — O %
File Edit Tables Tiansform Tools View Help
D& w
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AdminUiSequence
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Binary

CheckBox
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Control
ControlCondition
ControlEvent
CreateFolder
CustemnAction
Dialog

Directory

Drlocator

Error

EventMapping
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FeatureComponents
File

lcon
InstallExecuteSequence
InstallUlSequence
LaunchConditien
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LockPermissions
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MsiFileHash
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RadioButton
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RemoveFile
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TextStyle

UlText
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_Validation

Tables: 40 Mo table is selected. No column is selected.

Figure 1. EditorV10.x64.msi File Open in Orca

3. Click the Transform tab, then click New Transform.

4. Click Feature in the list of tables on the left side:

& EditorV9.x64 (1).msi - Orca — m] x
File Edit Tables Tiansform Tools View Help
DM # B FmE B
Tables Feature Feature Parent Title Description Disp... Le... Directory Attribu...
ActionText F_Viewer PDF-XChange Editor PDF-XChange Editor and its components 2 1 EDITORDIR 24
AdminExecuteSequence F_Plugins F Viewer Plugins Plugins far PDF-XChange Editor 2 1 8
AdminUliSequence F_BookmarksPlugin F_Plugins Bookmarks Plugin Plugin that helps add advanced functionality ta work with bookmarks in PDF fi.., 2 1 8
AdvitExecuteSequence F_BoxPlugin F_Plugins Box.com Plugin This plugin allows to work with files located on Box.com cloud. 2 1 8
AppSearch F_DBPlugin F_Plugins DropBox DropBox plugin allows to work with files located on DropBox (tm) cloud. 2 1 8
Binary F_GDPlugin F_Plugins GoogleDrive This plugin allows to work with files located on Google Drive, Google Drive is .. 2 1 8
CheckBox F_MDPlugin F_Plugins Markdown files to PDF This plugin allows to convert Markdown files to PDF documents. 2 1 8
Component F_ODPlugin F_Plugins OneDrive This plugin allows to work with files located on OneDrive, OneDrive is a tradem... 2 1 8
Control F_PDFAPlugin F_Plugins PDF/A Converter Plugin that converts existing PDF files to PDF/A 2 1 8
ControlCondition F_OptimizerPlugin F_Plugins PDF Optimizer Plugin that helps optimize existing PDF files 2 1 8
ControlEvent F_ReadOutLoudPlugin F_Plugins Read-out-Loud Plugin for read out loud documents 2 1 8
CreateFolder F_SPPlugin F_Plugins SharePaint Sharepoint plugin allows to work with files located on Sharepoint servers 2 1 8
CustomAction F_Plugin_SP F_Plugins Spell Checker Spell checker plugin for PDF-XChange Editor 2 1 8
Dialog F_2DPlugin F_Plugins 2D Plugin This plugin allows to show embedded 3D content in PDF documents, 2 1 8
Directory F_ColorPlugin F_Plugins Color Converter Plugin that allow to convert colors in PDF files 2 1 8
DrLocator F_CSVPlugin F_Plugins C5V files to PDF This plugin allows to convert data from CSV files to PDF document with table. 2 1 8
Error F_SanitizePlugin F_Plugins Sanitize Plugin Plugin that allow to clean up your PDF files from sensitive information 2 1 8
EventMapping F_OCRPlugin F Plugins OCR Plugin Plugin that allows OCR of documents. 2 1 8
ture F_OFCPlugin F_Plugins Convert to MS Office This plugin allows to convert PDF files to MS Office documents. 2 1 8
FeatureComponents F_FileOpenPlugin F_Plugins FileOpen plugin Security plugin for handling FileOpen DRM. 2 1 )
File Enhanced OCR Plugin that allows OCR documents with enhanced features. P T N
Icon F_AzureRMSPlugin F_Plugins Azure RMS plugin Security plugin for handling PDF files protected by M3 Azure RMS, 2 1 8
InstallExecuteSequence F_BrowserPlugins F Viewer Browsers Plugins Plugins far internet browsers to allow epening PDF files inside browsers 2 1 8
InstallUlSequence F_MPPlugin F_BrowserPlugins Mozilla FireFox Plugin Plugin which allows to open PDF files inside Moszilla Firefox, Opera, Safariand ... 2 1 8
LaunchConditien F_IEPlugin F_BrowserPlugins IE Plugin Plugin which allows to open PDF files inside Microsoft Internet Explorer 2 1 3
ListBox F_VLangs F_Viewer Lanquages Additional lanquages for PDF-XChange Editor's localization 2 1 8
LockPermissions F_Lite PDF-XChange Lite PDF-XChange Lite printer and related components 2 1 LITEDIR 8
Media F Langs_Lite F Lite Lanquages Files Files to allow localization of PDF-XChange Lite driver and components. 2 1 8
MsiFileHash F_ShellExt Shell Extensions A set of Windows shell extension for PDF files 2 1 SHELLEXT 8
Property F_Updater Tracker Updater Updater for Tracker's products 2 1 UPDATERDIR 3
RadioButton F_Keylnstaller PDF-XChange Key Installer (XCVault) 0 1 24
Redqistry
RemoveFile
RemoveReqistry
Shorteut
Signature
TextStyle
UlText
Upgrade
_Validation
Tables: 40 Feature - 31 rows Title - Localizable[64], Nullable

Figure 2. Orca Interface, Feature Table Selected

The features available in the .msi are detailed in the feature table. Features are nested in a parent/child
relationship. If a child feature is to be installed then it is necessary for the parent feature to be installed,
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in the same manner as command line options. The Level value ("Le") determines whether or not
features are installed - '1' means install and '0' means do not install. Note that this setup is identical to
how the command line arguments used in the installers operate, as detailed here.[71) All features are
installed by default, as can be seen in (figure 2). If you want to disable the installation of a feature,
then simply change the Level value from 1" to '0". When the desired features have been
enabled/disabled, proceed to the next step:

5. Click the Property table in the list of tables on the left side.

The Property table is the other table that can be used in order to make changes to the .msi This table
lists the default values for properties, and it can be used to change those values and include a license
key (as a string or a path to an XCVault file). A value of '1' means "true" and a value of '0' means
"false". The image below details a modified Property table:

&% EditorV9.x64 (1).msi - Orca — O %
File Edit Tebles Transform Tools View Help
DEHE =
Tables Property Value ~
ActionText UpgradeCode {793A5AF1-EB05-4381-A503-31ACETCEBICA}
AdminExecuteSequence UI_EXITDIALOGOPTIONALCHECKBOX 1
AdminUiSequence _CreateStartMenuGroup 1
AdviExecuteSequence CreateDesktopShortCuts 1
AppSearch SetViewerAsDefault 1
Binary _ViewlnBrowsers 1
CheckBox UIRMOption UseRM
Compenent UI_INSTALLDIR INSTALLLOCATION
Control LicenceType 0
ControlCondition ALLUSERS 1
ControlEvent AppLanguage I
CreateFolder Lite_InstAsDef iz
CustemnAction Lite _InstLog /Z
Dialegq ARPCOMMENTS Tracker Software Products (Canada) Ltd.
Directory ARPCONTACT hitp://www tracker-software.com/contacts/
Drlocator ARPHELPLINK hitp://help.tracker-software.com/
Error ARPURLINFOABOUT hittp:/ fwww tracker-software.com/
EventMapping ARPURLUPDATEINFO hi fwww.tracker-software.com/
Feature ARPHELPTELEPHONE hitp://www tracker-software.com/support/
FeatureComponents ARPPRODUCTICON Applco
File EditorName PDF-%Change Editor
Icon ProductType Editor
InstallExecuteSequence OldstyleKeyDetected 0
InstallUlSequence MewStyleKeyDetected 0
LaunchConditien KEYACCEPTED 0
ListBox Lite_InstArgList /ADRMP
LockPermissions PNAME PDF-XChange Lite
Media SET_LITE AS DEFAULT 1]
MsiFileHash LOGINSTALL 1
Property SET_AS_DEFAULT 1
RadioButton VIEW_IN_BROWSERS fil}
Reqgistry DESKTOP_SHORTCUTS 1
RemoveFile PROGRAMSMENU_SHORTCUTS 1
RermoveReqistry SCHEDULEUPDATER 0]
Shorteut APP_LANG i]
Signature XPSEP_DownloadLink hitp://www.microsoft.coam/downloads/details.aspx ?Familyld=B8DCFFDD-E3A5-44CC-8021-T649FD3ITFFEE
TextStyle UI_EXITDIALOGLAUNCH 1
UlText ShellExecTarget [#FID_EditorEXE]
Upgrade Manufacturer Tracker Software Products (Canada) Ltd.
_Validation ProductCode {A361CBA1-83C4-402D-A399-58D22DBD10B8}
Productlanquage 1033
ProductName PDF-XChange Editor v
Tables: 40 Property - 53 raws No column is selected.

Figure 3. Modified Property Table
Changed values are highlighted in the image above:

e SET LITE_ AS DEFAULT is set to true.
e VIEW_IN_BROWSERS is set to false.
e SCHEDULE _UPDATER is set to false.

When the desired changes have been made, it is necessary to generate a transform file to use in
conjunction with the .msi file in order to apply the changes:

6. Click the Transform tab, then click New Transform, followed by Generate Transform.
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The Save Transform As dialog box will open:

&% Save Transform As

Save in: |

Transforms

v] @ % E° @~

*

Cluick access

Desktop

Libraries

2

This PC

@

Metwaork

Mame

£

File name:

Save as type:

Date modified

Mo iterns match your search.

new transfamm mst

> |

Type

| Save |

Windows Installer Transform {*.mst)

St

Cancel

Figure 4. Save Transform As Dialog Box

7. Enter the desired name and click Save to save the transform file.

Once a transform file has been created, it can be applied during installation as follows:

msiexec /i "\path\to\EditorV10.x64.msi" TRANSFORMS="\path\to\transform.mst"

Putting a License Key into an .mst File

A new row must be created in the Property table of the .msi when a transform file is used to deploy a
product with its license key. Two properties are available for this purpose: KEYDATA and KEYFILE.

KEYFILE takes the UNC path to the XCVault file as its value. This may appear to be a good option, but
it results in more issues in comparison to KEYDATA. Usually these issues occur as a result of having
insufficient privileges to apply the license, as msiexec.exe is usually run via a system account and
permission settings are often overlooked. One solution to this issue is to grant read-access to the
XCVault file for all users, but this method has obvious security drawbacks. A much better solution is to
use KEYDATA instead.
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KEYDATA takes the full license key as its value. There are approximately 360 characters in a license key,
and the last character is always an '=' symbol. Pasting the key as the value of KEYDATA is simple and
avoids the permissions issues that affect KEYFILE. This method results in significantly fewer issues and
should be given preference whenever possible.

Deploying with a License Key and KEYDATA

1. Open Orca, then open the .msi file of the product.

2. Click the Transform tab, then click New Transform.

3. Click the Property table in the list of tables on the left side, as detailed above.

4. Right-click, then click Add Row in the shortcut menu (or press Ctrl+R).

The Add Row dialog box will open:

Add Row X
Mame Value
? Property
Walue
Column
Property - String[72]. Required
Cancel

Figure 5. Add Row Dialog Box

5. Enter 'KEYDATA' in the Property box, then click to add it to the new row. The Value field will then
become available.

6. Paste your key string in the Value field and click OK. (If you are using KEYFILE instead, then enter
'KEYFILE' in the PROPERTY field and enter the UNC path to the XCVault file in the VALUE field).

The KEYDATA property will then be added to the transform file:
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EventMapping
Feature

InstallUlSequence
LaunchCondition

SET_AS_DEFAULT
VIEW_IN_BROWSERS

XPSEP_DownloadLink
UILEXITDIALOGLAUNCH

&% EditorV9.x64 (1).msi (transformed by Untitled) - Orca - m] X
File Edit Tables Transform Tools View Help
0= BREN ¥=E ¥
Tables Property Yalue ~
ActionText Lite_InstLog iz
AdminExecuteSequence ARPCOMMENTS. Tracker Software Products (Canada) Ltd
AdminUISequence ARPCONTACT http:/ fwwww tracker-software.com/ contacts/
AdviExecuteSequence ARPHELPLINK http://help tracker-software.com/
AppSearch ARPURLINFOABOUT h tracker-software.com/
Binary ARPURLUPDATEINFO hitp:/ tracker-software.com/
CheckBox ARPHELPTELEPHONE hittp:/ fwwww.tracker-software.com/suppart/
Component ARPPRODUCTICON Applco
Control Editorhame PDF-XChange Editor
CentrolCondition ProductType Editor
ControlEvent OldStyleKeyDetected 0
CreateFolder NewStyleKeyDetected 0
CustomAction KEVACCEPTED 0
Dialog Lite_InstArgList /ID_RMP
Directory PMAME PDF-XChange Lite
DrLocator SET_LITE_AS_DEFAULT 0
Error LOGINSTALL

FeatureComponents DESKTOP_SHORTCUTS

File PROGRAMSMENU_SHORTCUTS

Icon SCHEDULEUPDATER

InstallExecuteSequence APP_LANG il

http:/fwww. microsoft.comy
|

:/ details.asp: DCFFDD-E3A5-44CC-8021-7649FD3TFFEE

ListBox ShellExecTarget [#FID_EditorEXE]
LockPermissions Manufacturer Tracker Software Products (Canada) Ltd.
Media ProductCode {A361C8A1-83C4-402D-A599-58D28DBD 1088}
WsiFileHash Productlanquage 1033
Property ProductiName PDF-XChange Editor
RadioButton ProductVersion 9.5.368.0
Registry DefaultUlFont UL Font_Normal
RemoveFile UL Mode Default
RemoveReqistry ErrorDizlog ErrorDlg
Shorteut CompleteSetupleon Completeicon
Signature CustomSetuplcon Customlcon
TextStyle RepairSetuplcon Repairlcon
UllText RemoveSetuplcon Removelcon
Upgrade ChangeSetuplcon Customlcon
_Validation SecureCustomProperties KEVDATA;KEVFILE;WIX_DOWNGRADE_DETECTED;WIX_UPGRADE_DETECTED
MsiHiddenProperties KEV:ORGANIZATION; ORGUNIT:USERMAIL; USERNAME
KEYDATA PXPOD- v
Tables: 40 Property - 54 rows Value - Localizable]0]

Figure 6. KEYDATA Property Added to Transform File

7. Click the Transform tab, then click Generate Transform. The Save Transform As dialog box will
open.

8. Enter the desired name and click Save to save the transform file.

If you want to customize which components are installed, then add an ADDLOCAL property row with a
Value field that contains a comma-separated list of the desired components. A comprehensive list of
components that can be added via ADDLOCAL and a list of other parameters that can be added to the
Property table is available here:

o Switches for MSl installers in PDF-XChange Editor
o Switches for MSI installers in PDF-XChange Printer Standard
e Switches for MSI installers in the PDF-XChange PRO Bundle
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2.4.1.2 Using the Command Line to Modify an Installer

Using the Command Line to Modify an Installer

The basic command line for installation is:
msiexec /Option <Required Parameter> [Optional Parameter] [PROPERTY=PropertyValue]

Please note that parameters are case sensitive. A comprehensive list of the various installers, their
switches and their options is available in the online manuals:

o Switches for .msi Installers in PDF-XChange PRO
e Switches for .msi Installers in PDF-XChange Editor
e Switches for .msi Installers in PDF-Tools

e Switches for .msi Installers in PDF-XChange Printer Standard

Using the command line is a convenient way to pass a small number of simple parameters and options.
However, it can become large and unwieldy quite easily. For example, the KEYDATA property takes the
registration key for the software as its argument. These keys contain approximately 360 characters,
which makes the installation string long and difficult to read:

msiexec /i "C:\Users\username\Downloads\EditorV10.x64.msi" "KEYDATA=PXC70-
abcdefghijkimnopgrstuvwxyzabcdefghijkimnopgrstuvwxyzabcdefghijkimnopqrstuvwxyzabc
defghijkimnopqrstuvwxyzabcdefghijkimnopgrstuvwxyzabcdefghijkimnopgrstuvwxyzabcdef
ghijkimnopqrstuvwxyzabcdefghijklmnopqrstuvwxyzabcdefghijkimnopqrstuvwxyzabcdefghij
kimnopqrstuvwxyzabcdefghijkimnopgrstuvwxyzabcdefghijkimnopqrstuvwxyzabcdefghijkim
nopqrstuvwxyzabcdefghijkimnopqrs="

The process of defining features to be installed via the command line can also become complicated.
This is because if any feature is defined as an option, then all desired features must be explicitly
defined - and there are a large amount of features available. If only a few features are being installed,
then this is not likely to be an issue - but in cases where, for example, all features but one are required,
then it is necessary to list all the other features in the installation string. This can make installation
strings complicated and carries the additional burden of making it more difficult to identify errors. For
example, to install all features except the Google Drive plugin, the following string is required:
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msiexec /i "C:\Users\username\Downloads\EditorV10.x64.msi"
ADDLOCAL="F_Viewer,F_Plugins,F_Plugin_SP,F_FileOpenPlugin,F_ReadOutLoudPlugin,F
_OCRPIlugin,F_OptimizerPlugin,F_BookmarksPlugin,F_PDFAPIlugin,F_SPPlugin,F_GDPlugi
n,F_OFCPlugin,F_DBPlugin,F_MD
Plugin,F_BrowserPlugins,F_IEPlugin,F_\ML.angs,F_Lite,F_Langs_L.ite,F_ShellExt,F_Updater,
F_Keyinstaller"

This means that using the command line to modify an installer is the best choice in simple cases. If you
have a more complicated case then a transform file is the best option. The process of using a transform
file to modify an installer is detailed here.[63)
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2.4.2  Customizing after Installation

PDF

.
A

Customizing after Installation

The user interface of the PDF-XChange products contain a range of customization options for both the
appearance and the functionality of the applications. These options are determined via the user
preferences in the GUI and saved to the Windows registry (HKCU) on a per-user basis on program
close. The best method for importing/exporting settings is for users of PDF-XChange Editor and PDF-
Tools to save their settings to file for subsequent use, as opposed to exporting settings from the
Windows registry. This is because settings files contain a much wider range of settings, including file
history, presets, trusted/untrusted lists for files, attachments and websites, user-specified places such as
Dropbox, One Drive and Sharepoint accounts, custom stamp collections, custom tools and spell-
checker learning. Users can load settings files subsequently and on any installation of the software on
any machine.

PDF-XChange Editor can also utilize 'presets' files in order to import presets for tools. Presets are
frequently-used variations from the default settings of tools.

Customizations of the PDF-XChange Printer Standard print drivers can be saved as profiles and
subsequently imported/exported as desired. Further information on profiles for PDF-XChange Printer
Standard are detailed in the online manual here.

PDF-XChange Editor, PDF-Tools, PDF-XChange Printer Standard and the PDF-XChange Updater
(which is used to update the products) has an associated Active Directory administrative template that
can be used to create Group Policies in order to enforce behaviors and Ul options.

Customization Options

The range of options available for customizing the products present the question of which method is
best for the case at hand. The answer to this question depends on the specifics of the situation. The
pros and cons of each option are outlined below:

= Settings Files

Settings files can be used to quickly apply a complete and customized set up for users. They can also
be used to apply the recommended settings whilst giving users the freedom to deviate from those
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settings as desired, or they can be set up to load preferences each time the application starts, which
provides a familiar starting place for each session.

Settings files are a comprehensive collections of settings and preferences that include:

e File viewing history.

e Feature presets settings.

e Trusted/untrusted lists for files, attachment and websites.

e User-specified places such as Dropbox, One Drive and Sharepoint accounts from which
to open files.

e Custom stamp collections.

e Custom tools.

e Spell-checker learning.

e User choices (responses to prompted questions).

Note that settings files can also be used to backup a custom setup.

= Presets and Profiles
Use presets in PDF-XChange Editor and profiles in PDF-XChange Printer Standard to create and
save variations on settings that are frequently used.

PDF-XChange Editor uses preset files to provide quick access to frequently-used settings
variations for:

¢ Headers and Footers

e Bates Numbering

e Watermarks

¢ Search Providers

e Document Backgrounds

¢ Color Management

e Scanner Presets

e Converting PDFs to Image Files

o Accessibility

e Security Profiles

e Timestamp Servers used to Authenticate Documents
e Appearance Templates for Digital Signatures
¢ Measurements

e Comment Style Options

Presets files are saved as small files in:

%appdata%\Tracker Software\PDFXEditor\3.0\Presets
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PDF-XChange Printer Standard can store user-defined settings in a profile that can be loaded
at print time and exported/imported to other devices. All settings that can be modified in the
GUI can be saved in a profile:

s@a PDF-¥Change Standard Printing Preferences *
Settings  About
Driver Mode: | Auto (GDI) v | A Profile: Default Settings [ =) ¥ Manage...
D Paper 2 Default Settings
+
E\ General (®) Standard: | Letter/ANSI A (215.9x 279.4 mm) v
o -
_— -i::- Custom: 210 mm | X | 297 mm - E
%~ Compression
AGraphics Margin: | 0 mm - Units: | millimeter v
Font:
DL onks Graphic
B Watermarks
Resolution: | 300 v
) Overlays —
= ¥ [+ 5caling: 100 z
1 .
£ Security - ] T )
Links Orientation: (@) Portrait () Landscape
‘l..é Bookmarks Layout
D"_‘- Default file append
Layout Type: | Standard v
Headers/Foot
D eaders/Footers Sheet Size: | Auto v
D Document Info : - -~ - ~
i Size: | 210 mm | ¥ | 297 mm - 2159 % 279.4 mm
% Save Paosition: |0 mm - 0 mm - |Z| Center Advanced Printing Options
W_’ e-Mail Size:| 2158 mm o 2794 mm |:| Mirror by X axis
o Scale: | 100.0 o |7| Scale to Fit |:| Mirror by Y axis
-’ Optimization —

Figure 1. PDF-XChange Printer Standard Printing Preferences GUI, Profiles Dropdown Menu

= Registry Hack

Settings stored in the registry can be applied directly by pushing the appropriate registry key.

If you are using this method then please note:

e It is best limited to small changes.
e It must be performed by the end user.
e Changes made to settings via a registry key are not enforced and users can edit them

subsequently.

= Active Directory Administrative Templates
Administrative templates|¢3] can be used to enforce options via a Group Policy.
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If you are using this method then please note:

e Comprehensive GUI customization is available.

e Security policies can be enforced.

e Users cannot change template policy settings - the associated items will either be inactive or
missing from the UL

¢ Not all customizations have a matching template policy.
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Settings Files

A settings file is the most comprehensive way to apply customizations to PDF-XChange Editor or PDF-
Tools.

¢ Using a settings file means items can be included that cannot be applied easily by other
methods.

e Settings files are easy to create and import.

e Settings files can be applied every time PDF-XChange Editor or PDF-Tools starts by
customizing the shortcut to the application, as detailed here.[2r] (Note that this requires a
custom command in Windows Explorer).

e Settings files are not enforceable - users can deviate from the settings as desired.

If you want to create a settings files in either PDF-XChange Editor or PDF-Tools, then simply set up
the application as desired in the GUI and use the Export Settings feature to export settings to file. This
file can then be imported into any instance of the same program and will apply its settings and Ul set
up, as well as supporting files such as signatures and stamps.

e Further information on settings files in PDF-XChange Editor is available here.[=«]
e The Export Settings feature in PDF-XChange Editor is detailed here.
e The Export Settings feature in PDF-Tools is detailed here.
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2.4.2.2 Presets and Profiles

Presets and Profiles

Presets, in the case of PDF-XChange Editor, and profiles, in the case of PDF-XChange Printer
Standard, are used to make predefined settings available to users. Multiple presets/profiles can be
applied to the software as desired, which provides users with a range of options in comparison to using
a settings file, which provides only a single, predefined state.

Presets and Presets Files

Presets are used in multiple places in PDF-XChange Editor where the feature usage lends itself to
common variations on a task. User-created presets are stored in the Windows registry in the same
manner as other settings in PDF-XChange Editor and can be managed (modified, cloned, deleted, etc)
by users as desired. They can also be exported to file and shared. Presets are available for:

¢ Headers and Footers

e Bates Numbering

e Watermarks

e Search Providers

e Document Backgrounds

¢ Color Management

e Scanner Presets

e Converting PDFs to Image Files

o Accessibility

e Security Profiles

e Timestamp Servers Used to Authenticate Documents
e Appearance Templates for Digital Signatures
¢ Measurements

e Comment Style Options

If you want to add a preset that users can modify, then use the GUI of PDF-XChange Editor to import
the preset from file, rather than placing the preset file in %sappdata%. The preset will then be stored

with the other PDF-XChange Editor settings in the registry and can be edited as desired. Click the File
tab, then click Manage Settings and Export Settings/Import Settings to export/import settings files:
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L A@EJ v kv ~ v @ Sample Document - PDF-XCha.. Cuick Launch (Ctrl+.) Q ‘f"_n‘_v Y _ O b

Add a Place

Document Properties

Rename
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Close

Close All

Preferences

Manage Settings

Figure 1. File Tab, Manage Settings Options

If you want to make the preset file available as read-only, meaning that it cannot be modified by users
and cannot be deleted as long as it is present, then place it in:

C:\Users\<username>\AppData\Roaming\Tracker Software\PDFXEditor\3.0\Presets
Creating and Editing Presets

When feature settings can be saved as a preset in PDF-XChange Editor, a Settings dropdown menu is
displayed, for example in the Add Header and Footer dialog box:

V10 SysAdmin Manual



PDF-XChange Deployment Planning

& Add Header and Footer *
Left Header Text: Il % | Central Header Text: Il ¥| Right Header Text: =]
Left Footer Text: =] ¥ | Central Footer Text: L= ¥ || Right Footer Text: =] >

Last Updated: %[Date:dd/MM/yyyy]

Preview |2 . |/89
I I
| |
i |
- R .::._._._._._._._._._._._._.: .................
! » —_e
! 2 -
I -
i P # ; ,p& 3
I 1y Wiy - L
L foaty Py : . ! e B8
I 1 LIS LI BRI E 5 LLUCY ICpCUCU OV ITLS UE LLET IviAareu AILILFLE DCLLALT LT Wdl LBCE4ALL, LHIC Rou i
| Hitler’s invasion of Soviet territory. On June 22, 1944, three years to the  Army now advanced into areas that Jo- [
: In June 1944 successful Allied inva-  day after Germantroops it 1S5oviet  seph Stalin had annexed following his :
i sions in France allowed U.S. and British  territory, the Bed Army launched ill-fated pact with Adolph Hitler in i
| i
| 6 2 |
e e T T T — =" — e e =
| I
| I
Margins Units: | millimeter v|  Appearance Options
— Shrink pages' content to avoid overwriting document's text and
Left: 127 mm 2 Top: 127mm 2 |  pag e
— graphics
L . i ~
g " il
F .'1_ My Sett | - Font...
5 My Custom Settings
Save Current Settings
: B 0|89
m Delete
Lo
Lk Manage... |
ek 1
W Settings: My Settings v oK Cancel

Figure 2. Add Header and Footer Dialog Box, Settings Dropdown Menu

Existing presets are detailed in the dropdown menu.

¢ Click Save Current Settings to create a new preset.
¢ Click Manage to manage existing presets. The Manage Presets dialog box will open:
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Manage Presets O *
=[] 4 =[« =[] =T =
E_3::_E|:I|t... 1:“..|;]| Clone E“I,.‘Q»aln?_t»s_- -Ttl Import... £|.__:J Export

qﬁ- My Settings
My Custom Settings

Close

Figure 3. Manage Presets Dialog Box

Use the settings in this dialog box to Edit, Clone, Delete, Import or Export presets as required.

Profiles

PDF-XChange Printer Standard utilizes profiles that contain user-defined settings. These settings can
be saved and subsequently selected from a list. This process enables frequently-used settings to be
accessed quickly and avoids the need to set them each time they are used. Profiles are detailed in the
online manual for PDF-XChange Printer Standard here.
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2.4.2.3 Registry Hacks
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Registry Hacks

The settings of PDF-XChange Editor can be pushed via registry keys. Please note that this is not
recommended for applying license keys as licenses should be encrypted with a machine-specific seed.
Details on how to apply keys after installation are available here.[ 30!

Per-user settings are stored in memory and written to the user's HKCU section of the registry when the
application closes, as detailed here.[ 67 This means that it is possible to push settings by applying
registry keys. However, it is recommended to use Settings Files[ 77| Presets and Profiles| 781 or the
PDF-XChange Active Directory Administrative Templates instead. Note that changes made by
modifying the Windows registry are usually not enforced, and users are therefore free to change the
settings via the application preferences in the GUI at any time.

If you want to identify the associated registry entry of a specific setting, then apply the setting in the
application GUI, close the program (in order to force it to write the setting to the registry) then look for
changes in:

HKEY_CURRENT_USER\Software\Tracker Software

Export the altered key and then push it as desired.

V10 SysAdmin Manual



PDF-XChange Deployment Planning

2424 Active Directory Administrative Templates
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Active Directory Administrative Templates

Active Directory administrative templates are available for PDE-XChange Editor,m PDF-TooIsm,
PDE-XChange Printer Standard| -] the XCVault UtiIity.Hﬂ and the PDE-XChange Updater.m

The majority of custom settings can be enforced via the policies in the Active Directory administrative
template, and new settings are added on an ongoing basis. The most important difference between
setting a policy via an Active Directory administrative template and pushing settings using registry
keys is that policy-based settings always take precedence over pushed registry keys (as well as settings
imported via a settings file). Users cannot change policy-based settings.

The PDF-XChange Active Directory administrative templates are applied in the same manner as any
other Active Directory administrative template - i.e. the template files must be placed in the
appropriate machine-local or domain-based GPO. The PDF-XChange products use (.admx) and (.adml)
template files in conjunction with Windows Vista/Server 2008 and later. Further information on
managing (.admx) files, including step-by-step instructions, is available here.

A zip archive of all current templates is available here: PDE-
XChange_AD_Adminstrastive_Templates.zip.

Local Machine-Based Templates

The PDF-XChange Active Directory administrative templates policies are available locally through the
Local Group Policy Editor:
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Figure 1. Local Group Policy Editor, PDF-Tools Administrative Template Policies

If you want to make the PDF-XChange Active Directory administrative template Group Policies
available on a single computer via the Local Group Policy Editor, then place the files in the following

locations on the target PC:

language neutral file (admx): %systemroot%\policyDefinitions

language specific file (.adml): %systemroot%\policyDefinitions\[MUIculture] (for example,

the U.S. English .admx language specific file will be stored in:

%systemroot%\policyDefinitions\en-us)

Domain-Based Templates

If you want to make the PDF-XChange administrative templates available across a domain then they

must be placed in the domain controller's central store:
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Figure 2. Group Policy Management Editor, Administrator's Central Store
Place the template files in the following locations on your domain controller in order to do this:

.admx language neutral (.admx): %systemroot%\sysvol\domain\policies\PolicyDefinitions
.admx language specific (.adml): %systemroot%
\sysvol\domain\policies\PolicyDefinitions\[MUIculture] (for example, the U.S. English .admx
language-specific file will be stored in:

%systemroot%\sysvol\domain\policies\PolicyDefinitions\en-us)

Further information on how to set up a domain controller to use the PDF-XChange Active Directory
administrative templates is available here.
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3 PDF-XChange Editor

PDF-XChange Editor

This section of the manual contains information on the Installation, Updating and Customization of
PDF-XChange Editor:

o [ sSlnstallation s¢)

e Updating|+]
e Customization| )

Please note that this section of the manual covers the installation of PDF-XChange Editor using the
discrete PDF-XChange Editor installers. PDF-XChange Editor can also be installed as part of the other
products PDF-XChange PRO and PDF-XChange Tools. If you are installing PDF-XChange Editor as
part of one these products then please see the links below:

e PDF-XChange PRO/::]
e PDE-Tools/ >l

A comprehensive list of the PDF-XChange Editor installation switches are available in the online
manual.

e Installation switches for the PDF-XChange Editor .msi installers are detailed here.

e Installation switches for the PDF-XChange Editor .exe installers are detailed here. (Note that
the .exe installers are not recommended for managed installations - see herel 121 for further
information).
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Deployment Planning

PDF-XChange Editor is available for installation via its own stand-alone product installer or as a
component in either the PDF-XChange PRO or PDF-Tools installers. Note that the virtual printer PDF-
XChange Printer Lite is included when PDF-XChange Editor is purchased and it will be installed by
default when PDF-XChange Editor is installed. It is important to consider the following factors before
the installation of PDF-XChange Editor:

¢ Are you going to install PDF-XChange Editor via its own stand-alone product installer, or as a
component of a PDF-XChange PRO or PDF-Tools installer? Further information on which
installer you should use is available here.[ss]

e Do you want to customize which plugins are installed with the application?

e Do you want PDF-XChange Editor to be set as the default application for viewing/editing PDF
files?

¢ Do you want to change the name of the printer installed from the default name of "PDF-
XChange Printer Lite"?

e Do you want the printer installed to be set as the default system printer?

¢ Do you want to change the language of the user interface from the default setting (US
English)?

¢ Do you want to set PDF-XChange Editor to open PDF files located in internet browsers?

¢ Do you want to install the software updater and create a schedule for updating?

You can use the .msi installation switches detailed here to determine these options.
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3.2 Installation
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Installation

PDF-XChange produce multiple installers that include PDF-XChange Editor. The product that you
purchase dictates which installer should be used. A product/component matrix is available here.l s

The PDF-XChange Editor component is included in the following product installers:

¢ PDF-XChange Editor - the stand-alone PDF-XChange Editor application. Note that a license
for this product includes a free license for the PDF-XChange Printer Lite virtual printer,
which will also install when PDF-XChange Editor is installed.

e PDF-Tools. A license for PDF-Tools includes a license for PDF-XChange Editor, which will
also install when PDF-Tools is installed.

e PDF-XChange PRO. A license for PDF-XChange PRO includes a license for PDF-XChange
Editor, which will install when PDF-XChange PRO is installed.

This section of the manual covers the PDF-XChange Editor installers and their options and best
practices. If you are installing PDF-XChange Editor via PDF-Tools or PDF-XChange PRO then please
refer to those sections of the manual, which are available herel= and herel==] respectively. Installers
for PDF-XChange Editor are available as either an .exe or .msi installer. Further information on the
merits of each format is available here.[12] Note that although .exe installers are available for PDF-
XChange Editor, they are designed for single-user installations and do not utilize options or switches.
This guide is intended for use with managed installations and therefore will refer only to the .msi
installers. The .exe installers for PDF-XChange Editor are not recommended for use in a managed
network environment. See herel 12 for further information on the pros and cons of the .msi and .exe-
based installers for all products.

Discrete installers for the current version of PDF-XChange Editor are always available at:

https://pdf-xchange.com/EditorV10.x64.msi
https://pdf-xchange.com/EditorV10.x86.msi

The installation of a product using an .msi is achieved by passing the .msi file as a parameter (along
with the desired options) to the system executable msiexec.exe using standard Microsoft Syntax.
Please note the following:
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If no options are specified then the default options will be used.

If no features are specified then all features will be installed.

The full UNC paths to the .msi installer and any supporting files should be used.
Product features are specified using the ADDLOCAL standard .msi property.
Product properties are specified using the Product Specific Properties.

A comprehensive list of the PDF-XChange Editor installer switches and their options is available here.

The standard options that the PDF-XChange Editor .msi installers use enable a consistent installation
experience over a range of deployment methods. The switches and options remain the same whether
they are assigned/published via GPO, SCCM or through third-party deployment tools. They are always
applied via command line switches or through the modification of the .msi - either directly or using a
transform file.
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Installation Examples

The PDF-XChange Editor installers contain a number of customizable options. This section details two
of the most common setups:

e Installing with Default Settings/ o)
e Installing without Changing File Associations/ 93]
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3.2.1.1 Installing with Default Settings

PDF

y
A

Installing with Default Settings

Running the PDF-XChange Editor .msi installers without passing any options or parameters will result
in a default installation, which includes:

e The installation of all features.

e The installation of all plugins (detailed below).
e The installation of shell extensions.

e The installation of all available Ul languages.

e The PDF-XChange Printer Lite printer.

e The PDF-XChange Updater.

= List of Available Plugins

F_Plugin_SP — the spell-checker plugin. (This requires F_Plugins).

F_FileOpenPlugin - the security plugin that handles FileOpen DRM. (This requires F_Plugins).

F_ReadOutLoudPlugin - the plugin that provides read-out-loud functionality. (This requires

F_Plugins).

F_OCRPlugin - facilitates the use of the default OCR features. (This requires F_Plugins).

F_OptimizerPlugin — the plugin that optimizes PDF files. (This requires F_Plugins).

F_BookmarksPlugin - the plugin that facilitates the inclusion of advanced functionality for

bookmarks. (This requires F_Plugins).

e F_PDFAPIlugin - the plugin that converts PDF files into PDF/A format. (This requires
F_Plugins).

e F_SPPlugin - the plugin that allows the software to work with files located on
Sharepoint™/Office 365™ servers. (This requires F_Plugins).

e F_GDPlugin - the plugin that allows the software to work with files located on Google
Drive™ cloud storage. (This requires F_Plugins).

e F_OFCPlugin - the plugin that allows the conversion of documents into MS Office formats.
(This requires F_Plugins).

¢ F_ldentifyFormsPlugin - the plugin that enables the detection and creation of form fields in
documents converted to PDF. (This requires F_Plugins).

e F_DBPlugin - the plugin that enables the software to work in conjunction with files located

on the Dropbox™ cloud. (This requires F_Plugins).
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e F_EOCRAPIugin - facilitates the use of the enhanced OCR features. (This requires F_Plugins).

e F_AzureRMSPlugin - the plugin for handling PDF files protected by MS Azure RMS. (This
requires F_Plugins).

e F_MDPlugin - the plugin that enables the conversion of Markdown files into PDF
documents. (This requires F_Plugins).

e F_ODPlugin - the plugin that enables working with files located on Microsoft OneDrive.
(This requires F_Plugins).

¢ F_BoxPlugin - the plugin that enables working with files located on Box.com. (This requires
F_Plugins).

¢ F_3DPlugin - the plugin that enables the viewing of embedded 3D content in PDF
documents. (This requires F_Plugins).

¢ F_ColorPlugin - the plugin that enables the conversion of colors in PDF documents. (This
requires F_Plugins).

e F_CSVPlugin - the plugin that enables the conversion of .csv files to tables in PDF
documents. (This requires F_Plugins).

¢ F_SanitizePlugin - the plugin that enables the sanitization of documents. (This requires
F_Plugins).

Note that when a default installation is used, PDF-XChange Editor is set as the default application for
local files (and by extension .pdf files), web-based files (by mime-type) and license keys are not
installed.

If you want to install PDF-XChange Editor with default settings, then call the installer from the
command line without any options:

msiexec.exe /i \UNC\path\to\EditorV10.x64.msi

Note that a transform file is not required to install PDF-XChange Editor with default settings.
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Installing without Changing File Associations

PDF-XChange Editor is set as the default application for PDF files (by file extension association and
mime-type) when the default installation is used. If you want to prevent this from happening and/or
disable other default settings, then use either of the methods detailed below.

At the Command Line
The following command lines can be used to disable default settings:

e SET_AS_DEFAULT="0" - disables PDF-XChange Editor from being set as the default
application for PDF files.

e VIEW_IN_BROWSERS="0" - disables PDF-XChange Editor from being set as the default
application for opening PDF files in browsers.

e SET_LITE_AS _DEFAULT="0" - disables PDF-XChange Printer Lite from being set as the
default system printer.

Example

msixec.exe /i \UNC\path\to\EditorV10.x64.msi SET_AS_DEFAULT="0"
VIEW_IN_BROWSER="0" SET_LITE_AS_DEFAULT="0"

This command line will install PDF-XChange Editor on a 64-bit system with all features, no license and
will not change any defaults for file associations, mime types or the default printer.

Using a Transform File
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AdviExecuteSequence CreateDesktopShortCuts 1
AppSearch SetViewerAsDefault 1
Binary _ViewlnBrowsers 1
CheckBox UIRMOption UseRM
Compenent UI_INSTALLDIR INSTALLLOCATION
Control LicenceType 0
ControlCondition ALLUSERS 1
ControlEvent AppLanguage I
CreateFolder Lite_InstAsDef iz
CustemnAction Lite _InstLog /Z
Dialegq ARPCOMMENTS Tracker Software Products (Canada) Ltd.
Directory ARPCONTACT hitp://www tracker-software.com/contacts/
Drlocator ARPHELPLINK hi p.tracker-software.com/
Error ARPURLINFOABOUT h tracker-software.com/
EventMapping ARPURLUPDATEINFO hi ‘tracker-software.com/
Feature ARPHELPTELEPHONE hitp://www tracker-software.com/support/
FeatureComponents ARPPRODUCTICON Applco
File EditorName PDF-%Change Editor
Icon ProductType Editor
InstallExecuteSequence OldstyleKeyDetected 0
InstallUlSequence MewStyleKeyDetected 0
LaunchConditien KEYACCEPTED 0
ListBox Lite_InstArgList /ADRMP
LockPermissions PNAME PDF-XChange Lite
Media SET_LITE_AS_DEFAULT 0
MsiFileHash LOGINSTALL 1
Property SET_AS_DEFAULT o |
RadioButton VIEW_IN_BROWSERS 1
Reqgistry DESKTOP_SHORTCUTS 1
RemoveFile PROGRAMSMENU_SHORTCUTS 1
RemoveReqistry SCHEDULEUPDATER 1
Shorteut APP_LANG 1
Signature XPSEP_DownloadLink hitp://www.microsoft.coam/downloads/details.aspx ?Familyld=B8DCFFDD-E3A5-44CC-8021-T649FD3ITFFEE
TextStyle UI_EXITDIALOGLAUNCH 1
UlText ShellExecTarget [#FID_EditorEXE]
Upgrade Manufacturer Tracker Software Products (Canada) Ltd.
_Validation ProductCode {A361CBA1-83C4-402D-A399-58D22DBD10B8}
Productlanquage
ProductName PDF-XChange Editor v
Tables: 40 Property - 53 raws Property - String[72], Key

Figure 1. Orca Interface, PDF-XChange Editor .msi Property Table, SET_AS_DEFAULT Highlighted

During installation, .pdf file associations making PDF-XChange Editor the default application can be
set in HKLM and all users without existing .pdf associations will get PDF-XChange Editor as the default
for .pdf files on first run. However, the file association for users with an existing .pdf file association will
not be changed, and consequently will not necessarily default to PDF-XChange Editor. Therefore it is
important to note that the default defined in an installation may not be applied to all users.

If you are using Orca and a transform file, then change the value of SET_AS_DEFAULT and
VIEW_IN_BROWSERS from 1 to O:
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& EditorV9.x64 (1).msi - Orca - [} ®
File Edit Tables Transform Tocls View Help
D&M =
Tables Property Value ~
ActionText UpgradeCode {793A5AF1-EB053-4381-A503-31ACE7CBBICA}
AdminExecuteSequence UI_EXITDIALOGOPTIONALCHECKBOX 1
AdminUiSequence _CreateStartMenuGroup 1
AdvitExecuteSequence _CreateDesktopShortCuts 1
AppSearch _SetViewerAsDefault 1
Binary _ViewInBrowsers 1
CheckBox UIRMOption UseRM
Component UI_INSTALLDIR INSTALLLOCATION
Control LicenceType 0
ControlCondition ALLUSERS 1
ControlEvent Applanguage il
CreateFolder Lite_InstAsDef /Z
CustomAction Lite_InstLog /Z
Dialog ARPCOMMENTS Tracker Software Products (Canada) Ltd.
Directory ARPCONTACT http://www.tracker-software.com/contacts/
Drlocator ARPHELPLINK http://help.tracker-software.com/
Error ARPURLINFOABOUT ity
EventMapping ARPURLUPDATEINFO http://www.tracker-software.com/
Feature ARPHELPTELEPHONE http://www.tracker-software.com/support/
FeatureComponents ARPPRODUCTICON Applco
File EditerName PDF-XChange Editor
lcon ProductType Editor
InstallExecuteSequence OldStyleKeyDetected 0
InstallUSequence NewStyleKeyDetected 0
LaunchCondition KEYACCEPTED 0
ListBox Lite_InstArgList /ADRMP
LockPermissions PNAME PDF-XChange Lite
Media SET_LITE_AS_DEFAULT 0
MsiFileHash LOGINSTALL 1
Property SET_AS_DEFAULT 0
RadioButton VIEW IN_BROWSERS 0
Registry DESKTOP_SHORTCUTS 1
RemoveFile PROGRAMSMENU_SHORTCUTS 1
RemoveRegistry SCHEDULEUPDATER 1
Shortcut APP_LANG il
Signature XPSEP_DownloadLink http://www.microsoft.com/downloads/details.aspx ?Familyld=B8DCFFDD-E3A5-44CC-8021-T649FD3TFFEE
TextStyle UI_EXITDIALOGLAUNCH 1
UlText ShellExecTarget [#FID_EditorEXE]
Uparade Manufacturer Tracker Software Products (Canada) Ltd.
_Validation ProductCode {A361C8A1-83C4-402D-A599-58D28DBD10B8}
Productlanquage
ProductName PDF-XChange Editor v
Tables: 40 Property - 53 rows No column is selected.
Figure 2. Orca Interface, PDF-XChange Editor .msi Property Table, VIEW_IN_BROWSERS and SET_AS_DEFAULT Set to
Zero

Instructions on how to use Orca to create transform files for your deployment are available here.
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3.2.2  Switches for MSI Installers
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.
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Switches for MSI Installers

The most useful options for msiexec are detailed below. Please note that parameters are
case sensitive. All available options are detailed here.

If you are using an older version of the software then please refer to the relevant user manual
as the available switches may be different. All user manuals are detailed here.

The command line for installation is: msiexec /Option <Required Parameter> [Optional
Parameter] [PROPERTY=PropertyValue]

Install Options

/package or /i
This switch installs or configures the product specified.
Syntax

<Product.msi>

/a
This switch installs the product specified on the network as an administrative install.
Syntax

<Product.msi>
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/j<ulm>

This switch advertises the specified product. "u" advertises to the current user, "m" advertises to all
users.

Syntax
<Product.msi>
Parameters

e [/t <Transform List>]
e [/g <Language ID>]

/uninstall | /x

This switch uninstalls the product specified.
Syntax

<Product.msi>

Parameters

The parameter for this switch can be either an .msi file or the relevant product code.

Display Options

/quiet

This switch installs the application without user interaction.

/passive

This switch installs the application in unattended mode. The user will see only the progress bar.
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/qln|b]r|f]

This switch sets the user interface level. "b" installs a basic Ul, "f" installs a full Ul and is the default

setting, "n"™ means that no Ul is installed, "r" installs a reduced UI.

Restart Options

/norestart

This switch disables the automatic system restart when installation is complete. (Please note
that many PDF-XChange products require a restart to function properly).

/promptrestart

This switch prompts the user for a restart when it is necessary.

/forcerestart

This switch forces a system restart when installation is complete.

Logging Options

/1

This switch defines the logging level for installation.
Syntax

<Logfile>

Modifiers
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a - start up of actions.

c - initial Ul parameters.

e - all error messages.

i - status messages.

m - out of memory or fatal exit information.
o - out of disk space messages.
p - terminal properties.

r - action-specific records.

u - user requests.

v - verbose output.

w - nonfatal warnings.

x - extra debugging information.
+ - append to existing file.

! - flush each line to the log.

* - log all information except for verbose output and extra debugging information.

/log
This switch is the equivalent for /I* <LogFile>.
Syntax

<LogFile>

Repair Options
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/f
This switch repairs the product specified.
Syntax
<Product>
Parameters
The parameter for this switch can be either an .msi file or the relevant product code.
Modifiers
a - forces the reinstallation of all files.
c - if a file is missing or checksum does not match the calculated value.
d - if a file is missing or a different version is installed.
e - if a file is missing or an equal or older version is installed.
m - all required computer-specific registry entries. This is a default setting.
o - if a file is missing or an older version is installed. This is a default setting.
p - only if a file is missing.
s - all existing shortcuts. This is a default setting.
u - all required user-specific registry entries. This is a default setting.

v - runs from source and re-caches the local package.

Standard Properties

ADDLOCAL
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The value of the ADDLOCAL property is a list of features, delimited with commas, that install locally. If
it is not used then all available options will be installed. If it is used then all required features must be
specified.

Syntax

ADDLOCAL=<list of features>

Features

F_Viewer — PDF-XChange Editor and its components.

F_Plugins — The plugins module for PDF-XChange Editor. (This requires F_Viewer).

F_Plugin_SP — the spell-checker plugin. (This requires F_Plugins).

F_FileOpenPlugin — the security plugin that handles FileOpen DRM. (This requires F_Plugins).

F_ReadOutLoudPlugin - the plugin that provides read-out-loud functionality. (This requires

F_Plugins).

F_OCRPIlugin — facilitates the use of the default OCR features. (This requires F_Plugins).

F_OptimizerPlugin - the plugin that optimizes PDF files. (This requires F_Plugins).

F_BookmarksPlugin — the plugin that facilitates the inclusion of advanced functionality for

bookmarks. (This requires F_Plugins).

e F_PDFAPIlugin - the plugin that converts PDF files into PDF/A format. (This requires
F_Plugins).

¢ F_SPPlugin - the plugin that allows the software to work with files located on
Sharepoint™/Office 365™ servers. (This requires F_Plugins).

¢ F_GDPlugin - the plugin that allows the software to work with files located on Google
Drive™ cloud storage. (This requires F_Plugins).

¢ F_OFCPlugin — the plugin that allows the conversion of documents into MS Office formats.
(This requires F_Plugins).

¢ F_IldentifyFormsPlugin - the plugin that enables the detection and creation of form fields in
documents converted to PDF. (This requires F_Plugins).

¢ F_DBPlugin - the plugin that enables the software to work in conjunction with files located
on the Dropbox™ cloud. (This requires F_Plugins).

e F_EOCRAPIugin — facilitates the use of the enhanced OCR features. (This requires F_Plugins).

e F_AzureRMSPlugin - the plugin for handling PDF files protected by MS Azure RMS. (This
requires F_Plugins).

e F_MDPIlugin - the plugin that enables the conversion of Markdown files into PDF documents.
(This requires F_Plugins).

¢ F_ODPlugin - the plugin that enables working with files located on Microsoft OneDrive.
(This requires F_Plugins).

¢ F_BoxPlugin - the plugin that enables working with files located on Box.com. (This requires
F_Plugins).

¢ F_3DPlugin - the plugin that enables the viewing of embedded 3D content in PDF

documents. (This requires F_Plugins).
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¢ F_ColorPlugin - the plugin that enables the conversion of colors in PDF documents. (This
requires F_Plugins).

e F_CSVPlugin - the plugin that enables the conversion of .csv files to tables in PDF documents.

(This requires F_Plugins).

F_BrowserPlugins — the plugin for web browsers that facilitates browser-based PDF file

viewing. (This requires F_Viewer, as well as F_IEPlugin and/or F_NPPlugin).

F_NPPlugin — the plugin for Firefox, Chrome, Safari and Opera. (This requires

F_BrowserPlugins and F_Viewer).

F_IEPlugin — the IE plugin. (This requires F_BrowserPlugins and F_Viewer).

F_SanitizePlugin — the plugin that enables the sanitization of documents. (This requires

F_Plugins).

F_VLangs - the language localization files for the software (requires F_Viewer).

F_Lite — the PDF-XChange Printer Lite V10 printer and its components.

F_Langs_Lite — the files that allow the language localization of the PDF-XChange Printer

Lite V10 print driver and its components.

F_ShellExt — the Windows Explorer and Windows shell extensions. This has multiple features

including the viewing of thumbnails, properties, previews and the inclusion of the IFilter

component.

F_Updater - the updater for PDF-XChange products. The updater checks automatically for

updates to the software.

¢ F_Keylnstaller — the key installer for PDF-XChange applications.

A comprehensive list of properties defined by the Windows installer is available here.

Product Specific Properties

INSTALLLOCATION
This property specifies the installation folder.
Syntax

INSTALLLOCATION = <installation folder>

SET_AS_DEFAULT

If this property is unspecified, or specified with value of "1", then PDF-XChange Editor will be set as
the default application for PDF files.
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Syntax

SET_AS_DEFAULT="0"

PNAME
This property specifies the printer name. The default value is "PDF-XChange Lite V10."
Syntax

PNAME= <printer name>

SET_LITE_AS_DEFAULT

If this property is unspecified, or specified with a value of "1", then the PDF-XChange Printer Lite V10
printer will be set as the default system printer.

Syntax

SET_LITE AS_DEFAULT="0"

VIEW_IN_BROWSERS

If this property is unspecified, or specified with a value of “1", then PDF-XChange Editor will be
configured to open PDF files inside browsers.

Syntax

VIEW_IN_BROWSERS ="0"

DESKTOP_SHORTCUTS

If this property is unspecified, or specified with a value of "1", then the installer will place shortcuts for
installed applications on the desktop.

Syntax
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DESKTOP_SHORTCUTS="0"

PROGRAMSMENU_SHORTCUTS

If this property is unspecified, or specified with a value of "1", then the installer will create a program
menu group for installed applications and their components.

Syntax

PROGRAMSMENU_SHORTCUTS="0"

USERNAME
This property specifies the username to which applications will be registered.
Syntax

USERNAME=<username>

ORGANIZATION
This property specifies the organization name to which applications will be registered.
Syntax

ORGANIZATION= <organization name>

USERMAIL
This property specifies the user email.
Syntax

USERMAIL=<user email>
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KEYFILE
This property specifies the UNC location of the license vault file <filename>.xcvault.
Syntax

KEYFILE= <path to xcvault file>

KEYDATA
This property specifies the registration key.
Syntax

KEYDATA = <registration key>

APP_LANG

This property specifies a language for PDF-XChange Editor and the PDF-XChange Printer Lite printer.
(This requires F_Vlangs in order to operate for PDF-XChange Editor and F_Langs_Lite to operate for
PDF-XChange Printer Lite). This property uses the "language culture name" to define languages. For
example German is "de-DE". The <id> for target languages is available here. The parameters "Auto”,
"Builtin” and "None" can also be used instead of a language culture name. Auto uses the system
locale language, Builtin uses US English and None retains the existing language in cases where the
software is being upgraded, or operates in the same manner as Auto if the software is being installed
for the first time.

Syntax

APP_LANG=<id>

NOUPDATER

If this property is unspecified, or specified with a value of "0", then the PDF-XChange Updater will be
installed. If specified with a value of "1" then the updater will not be installed. (Available from build
310).

Syntax
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NOUPDATER=<0>

SCHEDULEUPDATER

If this property is unspecified, or specified with a value of "1", then the installer will add a task to the
task scheduler to check for software updates.

Syntax

SCHEDULEUPDATER=<0>

MSI Installer Examples

Install the software in quiet mode to the folder "C:\Program Files\My PDF Applications":

msiexec /i EditorV10.x64.msi /quiet INSTALLLOCATION="C:\Program Files\My PDF
Applications"

Install the software in quiet mode to the default folder and specify the user license information:

msiexec /i EditorV10.x64.msi /quiet USERNAME="John Doe" USERMAIL="abc@a.b.c"
KEYFILE="\\UNC\path\to\xcvaultfile"

Install only the software, in quiet mode, and the software updater:
msiexec /i EditorV10.x64.msi /quiet ADDLOCAL="F_Viewer,F_Updater"

Install the software with all features, German as the Ul language and a 'basic' Ul. (Please note that
ADDLOCAL is not being used, therefore all components, including F_VLangs, are installed:

msiexec /i EditorV10.x64.msi /qb APP_LANG=de-DE

Install the software with specific features only. Editor, Spellcheck and OCR plugins are included.
FileOpen and ReadAloud plugins are not included. The browser plugin for IE only is included. German is
defined as the Ul language. A 'basic’ Ul is also defined. ADDLOCAL is used, therefore only the features
specified will be installed, and F_VLangs must be specified separately:
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msiexec /i EditorV10.x64.msi /qb
ADDLOCAL="F_Viewer,F_Plugins,F_Plugin_SP,F_OCRPlugin,F_VLangs,F_BrowserPlugins,
F_IEPlugin" APP_LANG=de-DE
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3.2.3  Switches for EXE Installers
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Switches for EXE Installers

The EXE installers support both 32 and 64 bit versions of MS Windows. However, the Microsoft MSIN is
not always compatible with a unified 32/64 bit installation. If there is any uncertainty about the details
of the system onto which PDF-XChange Editor is being installed, then using the EXE installer is
recommended. This is because it has the ability to identify the target computer's system architecture
and install 32 or 64 bit binaries accordingly.

The command line for installation is: PDFXVE9.exe /Option [Optional Parameter]
[PROPERTY=PropertyValue]

The most useful EXE installation switches for PDF-XChange Editor are detailed below.
Please note that parameters are case sensitive. All available options are detailed here.

Install Options

/install
This switch installs or configures the product specified. It is the default setting.
Syntax

<Product>

/uninstall
This switch uninstalls the product specified.

Syntax

V10 SysAdmin Manual


https://docs.microsoft.com/en-us/windows/desktop/Msi/command-line-options

PDF-XChange Editor

<Product>

/layout

This switch creates a complete local copy of the bundle in the directory.

Display Options
(Please note that the default settings display the Ul and all prompts during installation).

/quiet

This switch determines that neither a Ul nor prompts are displayed during installation.

/passive

This switch determines that a minimal Ul and no prompts are displayed during installation.

Restart Options

/norestart

This switch suppresses any attempts to restart the computer on which the installation is taking place.
The default setting is for the Ul to prompt before restarts take place.

Logging Options

/log
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This switch logs to a specific file. The default setting is for a log file to be created in %TEMP%. This is
also the case if the path is not specified.

Syntax

<LogFile>

Repair Options

/repair

This switch repairs existing installations of the product.

Product Specific Properties

USERNAME
This property specifies the username for which applications are registered.
Syntax

USERNAME=<username>

ORGANIZATION
This property specifies the organization name for which applications are registered.
Syntax

ORGANIZATION= <organization name>

USERMAIL
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This property specifies the user email.
Syntax

USERMAIL= <user email>

SET_AS_DEFAULT

If this property is not specified, or is specified with a value of "1", then PDF-XChange Editor will be set
as the default application for viewing PDF files.

Syntax

SET_AS_DEFAULT="0"

VIEW_IN_BROWSERS

If this property is not specified, or is specified with a value of "1", PDF-XChange Editor will be
configured to open PDF files within browsers.

Syntax

VIEW_IN_BROWSERS="0"

APP_LANG

This property specifies a language for PDF-XChange Editor and the PDF-XChange Printer Lite printer.
This property uses the "language culture name" to define languages. For example German is "de-DE".
The <id> for target languages is available here. The parameters "Auto”, "Builtin” and "None" can
also be used instead of a language culture name. Auto uses the system locale language, Builtin uses
US English and None retains the existing language in cases where the software is being upgraded, or
operates in the same manner as Auto if the software is being installed for the first time.

Syntax

APP_LANG=<id>
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DESKTOP_SHORTCUTS

If this property is not specified, or is specified with a value of "1", then the installer will place shortcuts
for installed applications on the desktop.

Syntax

DESKTOP_SHORTCUTS="0"

PROGRAMSMENU_SHORTCUTS

If this property is not specified, or is specified with a value of "1", then the installer will create a
program menu group for installed applications and their components.

Syntax

PROGRAMSMENU_SHORTCUTS="0"

KEYDATA
This property specifies a registration key.
Syntax

KEYDATA=<registration key>

KEYFILE
This property specifies the UNC location of the license vault file <filename>.xcvault.
Syntax

KEYFILE= <path to xcvault file>

NOUPDATER
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If this property is not specified, or is specified with a value of "0", then the updater will be installed. If
specified with a value of "1" then the updater will not be installed. (Available from build 310).

Syntax

NOUPDATER="0"

EXE Installer Examples

Install the application in quiet mode to the default install folder "C:\Program Files\Tracker":

PDFXVE9.exe /quiet

Install the application in quiet mode to the default folder, and specify the user license information and
key as a vault file:

PDFXVE9.exe /quiet USERNAME="John Doe" USERMAIL="abc@a.b.c" KEYFILE="C:
\license\V10Pro.xcvault"

Install the application in quiet mode to the default folder. Specify the user license information and key
as a string:

PDFXVE9.exe /quiet USERNAME="John Doe" USERMAIL="abc@a.b.c" KEYDATA="PVPE0 -
Z2J2J77DNSkdBuQRNh;j ... dmGZ7VXrd6TKkEJoJCz+1i2UTPSASAVAU14Q="
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3.3 Updating

Updating

PDF-XChange Editor utilizes the PDF-XChange Updater to check for and download updates. The
default behaviour is to allow users to check for and install updates (as long as the security permissions
allow them to do so).

PDF-XChange recommends the use of the PDF-XChange Updater Group Policy from the synonymous
administrative template for the purposes of managing the update process. This will prevent users from
upgrading separately, which would result in a mixture of versions across your enterprise.

The PDF-XChange Updater/:linstalls by default when PDF-XChange Editor is installed and creates a
task in the Windows task scheduler called TrackerAutoUpdate. This task launches the command "C:
\Program Files\Tracker Software\Update\TrackerUpdate.exe" -CheckUpdate to check for updates
once every 14 days.

The Windows Task Scheduler can be used to adjust the settings of the PDF-XChange Updater. If you

want to adjust the settings of the updater, then open the Windows Task Scheduler, click the
TrackerAutoUpdate task and adjust settings as desired:
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Figure 1. Task Scheduler, TrackerAutoUpdate Options
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3.3.1 Domain-Managed Updates

Domain-Managed Updates

The PDF-XChange Updater runs locally on all machines and is enabled by default, which means all
users can update their software themselves when a new version becomes available. Note that updates
are always a complete product installer, and the process of updating always means the entire software
package must be reinstalled, as PDF-XChange does not offer patches or other methods of modifying
existing installations. It is not necessary to uninstall existing applications when updates are installed, as
the update will replace the existing installation (and preserve customized settings, file history and other
similar parameters).

Managed Updates

There are two Active Directory administrative templates that relate to updates for PDF-XChange
Editor:

Tracker Software: PDF-XChange Editor

This template disables the check for updates function in PDF-XChange Editor's Ul:
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= Group Pelicy Management Editor - O X
File Action View Help
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(= Test Policy for Screenshots [DC2.PDF-XCHANGE.NET A " Update
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1 App-V
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~ | | Tracker Software: PDF-XChange Editor
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| Tracker Software: Updater

i All Settings

| Preferences
v 42, User Configuration
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K > |’ Extended / Standard /
1 setting(s)

Figure 1. Group Policy Management Editor, PDF-XChange Editor Administrative Template, Update Policy

Please note that the Tracker Updater Administrative Template policy detailed herel=1 may override
this policy. If there is a conflict between update policies then the policy that disables updates will be
given priority. For example, if updates are enabled in the PDF-XChange Editor policy but disabled in
the Tracker Updater policy, then updates will not be enabled. Or, if updates are enabled in the Tracker
Updater policy but disabled in the PDF-XChange Editor policy, then updates will not be enabled in
PDF-XChange Editor.

Tracker Software: Updater

This template can be used to enable/disable all of the PDF-XChange product updates:
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=] Group Pelicy Management Editor - O et
File Action View Help
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| Software Settings | Disabled
| Windows Settings
w [ | Administrative Templates: Policy definitions
1 App-V
| Tracker Software: POF-Tools
~| Tracker Software: PDF-XChange Editor
~ || Tracker Software: Updater
. General
5 All Settings
| Preferences
v ¥, User Configuration
| Policies

Select an item to view its description,  Setting

| Preferences

L4

W

\ Extended / Standard /

1 setting(s)
Figure 2. Group Policy Management Editor, PDF-XChange Editor Administrative Template, General Policy

We recommend disabling the Tracker Updater on user devices and pushing updates as complete
product packages across your enterprise in order to ensure that the same version of the software is
maintained on all systems.
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3.3.2  User-Managed Updates

User-Managed Updates

Unless this command is disabled via Active Directory, users can click Check for Updates in the Help
tab to open the PDF-XChange Updater:

| A v @H W_) v A v v v '(:) Architecture - PDF-XChange E..  Quick Launch (Ctrl=) O _J"_E_ w2l O 4

Help Format @ﬂ & L)

Home | View | Comment | Protect | Form | Organize | Convert | Share | Review | Accessibili‘ty| Bookmarks

O N

Customize Customize  Contents Support Report Command | Check for| About File Purchase License Home
Theme  Toolbars LineHelp | Updates Associations.  Now Key Page
Ul Options Help Product

Architecture

=1

(2 @ [ [0y

o

2
£3) [ : v
— o . - I.t'_'\.l I.J'_"\.I Fan I.f'_'\..l I.t'_'\.l I.J'_"\.I l_‘ l_"_l ar - I.t' :\] 1 e . ~ x
¥ [ "i OptIDr'IS... 1% _\.I‘-:.’_ '\_< A 3"’ - '\_E_/ '\_>_I_i -\_(:,- T D [ DDHH 1€ 333% LI _® 0 I\fjl K

Figure 1. Help Tab, Check for Updates

Or, in the Classic Ul, users can click Check for Updates in the Help tab of the Menu Toolbar:
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v M Architecture - PDF-XChange Editor CQuick Launch (Ctrl+.) ::\ ‘f"_l:; v |22 _ O %
i File Edit View Document Comments Form  Tools  Accessibility  Bookmarks  SharePoint  Window ﬂ 7 Ez\“ Find... “Search... =
F\[ﬂ'l] 33\3% v 'G':' & E.g-" =_:= . T‘ TA‘ @‘ / 4 J Centents Fo =
- (+)Zoom In (D] ‘gﬂT v =y ! ?‘ ﬁ‘ g‘ C /.\ Home Page !
£ F\ille I Staﬂjard £ A;-itzueal \::' Zoom Out O 1< 1< FEodri}r'l T3 JEI. I‘ *J))‘ Line, |: '—-1—:? Check for Updates E

i r\[[i]: Inertial Scroll '\H_I-IJI Select Text/Images - Exclusive Mode E—\* Properties... 7 Purchase Now _

e

H Support Forum

-:7'- Repert a Problem...

X

=

"E',’ About...

@ File Asscciations...

(2 4 [ B S

-

I €

«RQ 'Y
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L)y L - ' (3 v
K D () DDF\.F‘\ i 233% ~ _® ' e

ik Options... ¥ (1<) (<) 3/ () 1) | (&)
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Figure 2. Classic Ul, Help Tab, Check for Updates

This launches the PDF-XChange Updater, which will download and install any available updates. The
PDF-XChange Updater interface appears as detailed below:
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|2l PDF-¥Change Updater - 10.0.1.371 = O x
Available Updates: ﬁ_) Update History | Qﬁ Installed Products *II. Settings @ Help
Mame Available Installed
HEPDF-KChangE Pro 10.0.1.371 10.0.0.370
HEPDF-KChangE Driver Lite 10.0.1.371 10.0.0.370
Show Hidden Updates Check Again Download Close

Figure 3. PDF-XChange Update Dialog Box

¢ Available updates are displayed in the main window. Click the Download button to download
and install available updates.

e Click Update History to view a breakdown of recent updates.

e Click Installed Products to view a breakdown of installed products from PDF-XChange.

e Click Settings to customize settings for the PDF-XChange Updater. These options are detailed
beneath (figure 4) below.

e Click Help to launch the online help for the PDF-XChange Updater.

e Select/clear the Show Hidden Updates box to show/hide hidden updates.

e Click Check Again to check for more recent updates.

e Click Close to close the PDF-XChange Update dialog box.

Settings
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Updater Settings *

Gereral  Autostart

General

Automatically Install After Downloading Updates
[ ]Indude Updates That Are Incompatible with Maintenance Plan

Configure Proxies to Access the Internet

(®) Mo proxy
O Use System Proxy Settings
() Manual Proxy Configuration:

3128

Proxy Server Reguires a Password:

Language

[Use Reqgional Language:

English (US), Built-In

Save Cancel

Figure 4. Updater Settings Dialog Box

e Select/clear the Automatically Install After Downloading Updates box to enable/disable the
automatic installation of downloaded updates.

e Select/clear the Include Updates That Are Incompatible with Maintenance Plan box to
include/exclude products that are not included in your current maintenance plan. Note that if
updates are listed here and your license has expired, then the software will revert to evaluation
mode when the updates are downloaded.

e Select an option in the Configure Proxies to Access the Internet section to determine the
proxy that the updater uses to access the internet:

e Select No Proxy to disable the use of a proxy to access the internet.

e Select Use System Proxy Settings to use the current system proxy settings to access the
internet.

¢ Select Manual Proxy Configuration to use a custom proxy, then enter the Proxy Server
and Port number details in the text boxes.

e Select the Proxy Server Requires a Password box to set a password for the use of Proxy
Server when the Manual Proxy Server option above is used, then enter the Proxy User and
Password details in the text boxes.
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e Select the Use Regional Language box to use the regional language as the interface language
for downloaded updates, or select a different option from the dropdown menu. Note that the
language of the user interface can be subsequently changed as desired in the user preferences.

e Click Save to save settings.

Autostart

Use the Autostart tab to set a schedule for automatically checking for updates to the software:

Updater Settings >

General Autostart

() Never Recur every: days
(®) Daily

() weekly

() Monthly

Start: [2015-12-27 [~ | | 9:00:01 42

() Automatically Download Available Updates
(®) Only Show Notification

Save Cancel

Figure 5. Updater Settings Dialog Box, Autostart Tab

e Select Never to disable this feature.

e Select Daily, Weekly or Monthly to check for updates automatically on a daily, weekly or
monthly basis as desired. Note that different scheduling options are available depending on
which option is used.

e Use the Start text box to determine the date and time at which the schedule starts

e Select Automatically Download Available Updates to download available updates
automatically, or select Only Show Notification to receive a notification that updates are
available instead.
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Click Save to save settings.

Note that updating the software requires elevated rights. This means it usually cannot be automated
from a user context because the user typically must agree to the rights elevation. See this page for
setting up the Tracker Updater to run as a system account in order to enable "silent automated
updating”.
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3.4 Customization

Customization

PDF-XChange Editor contains a range of customizable options with regard to deployment and Ul
style. Some options are best customized during installation, such as choices that are per-machine
actions (all users) and other options are best customized after installation:

Options Best Customized During Installation:

e Licensing options applicable to all users.

e System-wide default settings for PDF file associations.

e Setting the application run-time language.

e Selecting whether or not to create desktop shortcuts.

e Modifying the installation location.

e Selecting which plugins are installed. (Note that installing only the desired plugins is the
recommended setup, as opposed to installing all plugins and then disabling the unwanted
plugins after installation).

Options Best Customized After Installation:

e User-based default settings for PDF file associations.

¢ Ul customization options such as enabling/disabling and showing/hiding specified tools,
toolbars and preferences pages. Note that all tools and toolbar options can be managed via a
Group Policy.

e Stamp collections.

e Digital certificates.

e Presets such as scanner settings.
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3.4.1 set PDF-XChange Editor as the Default PDF Application

PDF

.
A

Set PDF-XChange Editor as the Default PDF Application

It is important to note that while per-machine options for setting default file associations are available
to installers during deployment, they often cannot be applied to existing user preferences. Users
normally have the necessary permissions to disable PDF-XChange Editor from being the default
application for PDF (and other) files after the application has been installed. Similarly, other
applications may set themselves as the default application for specific file formats when they update,
or users may select an alternative application as the default application.

Window 10 vs Earlier Versions of Windows

Setting file associations programatically was relatively simple in earlier versions of Windows.
Microsoft made this process more difficult from Windows 10 as a security measure against malicious
software making unwanted changes to user systems. Setting registry keys is no longer sufficient as a
result of these security measures, and user interaction is now necessary in order to set file associations.

User Sessions and the Windows Registry

Although a system-wide (per-machine) preference can be set in HKLM, users may also have their own
file associations specified in HKCU. If an installation of PDF-XChange Editor take place and the default
.pdf associations are specified for PDF-XChange Editor in the HKLM, then all users without existing .pdf
file associations will have PDF-XChange Editor set as their default application for .pdf files on the first
run. However, this association will not affect the settings for users who already have an existing .pdf file
association on their machine, and PDF-XChange Editor will not be set as the default application for
those users.

This problem can be mitigated by removal of the key:

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\
FileExts\.pdf

User preferences for .pdf file associations will revert to the system-wide (per-machine) setting when
this key has been removed.
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3.4.1.1 Setting File Associations One Time

PDF

y
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Setting File Associations One Time

File associations can also be set in PDF-XChange Editor with the option of allowing users to change
them as desired. This can be done using the file associations preferences in PDF-XChange Editor, as
detailed here, or silently with the PDF-XChange Editor executable and the switch /fileassoc, as
detailed below.

All Users (Per-Machine)

Use the command line below to make a system-wide (per-machine/all users) .pdf file association to
PDF-XChange Editor:

"%programfiles%\Tracker Software\PDF Editor\PDFXEdit.exe" ffileassoc:user=no

Please note that this must be performed with an administrative account that has access to HKLM. It will
not affect users who already have file associations for .pdf, but this can be mitigated by removal of the
key:

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\
FileExts\.pdf

User preferences for .pdf file associations should revert to the system-wide (per-machine) settings
when this key has been removed.

Current User (Per-User)

Setting the .pdf file association per-user requires access to HKCU. This can be done using the file
associations preferences in PDF-XChange Editor, as detailed here, or silently with the PDF-XChange
Editor executable and the switch /fileassoc, as detailed below:

"%programfiles%\Tracker Software\PDF Editor\PDFXEdit.exe" ffileassoc:user=yes

This does not require administrative rights, but must be performed from within the target user's session.
The command lines available are detailed in the online manual here.
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PDF-XChange Editor

If you want to push a per-user association across an enterprise, then put the command in a script and
push it as a logon, runonce or similar method, and ensure it runs in the session of target users. This
command must be run as the targeted user from within a logged-on session to ensure the changes

affect the HKCU of that user.
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3.4.1.2 Enforcing File Associations via Group Policy

Enforcing File Associations via Group Policy

Setting file associations programatically and without user interaction has become increasingly difficult
since the release of Windows 10. Microsoft made this change as a security measure, and while it does
limit the risk to individual users of software making unwanted changes, it also presents a challenge to
network administrators for pushing file associations via scripts or during the installation of products.
This is especially true in cases where users already have existing .pdf file associations set on their
machines (and not such an issue for new installations).

It is important to note that users are free to change file association settings through PDF-XChange
Editor or through the manipulation of the Windows registry. Therefore, it is best to enforce file
associations via a Group Policy in cases where it is necessary to deny users the freedom to make
permanent changes to file associations. Users will still be able to make changes, but the settings
defined in the policy will be reapplied and the file associations restored when the machine's Group
Policy is next applied - either when the client logs in or runs GPUpdate.exe.

Create a File Associations .xml File
The first step in the process is to create an .xml file that defines the file associations to enforce. The

DISM tool at an administrative command prompt can be used to do this on a workstation with the
following command:

Dism /Online /Export-DefaultAppAssociations:<XML path>\AppAssoc.xml
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Bl Adrministrator Command Prompt - [m] X

Figure 1. Exporting Current File Associations to an XML File

The output .xml file will list all file associations set on the machine. Please ensure these files are set up
as desired before the command is run. The .xml file needs to be available to the clients for whom the
Group Policy will be applied - therefore it is necessary to either add it to a shared network location or
push it to your target machine's local file system. If the latter option is used then it is important that the
location is not user-specific. For example, "C\Windows\System32" can be used as long as it is copied
locally to target machines.

Note that Group Policies are used to enforce file associations for all file formats. Therefore, the next
step of the process is to remove the entries from the .xml file that contain the file formats not to be
enforced. This example will detail how to enforce .fdf, .xfdf, .pdf, xclpack and .xcesession for PDF-
XChange Editor, .pdtex and .pdts for PDF-Tools and .xcvault for XCVault.exe, the utility for
managing serial keys:

<?xml version="1.0" encoding="UTF-8"?>
<DefaultAssociations>

<Association Identifier=".fdf" Progld="PDFXEdit.FDF" ApplicationName="PDF-
XChange Editor" />

<Association Identifier="xfdf" Progld="PDFXEdit.XFDF" ApplicationName="PDF-
XChange Editor" />

<Association Identifier=".pdf" Progld="PDFXEdit.PDF" ApplicationName="PDF-
XChange Editor" />

<Association Identifier="xclpack" Progld="PDFXEdit.XCLPACK"
ApplicationName="PDF-XChange Editor" />

<Association Identifier=".xcesession" Progld="PDFXEdit. XCESESSION"
ApplicationName="PDF-XChange Editor" />
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<Association Identifier="_pdtex" Progld="PDFXTools.PDTEX"
ApplicationName="PDF-Tools" />

<Association Identifier=".pdts" Progld="PDFXTools.PDTS"
ApplicationName="PDF-Tools" />

<Association Identifier="_xcvault" Progld="XCVault XCVAULT"
ApplicationName="XCVault Utility" />
</DefaultAssociations>

Figure 2. App Association XML File with Recommended Entries for PDF-XChange Editor, PDF-Tools and the XCVault
Utility

Using the File Associations File in a Group Policy

Please note that in Windows Server 2016 it may be necessary to download the Administrative Policy
Templates and add the Windows Explorer (.admx) and (.adml) files from the policy templates to the
policy definitions folder for the central store on your domain controller. The Microsoft Administrative
Policy Templates are available here. The standard location for the policy definitions folder is:

C:\Windows\SYSVOL\domain\Policies\PolicyDefinitions

= | PolicyDefinitions

“ Haome Share Witw '9

+ » ThisPC » Local Disk () » Windows » SYSWOL » domain » Policies » PolicyDefinitions w O arch P Defination ¥l

te ngdified
# Quick access

B Desktcp
4 Dewnloads

% Docurments

EM-U3
appesdmx
POFXEdtaradmx
POFXTeolssdmx

=] Pickunes TrackerUpdater.sdrms

| B This PC

ulF Metwork

5 sterr

Figure 3. Policy Definitions Folder, Administrative Templates Added o

Follow the steps below to use the file associations file in a Group Policy:
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1. Open the Group Policy Management Editor, then open the policy "Set a default associations
configuration file". This policy is located in Computer Configuration\Policies\Administrative
Templates\All Settings:

Fle | Adten  gew  Help

o Hm & BT
[ PRF-NChange Settings [0CLTESTOOMUNRET] Pokcy LN Setnings
v [ Commpaber Confgursan -
’_L‘ p:'“_ ’ Surt s defaull snociations. Setting State & e
- confiquration file 1 Open Sites Pokey Hes cenfigured
e ( i i o
o it pslicy peiting f
w [ Adminstrative Templabes Bolicy defntiors (ABMK files) retrieved fram the central store. 1. Preferences Pages Acceis Hot coaligured
Tracker Software: POF-Tocks Coescimptann i1 Prefetencet Pages Accens Het configured
Trackar Softwae: PDF. KChangs Edtor Thil pelicy igeeifees the path 1 & i Protocob: Trested Untnasted List Mot confiqured
] Tincker Soltwise: Lipdater File (e.g eithar wtored locally or an v P T 8 Hed @ e

# natwork lacation] Bl conbsing 1 Show Bibernate in the pose  options men Mot comfigurrd

AN SemAgs file type and protocol defsul = ;
Prelerences spplration ssbrutins. Tha e 1. Shie lock in the user tile mand Hoft configqured
o g Uper Configurstion e Be cresled uiing the DISK 1 Shir Parmnsisn Houe Wain Het senfguied
3 & ) o s

Peligie: too 1 Show tleng in the powes cptions menu Mt corfigured
Preferences Far eamples 1" $how Waming ml-lum Hot confqured
Dism.st [Onbne Eagart- t Seandard Categories Visiikty Het cemfigured

DliuntpplserutansCllgadis | 17 Standed Tosls Access Hed comhqured

(25 1 Stardard Toas Yesbdity Hea coalgured

For mare ink i, pefir b the 1 Seart File Explocer waths ribben minimind Het cenfigured

LIS documentabon on Techhet 1] Vool Yibiity ot configured

1 T off nurnencsl seiang in Fle Esploner Hea cealgured ]
H th greup peslicy o enabled and 1 Tum off shell profocal protected meds et configured

the client machina is domain:

Jomned, then file wall be procesced
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woieed Bt IOE0 e,

Extended |/, Standard

1 Ve ald and nes Folder Redinectaon tamets pont1o the sa.. Not coafiqured

i ]

T setting(x]

Figure 4. Server 2016 Domain Controller, Group Policy Management Editor, Set a Default Associations Configuration
File Highlighted

2. Set the path to the .xml file created above. A network path can be used:
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Set a default asscciations configuration file

Set a default associations configuration file

Previous Setting Mext Setting

() Mot Configured Comment:
(®) Enabled

) Disabled

Supported on:

Options:

Help:

Default Asscciations Configuration File

“Softwareh Tracker\scripts\AppAssocxm ”

This policy specifies the path to a file (e.g. either stored locally or
on a network location) that contains file type and protocol
default application asscciations. This file can be created using
the DISM tocl,

For example:
Dism.exe /Online /Export-DefaultAppAssociations: C:
“AppAssoc.bd

For more information, refer to the DISM documentation on
TechMet.

If this group policy is enabled and the client machine is domain-
Jjoined, the file will be processed and default associations will be
applied at logon time,

If the group policy is not configured, disabled, or the client
machine is not domain-joined, no default associations will be

applied at logon time.

If the policy is enabled, disabled, or not configured, users will still

ot

| CK || Cancel || Apply

Figure 5. Set a Default Associations Configuration File Dialog Box

3. Update the Group Policy. Run GPUpdate.exe on the client or log off an on again to update the local

policy. It will be located in:

Computer\HKEY_LOCAL _MACHINE\SOFTWARE\Policies\Microsoft\Windows\System
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B Registry Editr - a x
File Edt View Fevontes Help
Computer HKEY_LOCAL MACHINESOFTWARE Policies\Microscft\ Windows' System
w | Windows ~ || Mame Type Data
Apps 6] [Default) REG_5Z (value not set)

BITS
Curenthersicn
DutaCollection
DeliveryOptimization
DeiverSesching
Enhanceditorageleice:
[
Metwork Connections
MetworkC cnnectiitySta
MetworkProvider
PowerShell
s
SettingSymc
System
Wemdve
‘Workplaceloin
WEDAR
Windows Advanced Theat
‘Windows Defender
‘Windewi NT
‘WindowsFiresall
RegisteredApplications
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SYSTEM
HEEY_USERS.
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Figure 6. Registry Editor, Default Associations Configuration Policy Set

28| DefauitfssocutionsConfiguration | REG SZ Wipserverdata Softeare’ Trackerscriptsh Appissocaml

Please note:

e This example used a domain controller and the policy was applied to domain-joined machines.
It can also be applied using a local Group Policy - if you want to do this then simply follow the
same steps but use the Local Group Policy Editor instead.

e If users do not have read access to the .xml file then the policy will not be applied. If a network
resource is used and it is not persistent, then consider copying it to the local file system of your
users, for example to C:\Windows\System32.

e Users can change the file associations during their current sessions, but the policy settings will
be restored at the next GPUpdate/login.

e Windows 10 contains a known issue that requires new users to log in twice before policies are
set.
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3.4.1.3 Enforcing IE MIME-Types to Use the PDF-XChange Editor Plugin via Group Policy
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via Group Policy

Enforcing IE MIME-Types to use the PDF-XChange Editor Plugin

The File Associations preferences in PDF-XChange Editor contain the option to use the program as a
plugin within Internet Explorer:

G Preferences >
Categories File Associations Setup
D Documents : File Associations
L:l General Current PDF application:
D Page Display POF | PDF-XChange Editor
. L/# Version: 9.4.363.0
@ Page Text =7 C\Program Files\Tracker Software'\PDF Editor\PDFXEdit.exe
[l . .
af Registration
53 Accessibility As Default application for PDF files: | Do Mot Change v
O Color Management View PDF files in Internet Explorer: | Do Not Change v
-2y Commenting Register NP-plugin for other browsers: | Do Not Change ~ P
E@) Convert from PDF Do Not Change
Preview Handler for PDF files: |
@ Convert to PDF Yes
".: Customize Ul Thumbnail Handler for PDF files:| No |
F]

¥ Document Info Bar

" | Apply changes for current user onl
¥ File Associations L Aeply 3 5 2

Forms i

LY. e
2%] Full Screen [~ Notify when PDF-XChange Editor is not the default PDF application
[ | Identity

=

lawvaScrint

oK Apply Cancel

Figure 1. Preferences Dialog Box, File Associations Tab

It is important to note that this setting is not enforced after being set - users/applications can still
change the MIME-type settings that define it in the Windows registry. It is not possible to prevent these
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settings from being changed, but it is possible to create a Group Policy that restores the MIME-types to
use the PDF-XChange Editor plugin within IE whenever GPUpdate.exe is called.

Four registry keys need to be set in order to make IE open PDF files in the PDF-XChange Editor IE

plugin:
[HKEY_CURRENT_USER\Software\Classes\MIME\Database\Content
Type\application/pdf]
"CLSID"="{53719C00-353D-4FCF-A8AB-1B 1027B60A49}"
"Extension"=".pdf"
Figure 2. Registry Export for the Two Keys to Set in Current User
and

[HKEY_CLASSES_ROOT\MIME\Database\Content Type\application/pdf]
"CLSID"="{53719C00-353D-4FCF-A8AB-1B1027B 60A49}"
"Extension"="_pdf"

Figure 3. Registry Export for the Two Keys to Set in Classes Root

If you want to create a Group Policy to perform this operation then follow the steps below:

1. Open the Group Policy Management Console (GPMC.MSCQ).

2. Create a new Group Policy Object (GPO) or select an existing Group Policy Object (GPO) to modify.
3. Right-click the selected Group Policy Object (GPO), then click Edit.

4. Expand the Preferences folder in either the Computer Configuration or User Configuration
section, then expand the Windows Settings folder.

5. Right-click the Registry node, then hover over New and select Registry Item. The New Registry
Properties dialog box will open.

6. Select Update in the Action dropdown menu.
7. Select HKEY_CURRENT_USER in the Hive dropdown menu.

8. Enter SOFTWARE\Classes\MIME\Database\Content Type\application/pdf in the Key Path text
box.

9. Enter Extension in the Value name text box.
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10. Enter REG_SZ in the Value type text box.

11. Enter .pdf in the Value data text box:

Extension Properties

General | Comman

G

Action: | Update

Hive: |HKEY_CURRENT_USER
Key Path: [EOFTWARE \ClassesMIME Database \Content ||

Value name

[ | Default | Extension

Value type: |F‘.EG_SZ

Value data: | pdf

Figure 4. New Registry Properties Dialog Box
12. Click OK.

13. Follow the same steps for the other three keys using the remaining values from the registry exports
detailed above. The keys will be located in two locations:
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B Group Policy Management Editor

File Action View Help

YT EIEEE

IZ] Set mime-type [DC1.TESTDOMAIN.NET] Policy MName Order  Action Hive Key - Value Name Type Value Data
& Computer Configuration [ Extension 4 Update ~ HKEY_CLASSES ROOT MIME\Database\Content ... Extension REG_SZ pdf
~ 4, User Configuration BRcLs 3 Update ~ HKEY_CLASSES ROOT MIME\DatabaseContent ...  CLSID REG_SZ {53713C00-333D-4FCF-ASAB-1B1027B60A49}
—| Policies [aHExtension 1 Update ~ HKEY_CURRENT_USER SOFTWARE\Classes\MIME... Extension REG_SZ -pdf
v [0 Preferences A cLsip 2 Update ~ HKEY_CURRENT_USER SOFTWARE\Classes\MIME... CLSID REG_SZ {53713C00-333D-4FCF-ASAB-1B1027B60A49}

« [ Windows Settings
) Applications
2 Drive Maps
Environment
& Files
(¥ Folders
Ini Files
# Registry
[#] Shortcuts

Control Panel Settings

Preferences }, Bdended ) Stendard

Registry

Figure 5. Group Policy Management Editor, Key Locations

Note that 'Protected Mode' must be disabled in Internet Explorer in order for the plugin to run.
Therefore it is necessary to create a policy that disables 'Protected Mode.' You can do this as follows:

1. Right-click your policy and then click Edit.

2. Expand User Configuration, then expand Preferences and Control Panel Settings and right-click
Internet Settings.

3. Click New and then click the version of Internet Explorer that you are using.

4. Configure the desired Internet Explorer settings, then click Apply and OK.
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File Action View Help

| 7

§ 5 XE =G

(=] Set mime-type [DC1.TESTDOMAIN.NET] Policy
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v 4 User Configuration
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v [ Preferences
] Windows Settings

Control Panel Settings
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2 Devices
(3} Folder Options
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Start Menu
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Processing

Stop processing items in
extension on error:

Run in user's context:
Remove if not applied:
Apply once:
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Disabled directly:
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Description

No description provided.

‘97 Internet Settings

Name Order
i Internet Explorer 10 1

Intemet Explorer 10 Properties

[ Programs | Advanced | Common |

Generdl Searity | Privacy | Content | Comnections

Select a zone to view or change security settings.

W v

Localintranet  Trusted sites  Restricted
sites

Internet
0 This zone is for Internet websites, Sites

except those listed in trusted and
restricted zones.

Security level for this zone

Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites

- Prompts before downloading potentially unsafe
C T content

- Unsigned ActiveX controls will not be downloaded

Custom Level... Default Level
Reset all zones to default level

ooty

Preferences  Extended xﬁtandard .7

Last changed: 2013-12-20 1:22:32 PM

Flgure 6. Group Policy Management Editor, Internet Settings
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3.42  Customising the User Interface (Ul)
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Customizing the User Interface

Customizing the Ul can be performed using either a Group Policy or a settings file. Please see the links
below for further information:

e Customizing Toolbars and Commands via Group Policy| )
¢ Creating and Applying a Settings File[210)
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3.43  Active Directory Administrative Template for PDF-XChange Editor
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Active Directory Administrative Template

The Active Directory administrative template for PDF-XChange Editor consists of two files,
PDFXEditor.admx and PDFXEditor.adml, both of which are available via this permanent link to a zip

archive of all the templates: https://www.pdf-

xchange.com/Tracker AD_AdministrativeTemplates.zi

Note that it is necessary for both of these files to be installed in the "Central Store" of your domain
controller in order to utilize the administrative template. Further information on using these templates
to set up your domain controller is available here.

Additionally, please note that not all features in PDF-XChange Editor are available for template
management. Available policies are detailed below:

e Document Info Bar/
e File Associations|

. avaScriptm

e Miscellaneous/ )

. Pluginsm

e Preferences| ]

. Registrationmﬁ

° Securitym

e Toolbars/Menus Optionsm
. Updatem
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3.4.3.1 Available Policies

Available Policies

The PDF-XChange Editor administrative template organizes its policies into ten categories. When
these policies are viewed on a domain controller using the "Group Policy Management Editor" they
appear as detailed below:

=[ Local Group Policy Editor - m] X
File Action View Help

e HE = BHE T

=] Local Computer Palicy ~ PDF-XChange: Editor
~ i Computer Configuration . .
“| Software Settings Select an item to view its description. S?ttmg State Comment
| Windows Settings _| Decument Info Bar
~ [] Administrative Templates | File Associations
“ Control Panel I JavaScript
~ Network “| Miscellanecus
PDF-XChange: Driver | Plugins
| PDF-XChange: Editor | Preferences

_| PDF-XChange: Tools

) “| Registration
_| PDF-XChange: Updater

_| Security
“| Toolbars/Menu Options
| Update

_| PDF-XChange: Vault
PrITErs.

Server
| Start Menu and Taskbar
| System
| Windows Components
- All Settings
~ ik User Configuration
| Software Settings
| Windows Settings
| Administrative Templates

\ Extended AStandard

Figure 1. PDF-XChange Editor Administrative Template Policies
Further information about each policy is available at the links below:

e Document Info Bar
« File Associations|

. avaScriptm

e Miscellaneous/ )

. Pluginsm

e Preferences| ']

. Registrationm

° Security|1_651

e Toolbars/Menus Optionsm
. Updatem?
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3.4.3.1.1 Document Info Bar

Document Info Bar

Category: Document Info Bar

Policy Document Info Bar
Name:

Requiremen | PDF-XChange Editor v7.0.323 or later.
ts:

Description: | A list of document info bar panels with their permission levels.

The list is a string of elements each separated by a '|' (pipe)
character. Each element consists of two parts separated by a
"' (colon).

The first part is a document info bar panel ID, and the second
part is the access mode level. Possible levels are:

0 - disable;
1 - enable;

An asterisk "*' defines the level for all panels that are not explicitly
mentioned in the list that follows it.

Reg Key HKEY_LOCAL MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\DoclInfoBar

Reg Key t.Spans
Name:
Registry REG_SZ
Key Type:

Available Standard document info bar panel IDs:
Values:
docinfoBarSpan.ProFeaturesUsed = "Protected Features"
docinfoBarSpan.ViewSignVer = "Signed Version"
docInfoBarSpan.PDFA = "PDF/A Document"
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docInfoBarSpan.DigiSig = "Digital Signature"
docInfoBarSpan.Form = "Form"
docInfoBarSpan.ApplyRedact = "Redaction”
docInfoBarSpan.ApplySign = "Signatures and Initials"
docInfoBarSpan.BrokenFlags = "Broken Document”
docInfoBarSpan.FlashAvail = "Flash Player"
docinfoBarSpan.UR3 = "Acrobat Reader Protection”
docInfoBarSpan.CryptAlter = "Unauthorized Alteration”
docInfoBarSpan.DefaultLayer = "Default Layer"
maininfoBarSpan.licenselnfo = "License Info"
ibar.sharepoint = "SharePoint Document"

Please note that panel IDs are case sensitive.
Examples:

"*:0|DigiSig:1" - disable all info bars except the "Digital Signature" info bar.
'*:0|DigiSig:1|Form:1' - disable all info bars except the "Digital Signature" and "Form" info bars.
‘ProFeatureUsed:0|ApplyRedact:0' - disable only the "Pro Feature Used" and "Apply Redaction”
info bars.

'Form:0’ - disable only the "Form" info bar.
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3.4.3.1.2 File Associations

PDF

y
A

File Associations

Category: File Associations

Policy Check if PDF-XChange Editor is default application
Name:

Requiremen | PDF-XChange Editor v5.5.314 or later.
ts:

Description: | Specifies whether or not PDF-XChange Editor can check if it is the
default PDF application on start-up and, in cases where it isn't,
prompt the user to make it the default PDF application.

Reg Key HKEY_LOCAL _MACHINE\Software \Policies\Tracker
Location: Software\PDFXEditor \3.0\FileAssociations\

Reg Key b.AllowCheck

Name:

Registry REG_DWORD

Key Type:

Available “1" — enabled, "0" - disabled
Values:

Examples: "Enabled" or "Not Configured" allows PDF-XChange Editor to check if it is the default PDF
application. Set to "0 -Disabled" to prevent PDF-XChange Editor from performing this check.
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3.4.3.1.3 JavaScript
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JavaScript

Category: Java Script

Policy Name: Enable JavaScript Actions

Requirements: |PDF-XChange Editor v6.0.318 or later.

Description: Allows the execution of JavaScript actions inside documents.
Reg Key HKEY _LOCAL MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\JavaScript

Reg Key Name: |b.Enable

Registry Key REG_DWORD
Type:
Available “1" — enabled, "0" — disabled
Values:

Example: “"Enabled" or "Not Configured" allows PDF-XChange Editor to run JavaScript actions. Set to
"0 -Disabled" to prevent PDF-XChange Editor from running JavaScript actions.

Category: Java Script

Policy Name: Enable JavaScript Interactive Console

Requirements: |PDF-XChange Editor v6.0.318 or later.

Description: Allows the use of the interactive JavaScript console.
Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\JavaScript

Reg Key Name: |b.EnableConsole
Registry Key REG_DWORD

Type:
Available “1" — enabled, “0" — disabled
Values:
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Examples: "Enabled" or "Not Configured" allows PDF-XChange Editor to open the JavaScript console.
Set to "0 -Disabled" to prevent PDF-XChange Editor from opening the JavaScript console.

Category: Java Script

Policy Name: Show Warning on Execute

Requirements: |PDF-XChange Editor v6.0.318 or later.

Description: Specifies whether or not a warning message is displayed
when JavaScript actions are executed without the necessary
permissions.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker

Location: Software\PDFXEditor\3.0\JavaScript

Reg Key Name: |b.WarnOnExecute
Registry Key REG_DWORD
Type:

Available "1" — enabled, "0" — disabled
Values:

Examples: "Enabled" or "Not Configured" allows PDF-XChange Editor to warn users when JavaScript
is executed. Set to "0 -Disabled" to prevent PDF-XChange Editor from showing warnings when running
JavaScript.
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3.4.3.1.4 Miscellaneous

Miscellaneous

Category: Miscellaneous

Policy Name: Allow create certificates via "Sign Document" dialog

Requirements: |PDF-XChange Editor v10.1.0 or later.

Description: By default, users can create a self-signed certificate on the
"Sign Document” dialog and store it in the Windows
Certificate Store or as a .pfx file.

Reg Key HKEY_LOCAL MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Misc

Reg Key Name: |b.AllowCreateCertificates
Registry Key REG_DWORD

Type:
Available Values:|”“1" — enabled, “"0” — disabled

Examples: "Enabled" or "Not Configured" allows PDF-XChange Editor to use the tools to create a self
signed certificate when using the "Sign Document" tool.

Category: Miscellaneous

Policy Name: Allow use of the ReOpen function (atomic file reopen)

Requirements: |PDF-XChange Editor v7.0.323 or later.

Description: The ReOpen function allows changes to access levels for an
open file from 'for reading' to 'for writing' and vice versa
without closing and reopening the file. Please note that
some file systems do not implement this function correctly.
Disable this option to prevent the use of the ReOpen
function and instead use the CreateFile/CloseHandle pair of
functions.
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Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Misc

Reg Key Name: |b.AllowUseReOpen
Registry Key REG_DWORD

Type:
Available Values:|”“1" — enabled, "0” — disabled

Examples: "Enabled" or "Not Configured" allows PDF-XChange Editor to use the ReOpen function. Set
to "0 -Disabled" to force PDF-XChange Editor to use the CreateFile/CloseHandle pair of functions
instead

Category: Miscellaneous
Policy Name: Allow WebDAV-Places

Requirements: |PDF-XChange Editor v10.4.2 or later.

Description: Specifies whether the user is allowed to add/use WebDav-
Places in application to access files on servers that support
the WebDav extension of the HTTP-protocol.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Misc

Reg Key Name: |b.AllowWebDavPlaces
Registry Key REG_DWORD

Type:
Available Values:|"1" — enabled, "0" — disabled

Examples: "Enabled" or "Not Configured" allows PDF-XChange Editor to use the WebDAV protocol.
Set to "0 -Disabled" to prevent PDF-XChange Editor using thw WebDAV extension.

Category: Miscellaneous

Policy Name: Default Paper Size

Requirements: |PDF-XChange Editor v7.0.325 or later.

Description: Specifies the default page size for creating/editing
documents.

Reg Key HKEY _LOCAL MACHINE\Software\Policies\Tracker

Location: Software\PDFXEditor\3.0\Misc

Reg Key Name: |i.DefPaperindex
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Registry Key REG_DWORD
Type:
Available Values:| Auto (Regional), A4, Letter/ANSI A, US Legal, A3,
Tabloid/ANSI B, ANSI_C, ANSI_D, ANSI_E, ANSI_F.

Examples: "Enabled" sets the default paper size to the value selected from the drop down list.
"Disabled" or "not configured" reverts to "Auto (Regional)" or, if a user has modified it since
installation, to the current user settings.

Please note:

e Auto (Regional) will default to A4 for all locations except the US and Canada, which will default
to Letter/ANSI.

e The dropdown list is hard-coded in PDF-XChange Editor and cannot be modified by users or
administrators. If you have a requirement for a default paper size that is not in the list then
please email support@pdf-xchange.com and request your desired default paper size to be
added - we will consider all reasonable requests.

Category: Miscellaneous

Policy Name: Get User Identity Information from Active Directory

Requirements: |PDF-XChange Editor v8.1.332 or later.

Description: This policy takes user identity information from Active
Directory (instead of user settings). The user identity
information is detailed in the Preferences tab of PDF-
XChange Editor.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Misc

Reg Key Name: |i.GetInfoFromAD
Registry Key REG_DWORD

Type:
Available Values:|“1" — enabled, “0" — disabled

Examples: "Enabled" means that PDF-XChange Editor will take user identity information from Active
Directory instead of taking it from user settings.

Category: Miscellaneous

Policy Name: Path to Shared Stamp Collections
Requirements: |PDF-XChange Editor 9.0.353 or later.
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Description: This option allows you to specify the intranet path to stamp
collections that multiple users can use simultaneously from
different machines. These collections are read-only for all

users.
Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Misc

Reg Key Name: |t.SharedStampsFolder
Registry Key REG_DWORD

Type:
Available Values:|“1" — enabled, “0" — disabled

Examples: "Enabled" means that PDF-XChange Editor will take user identity information from Active
Directory instead of taking it from user settings.
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3.4.3.1.5 Plugins

Plugins

Category: Plugins

Policy Name: Plugins Access

Requirements: |PDF-XChange Editor v7.0.323 or later.

Description: A list of plugins with their permission levels. The list is a
string of elements each separated by a '|' (pipe) character.
Each element consists of two parts separated by a "' (colon).
The first part is a plugin GUID in '{}' or a plugin file name
without an extension. The second part is the access mode
level. Possible levels are:

0 - disable;
1 - enable;

An asterisk "*' defines the level for all panels that are not
explicitly mentioned in the list that follows it.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Plugins

Reg Key Name: |[t.Access

Registry Key REG_DWORD
Type:
Available Values: | AzureRMS - the plugin for handling PDF files protected by
MS Azure RMS.

Bookmarks - the plugin that facilitates the inclusion of
advanced functionality for bookmarks.

BoxFileSys - the plugin that enables working with files
located on Box.com.

ColorConvert - the plugin that enables the conversion of
colors in PDF documents.
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ConvertPDF - the plugin that enables the conversion of PDF
documents into OXML format.

CSVtoPDF - the plugin that enables the conversion of .csv
files to tables in PDF documents.

DropBox - the plugin that enables the software to work in
conjunction with files located on the Dropbox™ cloud.
EnhancedOCRa - the plugin that facilitates the use of the
enhanced OCR features.

FileOpenSH - the security plugin that handles FileOpen
DRM.

Google Drive - the plugin that allows the software to work
with files located on Google Drive™ cloud storage.
IdentifyForms - the plugin that enables the detection and
creation of form fields in documents converted to PDF.
MarkdownPlugin - the plugin that enables the conversion of
Markdown files into PDF documents.

OCRPlugin - the plugin that enables the OCR of image-
based PDF files in the software.

OneDrive - the plugin that enables working with files
located on Microsoft OneDrive™.

PDFAPlugin - the plugin that converts PDF files into PDF/A
format.

PDFOptimizer - the plugin that optimizes PDF files.
ReadOutLoud - the plugin that provides read-out-loud
functionality.

SanitizePlugin - the plugin that enables the sanitization of
documents.

SharePoint - the plugin that allows the software to work
with files located on Sharepoint™/Office 365™ servers.
SpellChecker - the spell-checker plugin.

U3DPlugin - the plugin that enables the viewing of
embedded 3D content in PDF documents.

Examples:

‘SharePoint:0' - disable only the Sharepoint plugin.

"*:0|bookmarks:1' - disable all plugins except the Bookmarks plugin.
**:0|PDFAPlugin|OCRPlugin|PDFAPlugin| PDFOptimizer|SpellChecker:1’' - disable all plugins
except the plugins included in the list.

Note that the values available in the list above are the names of the plugin files detailed in the Plugins
category of the PDF-XChange Editor preferences:
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B Preferences x
Categories ,z Plugins
e AsSULIdUIUrTS -

= Available Plugins

Forms

MName Publisher Version

22| Full Screen = :

- || Azure RMS Plugin Tracker Software Products (Canada) Ltd 1.0.0
o Identity |Z| Bookmarks Tracker Software Products (Canada) Ltd 1.0.0

— —
u_'l:!- JavaScript |i| Box.com Access Tracker Software Products (Canada) Ltd 3.0.0

_.! Languages |Z| PDF Color Converter Tracker Software Products (Canada) Ltd 9.0.3

L |+ | PDF to M5-Office Converters Tracker Software Products (Canada) Ltd 1.0.0

m Launch Applications -
. [+ C5V To PDF Tracker Software Products (Canada) Ltd 1.0.0
Measurement — . - R e ~
i, Measurement 3D More Plugins... Disable Setup...

I, Multimedia 3D

. Enabling/Disabling plugins requires application restart
OCR
Rk Plugin Information
T4 Performance
G‘_ Filename: | AzureRMS.pvp
Places s

- Description: | Azure RMS plugin

¢ Plugins

A&\ Scanner Presets Legal: | Copyright (c) 2001-23 Tracker Software Products (Canada) Ltd.

T . All right reserved.
'fJ}T' Search Providers

J Security

| o PEr—

Copyright: | Copyright ©2001-23 Tracker Software Products (Canada) Ltd.

oK Apply Cancel

Figure 1. PDF-XChange Editor Plugins Preferences
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3.4.3.1.6 Preferences

Preferences

Category: Preferences

Policy Preferences Pages Access
Name:

Requiremen | PDF-XChange Editor v5.5.312 or later.
ts:

Description: | A list of IDs of the pages in the 'Preferences' dialog box with their
access modes. The list is a string of elements each separated by a
'|' character. Each element consists of two parts separated by

"' (colon). The first part is the ID of the preference page and the
second part is the access mode number. Possible access modes
are:

0 - hide;
1 - show (by default);
2 - disable.

An asterisk "** defines the level for all pages that are not explicitly
mentioned in the list that follows it.

Reg Key HKEY_LOCAL MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\AppPrefs

Reg Key t.PagesAccess
Name:
Registry REG_SZ
Key Type:

Available Standard Page IDs: Accessibility, Assoc, ColorMan, Commenting,
Values: CustomUlI, Defaults, Docs, ExportConverters, Forms, FullScreen,
Identity, ImportConverters, JavaScript, Languages, LaunchApp,
Mail, Measurement, PageDisplay, PageText, Performance, Plugins,
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Registration, Rendering, ScannerPresets, SearchProviders, Security,
Signatures, Snapshot, Speech, Update.

Examples:

Registration:0 - to hide the 'Registration’ page.

*:0|Docs:1 - to show only the 'Documents' page.
*:0|Docs:1|JavaScript:1|Languages:1|Commenting:1 - to hide all preferences pages except the
four listed. The end user in this case will see only these four preferences when they open the

preferences of PDF-XChange Editor:

E Preferences

[) Document Options

Categories
D Documents - Open and Mavigate Decuments
b 9 - gaey
Commenting | | Restore Last Session when application starts

.

= ' ry
B JavaScript |_‘1 Manage History & Recents...

43 Languages

|Z| Back/Forward commands navigate through all cpened docurments

Save Documents

Y |:| Always use Incremental Save

Select destination folder for 'Save As' documents:

Last Used Folder B Browse...

|7| Save AutoRecover information every:
5 minute(s) :
|:| Keep recovery information when closing and discarding changes

|Z| Show Recovery Panel if there is any recovery data available

MNew Documents

j PDF-5pecification:
Auto v

oK Apply Cancel

Figure 1. PDF-XChange Editor with a limited set of Preference pages as dictated by the policy values: *:0|Docs:1|
JavaScript:1|Languages:1|/Commenting:1

The default PDF-XChange Editor preferences are detailed below for comparison:
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E Preferences

Categories

D Documents
L:}_ General

E Page Display
E/ Page Text

Registration

57 Accessibility
€:) Color Management
' Commenting
E@,‘ Convert from PDF
@ Convert to PDF
] 1] .
ak Customize Ul
W Document Info Bar
File Associations
E/ Forms
2%/ Full Screen
(] .
5 Identity

—

‘i lavaSerint

[) Document Options
Open and Mavigate Documents

["||Restore Last Session when application starts| ()
0 =
L

|'_‘1 Manage History & Recents...

|Z| Back/Forward commands navigate through all opened documents
Save Documents

Y |:| Always use Incremental Save ||}
Select destination folder for 'Save As' documents:

Last Uszed Folder - Browse...

[« Save AutoRecover information every:

5 minute(s) :

|:| Keep recovery information when closing and discarding changes

|Z| Show Recovery Panel if there is any recovery data available

MNew Documents

Q PDF-Specification:
Auto ~

QK Apply Cancel

Figure 2. PDF-XChange Editor Default Preferences
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3.4.3.1.7 Registration
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Registration

Category: Registration

Policy Allow Keys Activation Notification
Name:

Requiremen | PDF-XChange Editor v9.0.350 or later.
ts:

Description: | Specifies if application is allowed to show notifications about
license keys activation when required.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Registration

Reg Key b.CanShowActivationWarn

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled
Values:

Examples: "Enabled" or "Not Configured" allows PDF-XChange Editor to auto-upgrade all installed
serial keys. Set to "0 -Disabled" to prevent keys being auto-upgraded.

Category: |Registration

Policy Allow Copy Serial Key
Name:

Requiremen | PDF-XChange Editor v5.5.312 or later.
ts:

Description: | Specifies whether or not users are permitted to copy serial keys
to the clipboard from the registration section of the preferences
dialog box.
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Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Registration

Reg Key b.CanCopySerials

Name:

Registry REG_DWORD

Key Type:

Available “1" — enabled, "0" - disabled
Values:

Examples: "Enabled" or "Not Configured" allows PDF-XChange Editor to let users copy serial keys.

Category: |Registration

Policy Allow Delete Serial Keys
Name:

Requiremen | PDF-XChange Editor v9.5.366 or later.
ts:

Description: | Specifies whether or not users are allowed to delete serial keys in
the registration section of the preferences dialog box.

Reg Key HKEY_LOCAL _MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Registration

Reg Key b.CanDeleteSerials

Name:

Registry REG_DWORD

Key Type:

Available “1" — enabled, "0" — disabled
Values:

Examples: "Enabled" or "Not Configured" allows PDF-XChange Editor to let users delete serial keys.

Category: |Registration

Policy Allow Add Serial Keys
Name:

Requiremen | PDF-XChange Editor v9.5.366 or later.
ts:

Description: | Specifies whether or not users are allowed to delete serial keys in
the registration section of the preferences dialog box.
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Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Registration

Reg Key b.CanAddSerials

Name:

Registry REG_DWORD

Key Type:

Available “1" — enabled, "0" - disabled
Values:

Examples: "Enabled" or "Not Configured" allows PDF-XChange Editor to let users add serial keys.

Category: |Registration

Policy Allow Renew Serial Keys
Name:

Requiremen | PDF-XChange Editor v9.5.366 or later.
ts:

Description: | Specifies whether or not users are allowed to renew serial keys in
the registration section of the preferences dialog box.

Reg Key HKEY_LOCAL _MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Registration

Reg Key b.CanRenewSerials

Name:

Registry REG_DWORD

Key Type:

Available “1" — enabled, "0" — disabled
Values:

Examples: "Enabled" or "Not Configured" allows PDF-XChange Editor to let users renew serial keys.
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3.4.3.1.8 Security
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Security

Category: |Security

Policy Open Embeded Files Policy
Name:

Requiremen | PDF-XChange Editor v5.5.312 or later.
ts:

Description: | Specifies the behavior of PDF-XChange Editor when opening files
embedded inside a PDF document.
Default (-2): Use the program's default behavior.
Always Ask (-1): Always ask the user what to do when
embedded files are opened.
Deny (0): Forbids the opening of all embedded files.
Allow (1): Allows the opening of all embedded files.
Allow PDF (3): Opens all embedded PDF files without
confirmation, but reverts to the default program behavior for
other file formats.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Security

Reg Key i.OpenEmbedPerm
Name:

Registry REG_DWORD

Key Type:

Available The values available are in a drop down list that is not editable.
Values: Current options are those listed in the description above.

Category: |Security

Policy File-Extensions Trusted/Untrusted List
Name:
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Requiremen | PDF-XChange Editor v5.5.312 or later.
ts:

Description: | A list of file extensions with their permission levels.

The list is a string of elements each separated by the pipe |’
character. Each element consists of two parts separated by a

"' (colon).

The first part is an extension and the second part is its permission
level. Possible permission levels are:

0 - always ask user;
1 - always allow;
2 - always deny the extension.

An asterisk "*' defines the level for all formats that are not
explicitly mentioned in the list that follows it.

Reg Key HKEY_LOCAL MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Security

Reg Key t.OpenFileBWList
Name:
Registry REG_SZ
Key Type:

Available All supported file formats.
Values:

Examples:

exe:2|com:2|bat:2|pdf:1|doc:0|docx:0 - to prevent executable formats, allow PDFs and always
ask for MS Word documents.
*:2|pdf:1 - to allow the opening of only PDF documents.

Category: |Security

Policy Open Files Policy
Name:

Requiremen | PDF-XChange Editor v5.5.312 or later.
ts:

Description: | Specifies PDF-XChange Editor's behavior when files are opened
as a result of Launch, URI, GotoR and similar actions. Available
values are:
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Default (-2): Uses the program's default behavior.

Always Ask (-1): Always asks the user what to do when the user
wants to open a file linked from inside a PDF.

Deny (0): Forbids opening all files inside PDF documents.

Allow (1): Allows the opening of any files without restrictions.
Use Lists (2): Uses the 'File-Extensions Trusted/Untrusted List'
parameter.

Allow PDF (3): Always opens PDF files without confirmation, and
uses the default behavior for other file formats.

An asterisk *' defines the level for all formats that are not
explicitly mentioned in the list that follows it.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Security

Reg Key i.OpenFilePerm

Name:

Registry REG_DWORD

Key Type:

Available The values available are in a drop down list that is not editable.
Values: Current options are those listed in the description above.
Category: |Security

Policy Protocols Trusted/Untrusted List

Name:

Requiremen | PDF-XChange Editor v5.5.312 or later.

ts:

Description:

A list of URI protocols with their permission levels.

The List is a string of elements each separated by the '|' character.
Each element consists of two parts separated by a "' (colon).

The first part is the protocol and the second part is the
permission level. Available permissions levels are:

0 - always ask user;
1 - always allow;
2 - always deny the protocol.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Security

Reg Key t.OpenSiteBWList

Name:
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Registry REG_SZ

Key Type:
Available All supported file protocols. This is based on the string used to
Values: dictate the protocol in question, which means any valid protocols
can be used.
Examples:

mailto:0|https:1|file:2 - to prevent the opening of URLs to local files, allow the opening of secured
URLs and always ask users for 'mailto’ jumps.
*:2|https:1 - to allow only secured URLs.

Category: |Security

Policy Open Sites Policy
Name:

Requiremen | PDF-XChange Editor v5.5.312 or later.
ts:

Description: | Specifies PDF-XChange Editor's behavior on opening sites inside
PDF documents. Available values are:

Default (-2): Uses program's default behavior.

Always Ask (-1): Always ask user what to do every time when
user wants to open URL.

Deny (0): Forbids all URLs

Allow (1): Allows all URLs

Use Lists(2): Use the 'Protocols Trusted/Untrusted List'
parameter.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Security

Reg Key i.OpenSitePerm
Name:

Registry REG_DWORD
Key Type:

Available The values available are in a drop down list that is not editable.
Values: Current options are those listed in the description above.

Category: |Security
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Policy Show Permission Issue Warning
Name:

Requiremen | PDF-XChange Editor v6.0.318 or later.
ts:

Description: | Controls the display of notification messages that inform users
that an administrator has forbidden the current action.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Security

Reg Key b.CanShowOpenPermErrMsg

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled
Values:
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3.4.3.1.9 Toolbars/Menus Options

Toolbars/Menus Options

Category: |Toolbars/Menu Options
Policy Lock All Toolbars/Menus
Name:

Requiremen
ts:

PDF-XChange Editor v6.0.318 or later.

Description: | Locks all toolbars and menus from being customized by users.
Reg Key HKEY_LOCAL MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts

Reg Key b.AllBarsLocked

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0" — disabled

Values:

Category: |Toolbars/Menus Options

Policy Lock All Tool-panes

Name:

Requiremen
ts:

PDF-XChange Editor v6.0.318 or later.

Description:

Locks all tool panes and menus from being toggled/resized by
users.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts

Reg Key b.AllPanesLocked

Name:
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Registry REG_DWORD
Key Type:

Available “1" — enabled, "0" - disabled
Values:

Category: |Toolbars/Menus Options

Policy Toolbars Visibility
Name:

Requiremen | PDF-XChange Editor v6.0.318 or later.
ts:

Description: | Specifies the custom visibility state for certain toolbars.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts

Reg Key t.BarsVisibility
Name:
Registry REG_SZ
Key Type:

Available There are currently sixty-three toolbars available in PDF-
Values: XChange Editor, and toolbars may be added or removed when
new builds are released. Instructions on how to ensure you are
using the correct toolbar IDs your version of PDF-XChange
Editor are available here.[ ]

Examples:

file:0Jcommenting:0 - to hide 'File' and '‘Commenting' toolbars.
*:0|file:1|commenting:1 - to hide all existing toolbars except the 'File' and ‘Commenting' toolbars.

Category: |Toolbars/Menus Options

Policy Allow Creating Custom Toolbars
Name:

Requiremen | PDF-XChange Editor v6.0.318 or later.
ts:

Description: | Specifies whether or not users are allowed to create new
toolbars.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts
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Reg Key b.CanCreateBars

Name:

Registry REG_DWORD

Key Type:

Available “1" — enabled, "0" — disabled
Values:

Category: |Toolbars/Menus Options

Policy Allow Removing Custom Toolbars
Name:

Requiremen
ts:

PDF-XChange Editor v6.0.318 or later.

Description:

Specifies whether or not users are allowed to remove custom
toolbars.

Reg Key HKEY_LOCAL MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts
Reg Key b.CanDeleteBars

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0" — disabled
Values:

Category: |Toolbars/Menus Options

Policy Allow Renaming Custom Toolbars
Name:

Requiremen
ts:

PDF-XChange Editor v6.0.318 or later.

Description:

Specifies whether or not users are allowed to rename custom
toolbars.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts

Reg Key b.CanRenameBars

Name:

Registry REG_DWORD

Key Type:
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Available “1" — enabled, "0" — disabled

Values:

Category: |Toolbars/Menus Options

Policy Allow Reseting All Customizations of Toolbars/Menus
Name:

Requiremen
ts:

PDF-XChange Editor v6.0.318 or later.

Description:

Specifies whether or not users are allowed to reset all toolbar
and menu customizations.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts
Reg Key b.CanResetAll

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled
Values:

Category: |Toolbars/Menus Options

Policy Allow Reseting Toolbars/Menus
Name:

Requiremen
ts:

PDF-XChange Editor v6.0.318 or later.

Description:

Specifies whether or not users are allowed to reset toolbar and
menu customizations.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts

Reg Key b.CanResetBars

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled

Values:

Category: |Toolbars/Menus Options
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Policy Commands Visibility
Name:

Requiremen | PDF-XChange Editor v6.0.318 or later.
ts:

Description: | Specifies the custom visibility of some commands in
toolbars/menus

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts

Reg Key t.CmdVisibility

Name:
Registry REG_SZ
Key Type:

Available There are currently 840 commands in PDF-XChange Editor that
Values: can be managed by this policy - and these commands may be
updated between builds. Instructions on how to find the correct
Command IDs for your version of PDF-XChange Editor are
available here.[ ]

Examples:

open:0|save:0 - to hide 'Open' and 'Save' commands in toolbars/menus.
*:0|open|save - to hide all commands in toolbars and menus except the ‘Open’ and 'Save'
commands.

Category: |Toolbars/Menus Options

Policy Commands Availability
Name:

Requiremen | PDF-XChange Editor v6.0.318 or later.
ts:

Description: | Specifies the custom availability of some commands in
toolbars/menus.

Reg Key HKEY_LOCAL MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts

Reg Key t.CmdAccess
Name:

Registry REG_SZ
Key Type:
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Available There are currently 840 commands in PDF-XChange Editor that
Values: can be managed by this policy - and these commands may be
updated between builds. Instructions on how to find the correct
Command IDs for your version of PDF-XChange Editor are
available here.[ ]

Examples:

open:0|save:0 - to disable the 'Open' and 'Save' commands in toolbars/menus.
*:0|open|save - to disable all commands in toolbars and menus except the '‘Open' and 'Save'
commands.

Category: |Toolbars/Menus Options

Policy Hide All Licensed Features
Name:

Requiremen | PDF-XChange Editor v6.0.318 or later.
ts:

Description: |Hides all licensed features from toolbars and menus.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts

Reg Key b.HidePRO

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled
Values:

Category: |Toolbars/Menus Options

Policy Size of Ribbon Pane (Expanded/Collapsed) in Browser Plug-in
Name:

Requiremen | PDF-XChange Editor v7.0.328 or later.
ts:

Description: | Specifies the default expanded/collapsed size of the ribbon pane
in the browser plug-in.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts
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Reg Key
Name:

Registry REG_DWORD
Key Type:

Available
Values:

Category: |Toolbars/Menus Options

Policy Toolbars Layout in Browser Plug-in (Ribbon/Classic)
Name:

Requiremen | PDF-XChange Editor v7.0.328 or later.
ts:

Description: | Specifies that the toolbar layout in the browser plug-in is either
Ribbon or Classic.

Reg Key HKEY_LOCAL MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts

Reg Key
Name:

Registry REG_DWORD
Key Type:

Available
Values:

Category: |Toolbars/Menus Options

Policy Toolbars Layout (Ribbon/Classic)
Name:

Requiremen | PDF-XChange Editor v7.0.328 or later.
ts:

Description: | Specifies that the toolbar layout is either Ribbon or Classic.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\CmdOpts

Reg Key
Name:

Registry REG_DWORD
Key Type:
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Available
Values:
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3.4.3.1.10 Update

Update

Category: |Update

Policy Allow User to check for Updates for the application
Name:

Requiremen | PDF-XChange Editor v6.0.318 or later.
ts:

Description: | Specifies whether or not users are allowed to check for updates
to the application.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXEditor\3.0\Update

Reg Key b.AllowCheck

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled
Values:

Please note that the PDF-XChange Editor Administrative Template policy detailed here[«1l may
override this policy. If there is a conflict between update policies then the policy that disables updates
will be given priority. For example, if updates are enabled in the PDF-XChange Editor policy but
disabled in the Tracker Updater policy, then updates will not be enabled. Or, if updates are enabled in
the Tracker Updater policy but disabled in the PDF-XChange Editor policy, then updates will not be
enabled in PDF-XChange Editor.
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3.43.2 Examples

Examples

This section of the manual contains examples of using a Group Policy to apply and enforce settings in
PDF-XChange Editor:

e Customizing Toolbars and Commands via Group Policy| ]
e Restricting Available Places When Using the "Add a Place" Feature[]

Additional examples will be added to the manual in the future, so please be sure to check back in order
to keep up to date.
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3.4.3.2.1 Customizing Toolbars and Commands via Group Policy

PDF

y
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Customizing Toolbars and Commands via Group Policy

The ability to customize toolbars and available tools within customized toolbars is a powerful feature
of the PDF-XChange Editor administrative template. It can be used to create and enforce a
significantly customized user interface and end-user experience.

Toolbars
Toolbars display the available commands and buttons in PDF-XChange Editor.

e Toolbars can be shown or hidden.
e Hidden toolbars are not displayed in the application Ul, which is sufficient to prevent users
from accessing them.

Commands
Commands are the actions that PDF-XChange Editor performs.

e Commands can be executed in several ways - users can click icons, buttons and menu items, or
they can use a keyboard shortcut.

e Commands can be hidden and/or disabled.

e Hidden commands are not displayed in the PDF-XChange Editor user interface. However, it is
important to note that this may not be sufficient in preventing users from accessing them, as
keyboard shortcuts can still be used for hidden commands.

e Hidden commands are visible in (and can be made available via) the Customize Toolbars
dialog box. If you want to prevent a command from being used then you must disable it.

¢ Disabled commands that are set to remain visible will be grayed out in the user interface. Users
cannot access these commands using any means, including keyboard shortcuts.

Note that there are more than 840 commands available in PDF-XChange Editor, and in some cases the
functionality of commands is not obvious. This means that the approach of disabling all commands
except those that are required can have unexpected and undesired results. Using a Group Policy to
customize the Ul is best for small changes to the application. If the setup you require is more
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complicated than that, then it is best to use a settings file in conjunction with a policy that prevents
users from modifying it.

Steps Required to Customize Toolbars and Commands via Group Policy

Customizing toolbars and commands via group policy is a three-step process. The first step is to
identify the ID of the toolbars and commands that you require, then you must enable the policy and
apply the list of objects to be manged:

1. Identify the ID of the Toolbars and Commands Required

Note that the list of IDs is dynamic, as the commands are related to the functionality of the software,
which is continually enhanced and updated. PDF-XChange Editor contains a feature that makes it
possible to pull the IDs of commands from the version of the application in question, which ensures
that administrators receive the correct IDs when they create Group Policies.

e The process of locating the IDs of toolbars is detailed here.[+1]
e The process of locating the IDs of commands is detailed here. [

2. Enable the Policy

Note that there are several policies in the PDF-XChange Editor administrative template that relate to
toolbars and commands. They are located in the Toolbars/Menus Options category:

| Group Policy Management Editor - [m] *
Fie  Action  Wiew Help
ey mE s Hm T
11 Test Policy for Screenshots [DC2.PDF-XCHANGEMET] | & _ Taolbars/Menu Options
v i Computer Configuration .
w [ Policies Select an item to view its desciiption.  Setting State
| Software Settings =) Leck All Toolbars/ Menus Mot canfigured
| Windows Settings = Leck All Tool-panes Met configured
~ || Administrative Templates: Policy definitions ) Teolbars Visibility Met canfigured
App-V i) Allow Creating Custom Toolbars Net configured
| Tracker Software: PDF-Tools 2 Allow Removing Customn Toolbars Mot configured
w | Tracker Softwane: PDF-XChange Editor A2 Allows Renaming Custom Toelbars Net configured
| Document Info Bar i Allow Reseting All Custormizations of Toolbars/Menus Mot configured
| File Associations 1=, Allow Reseting Toolbars/Menus Mot configured
Java Seript =) Commands Availability Met configured
- Mizcellancous = Cammands Visibility Met canfigured
| Plugins =) Hide All Licensed Features Mot configured
. p‘refutm‘: &4 i Saze of Ribbon Pane (Expandeds/Collapsed) in Browser Plug-In  Not configured
. ;t:?:ti::tlon 2, Teolbars Layout in Browser Plug-In (Ribbon/Classic) Net configured
§ Toolbers/ier Options i Tewlbars Layout (Ribbon/Classic) Mat configured
1 Update
Tracker Software: Updater
oo Al Scning-:
| Preferences
w % User Canfiguration
| Policies = €
< » ' Extended /4, Standard /
14 setting(s)

Figure 1. Group Policy Management Editor, Toolbars/Menus Options Category, Available Policies
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¢ "Toolbars Visibility" and "Commands Visibility" are used to show/hide toolbars and
commands respectively.

¢ "Commands Availability"” is used to enable/disable commands. (Note that toolbars cannot be
disabled, although they can be hidden).

e All policies take a list of items to show/hide, as detailed in their respective policy descriptions,
which are detailed here.[)

. Apply the List of Obj Managed
Each object in the list consists of a string (element name) and their permission level, separated by a
pipe '|' character. Each element consists of two parts separated by a colon "' - the first part is the
element name (l.e. the toolbar or command ID) and the second part is the permission level. The

available permission levels are defined in each policy and are usually an integer value:

<element name>:<integer value>|<element name>:<integer value>|<element
name>:<integer value>

Note that an asterisk "** can be used as a wild card to represent "all elements”, but it cannot be used
within an element name. For example, in the Toolbars Visibility policy:

*:0|file:1|commenting:1

hides all toolbars except the File and Commenting toolbars.

The general syntax is as follows:
A:1|B:1|C:2|D:3 - will explicitly set elements A and Bto 1, Cto 2 and D to 3.
*:0|B:1|C:1|D:1]E:2 - will set all elements to 0 except B, C and D, which will be set to 1, and E,

which will be set to 2.

Note that unspecified elements will remain "unconfigured”, and will not be affected by the policy -
users will be able to change them as they would in an unmanaged environment.
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3.4.3.2.1.1 Locating the ID of Toolbars
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Locating the ID of Toolbars

Follow the steps below to locate the ID of toolbars:
1. Open PDF-XChange Editor.

2. Right-click any blank space on a toolbar and then click Customize Toolbars:

vl Jgmi b v S v “ v o0 v () () Architecture - PDF-XChange E., | Cuit [+] Quick Access 23] — O
Heme | View | Comment | Protect | Form Organize Convert | Share | Review | A |£| Quick Find | Format D“ &
3 1 [+ Quick Launch |

[\..

r\JTE] Hand D+ Move Pages E::l

Architecture

S ) |

ler and Footer v~
v Document Toolbars

le Select Text D D [j Merge Pages |- B= |Z| Document Options | $ Numbering v
4r Other Tools v D Split « Eﬁ miay Rotate Crop e |Z| Launch Application | \ber Pages
Tools Pages Transform Pages |Z| Page Layout

oooo*" E‘ Dm

1,

[
Ll

|i| Page Zoom ~
|7| Cuick Tools

"J Reset Toolbar

%87 Lock All Toolbars

u‘;‘ Laock All Tool-Panes

E‘;?é Customize Toolbars...

LIVING ROOM

1€ €

[

<«

D DDr\r\ (333%

'vi' Options... ¥ z I< ( ::' 3/ :

£ I._.I L |/_-\| "W
"/ @ g N

Figure 1. PDF-XChange Editor Ul, Right- CI|ck Context Menu Customize Toolbars Highlighted

The Customize Toolbars dialog box will open:
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Customize Toolbars n

Toolbars | Commands

Options

Here you can manage Ribbon tabs/toolbars visibility, create, rename and delete custom tabs/toolbars,
J recrder all of them. Tip: outside of this dialog you are also able to drag-n-drop toolbars between ribbon tabs
by selecting the gripping area on the |eft of each toolbar (or the toclbar's caption if toclbar is not docked).

5__‘.'? Mew... v Rename Reset Delete
~ Main Tabs -

|E| Heme

[v] view

|E| Comment

|E| Protect

|E| Form

|E| Organize

|E| Convert

|E| Share

|Z| Review

[v] Accessibility

|E| Bookmarks w
Reset All Close
Figure 2. Customize Toolbars Dialog Box, Toolbars Tab

3. Select the desired toolbar from the list and then press Ctrl+C to copy the Toolbar ID to the
Windows clipboard.
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3.4.3.2.1.2 Locating the ID of Commands
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Locating the ID of Commands

There are more than 840 commands available in PDF-XChange Editor and the list continues to grow as
we add more features and functionality to the software. The first step in customizing which of these
commands are available in the toolbars is to get the unique ID for each command, which can be done
following the steps detailed below.

1. Open PDF-XChange Editor.

2. Right-click empty space space on a toolbar and then click Customize Toolbars:

= v [ i g ~ S v v (&) () Architecture - PDF-XChangeE.. | Cit (] Quick Access 2] — O x
Home | View | Comment | Protect | Form Organize Convert | Share | Review | A |£| Quick Find | Format Dﬁ & L)
Jﬂ-rI 4 |i| Quick LELIr'ICh | ——
2 Hand DJ- - D‘r Move Pages E::‘I 5 . ~ Document Toolbars fer and Footer ~
£ [ = | — ) | .
le Select Text [\J ~ D Ea Merge Pages |- |i| Document Options | § MNumbering ¥
4+ Other Tools v @ Split + [\D— Overlay | Rotate Crop Resize |Z| Launch Application | jber Pages
Toaols Pages Transform Pages |Z| Page Layout
Architecture 2 |Z| Page Navigation _z
< [v] Page Zoom "
‘, |7| Quick Tools
D (_J Reset Toolbar
5% Lock All Toolbars |
uﬂ Lock &ll Tool-Panes
BEDAl gtﬁé Customize Toolbars...
B |
L 4 |
|
|
|
v, |
" 0
2 LIVING ROOM i
|
Sl | v
_'als_l J‘ Opti v |< ) ( < ) | (=) =@ (+) =
ptions.. i S ' \f/ 1€

Figure 1. PDF-XChange Editor Ul, nght CI|ck Context Menu, Customize Toolbars Selected
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The Customize Toolbars dialog box will open.

3. Click the Commands tab:

Customize Toolbars n

Toolbars  Commands | Options

To add a command on a toolbar, or menu, drag the command from the Commands list, and drop it on the
desired target,

Categories: Commands:
<Al Commands> (1272) ~ Q
= Y
<All Shortcuts= (110) : l
<Mo Description=
File (51) —
Edit (144) o JIYA Description>
View (170)
Decument (161) <Mo Description
Comments (B8] —
Form (83) <Mo Description>
Tools (110) =
Window (14) <Mo Description=
Help (13) v
Loupe View (5) —
Pan Zoom View (1] h Aol S o o
Reset All Close

Figure 2. Customize Toolbars Dialog Box, Commands Tab

4. Use the Commands text box to search for the desired commands. For example, enter "pencil
tool" to return the Pencil Tool:
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Customize Toolbars n

Toolbars | Commands | Options

To add a command on a toolbar, or menu, drag the command frem the Commands list, and drop it on the
desired target,

Categories: Commands:
<All Commands=> (2) pencil tool
Toals (2 \/ Eraser Tool
N Erase objects drawn using the Pencil tool,
Pencil Tool

. Draw freehand objects,
Use the Properties pane to set properties,

Export to CSV... Mew... Properties...

Reset All Cloze

Figure 3. Customize Toolbars Dialog Box, Commands Tab, Example Search

Note that the Eraser Tool is also returned in this search as the text in its description contains a
reference to the Pencil Tool.

5. Select the desired command and then click Properties to view the properties of the command.

The Command Properties dialog box will open:
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E Command Properties >
Appearance Identification
Image: d ID: | emd.tocl.annot.pencil
L™
Title: | Pencil Tool Adobe@ Mame: | AnnotmTookInkMenultem
Short Title: | Pencil Shortcut
Tooltip: | Draw freehand pbjects. . Assigned:
Use the Properties pane to set properties.
Remowve
Clear
Key=
< press shortout keys>
Shortcut currently used by:
Reset Command QK Cancel

Figure 4. Command Properties Dialog Box, Pencil Tool

The ID of the command is displayed in the ID text box. The ID for the Pencil Tool is
"cmd.tool.annot.pencil”.

When the ID of commands in PDF-XChange Editor are defined in an Active Directory administrative
template, the first section - "emd" - of the ID can be omitted. If the pencil tool is being defined, then
the ID "tool.annot.pencil” is sufficient.
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3.4.3.2.1.3 Hiding and Disabling Tools

Hiding and Disabling Tools

Tools can be hidden and/or disabled in PDF-XChange Editor. It is important to understand the
differences between these options when you are customizing the Ul, and how the options that you
select will impact the experience of users. Hiding tools prevents them from being displayed in the Ul,
but it does not prevent tools from being called by other methods such as keyboard shortcuts. Disabling
tools results in them not being able to be used, and they will be greyed out in the Ul (although they will
still show up in searches when customizing toolbars).

If you want to ensure that users can neither see nor use tools, then it is necessary to both hide and
disable them.

Toolbars can also be hidden, which will hide the toolbar and the tools within it. However, the tools can
still be added back by users. If you want to remove and disable a toolbar and its tools, then it's
necessary to hide the toolbar and hide and disable the tools.

The steps to follow are:

1. Disable the Tools/ !
2. Hide the Tools/[ )
3. Hide the Toolbar|+s] on which the tools were located (optional).

It's necessary to use three policies from the "Toolbars/Menu Options” category of the PDE-XChange
Editor Adminstrative Template[s3 in order to hide and disable features. Each policy performs one of
the steps outlined above:

e Commands Availability - enables/disables commands functionality.

e Commands Visibility - shows/hides command icons from the Ul.

¢ Toolbars Visibility - shows/hides the toolbars on which commands icons/buttons are displayed
from the UL
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1= Group Policy Management Editor - m] X
File Action View Help

e s@ =z BEl T

|/ Hide Docu-Sign [DC1.PDF-XCHANGE.NET] Policy A | Toolbars/Menu Options
v & Computer Configuration I
- Policies Toolbars Visibility Setting State Comment
“| Software Settings X iz Lock All Toolbars/Menus Mot configured Ne
Edit policy setting
“| Windows Settings Lock All Tool-panes Mot configured Mo
~ [] Administrative Templates: Policy definitions Requirements: I B Toolbars Visibility Enabled I No
_| Tracker Software: PDF-Tools PDF-XChange Editor v6.0.318 or later ow Creating Custom Toolbars Mot cnnflgur-ed No
~ [ ] Tracker Software: PDF-XChange Editor o Allow Remeving Custom Toolbars Mot configured Ne
< escription: . "
| D.n(umen.t Ir.\Fu Bar Specifies the custam visibility state Allow Renaming Custom Toolbars Mot configured Ne
_| File Associations for certain toolbars. Allow Reseting All Customizations of Toelbars/Menus Mot configured No
| Java Seript Allow Reseting Toolbars/Menus Mot configured Neo
- Miscellaneous Examples: Commands Availabili Enabled No
Plugins file:0]commenting:0 - to hide 'File' . el
Pk and 'Commenting' toolbars. Commands Visibility Enabled Mo
| Freferences *Dlfile:]|commenting: - to hide all Hide All Licensed Features Mot configured No

| Registration

existing toolbars except the File’ Size of the Ribbon Pane (Expanded/Collapsed) in Browser Pl... Mot configured No
and 'Commenting’ toolbars,

Toolbars Layout in Browser Plug-In (Ribbon/Classic) Mot configured Mo
Size of the Ribbon Pane (Expanded/Collapsed) in the Stand ... Mot configured Mo
\iz| Toolbars Layout (Ribbon/Classic) Mot configured Ne

Toolbars/Menu Options

| Tracker Software: Updater
“| Tracker Software: Vault

i All Settings
| Preferences
~ ¢l User Configuration
“| Policies .
< T > |’ Extended / Standard

15 setting(s)

Figure 1. Toolbars/Menu Options in the PDF-XChange Editor Administrative Template
Example

The following example will detail how to hide and disable the DocuSign features, which are detailed in
the Protect tab of the Ul
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E S ‘_I-J @ E’ v v v v @ Architecture - PDF-XChange E.. | Quick Launch (Ctrl+) O l‘é w2l — O b4
Home  View  Comment J Protect { Form  Organize Convert  Share  Review  Accessibility Bookmarks Help E;N“ Find... ® C
o (=0 R = i = i i i "'
r\JT[IJ Hand ;‘&: Q/ E?L: E E_/ Mark for Redaction Dﬂ = ) ,| @ Sign with DocuSign Ei
TI* Select Text — Ef No Signatures v Apply Selected N ] ﬁ @ Send with DocuSign |
@ Create Envelope

- Sign - = Security  Security
{:ﬁ' Other Tools Document E E\; E\JAppl}rAll Properties Policies
Tools Redact DocuSign

Digital Signatures

Signatures and Initials

Document Security

it 4 [ ISy

are

LIVING ROOM

2D

_Ej. ; [ T wias e o e st oo NV

W howes s (®OL 3O ®@C JOHDREE _O0-0+——®,3~"
Figure 2. Protect Tab, DocuSign Features Highlighted

Note that the DocuSign features are located in the Document tab when PDF-XChange Editor is
viewed in the classic Ul:
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g i #1j 3PIT LOCUMENT.. -
. . s Quick Launch (Ctrl+.) j'l_l:; v :: — O b4
Replace Pages...
L]

k|

Bookmarks  SharePoint  Window  Help P D“Find... Search...

T T. |68 VRS L &
| HER 8/ CQO=¢
S _ |<‘EI. T, *’)). Line‘ Dﬁ e I<@

| D.i Delete Pages

\[fﬂ] % .% Overlay Pages..
[

k|

7

i File Edit View Document]
File Standard Actual |

KoYk Yk S 1=, Rotate Pages... Ctrl+Shift+R
## 100% -
IE E\; Muore for Pages »
Architecture —+
El- Enhance Scanned Pages
[ =

.@ Deskew Pages Content

OCR Page(s)...

?’A Replace Fonts...

R 4 Convert Colors

Digital Signatures »

Df Signatures and Initials »

D Security Properties
1 . .
%3 Security Policies

EDocuSign > ] @ﬁgn with DocuSign

E/ Redaction »
ABC

ooo." H‘ 'm

Spell Check F7

«

:\].-52.3: Word Count

1€ €

- I £ i N
Launch: ] <Mone> > togoutof Docudign | v "\._'/"_@ 0 g =~

Lk Options... ¥ (1<)
1€ £

Figure 3. Classic Ul, Document Tab, DocuSign Options

Disable the Tools (Commands Availability)

Double click the "Commands Availability" policy in the PDF-XChange Editor template category
"Toolbars/Menu Options" of the Group Policy Management Editor:
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=l Group Policy Management Editor
File Action

e nFm = HBE T

View Help

__J Hide Docu-5ign [DC1.POF-XCHANGE.NET] Policy
w il Computer Configuration
~ | Policies
| Software Settings
~ Windows Settings
~ [ Administrative Templates: Policy definitic
| Tracker Software: PDF-Tools
w [ | Tracker Software: PDF-XChange Edito
| Document Info Bar
" | File Associations
| Java Script
| Miscellaneous
Plugins
Preferences
_| Registration
| Security
_| Toolbars/Menu Options
- Update
_| Tracker Software: Updater
| Tracker Software: Vault
_ All Settings
| Preferences
~ i, User Configuration
= Policies

< >

-~

 Toolbars/Menu Options
Commands Availability

Edit policy setting

Requirements:
PDF-XChange Editor v6.0.318 or later

Description:

Specifies the custom availzbility of
certain commands on
toolbars/menus,

Examples:

open:0|save: - to disable 'Open’
and 'Save' commands in
toolbars/menus,

*:D]open:1|save:] - to disable all
commands in toclbars and menus
except the 'Open’ and 'Save’'
commands.

15 setting(s)

Setting

Lock All Toolbars/Menus

Lock All Tool-panes

Toolbars Visibility

Allow Creating Custom Toolbars

Allow Removing Custom Toolbars

Allow Renaming Custom Toolbars

Allow Reseting All Customizations of Toolbars/Menus
|2 Allow Reseting Toolbars/Menus

2] Commands Availability

=] Commands Visibility

Hide All Licensed Features

Toolbars Layout in Browser Plug-In (Ribbon/Classic)

Toolbars Layout (Ribbon/Classic)

Size of the Ribbon Pane (Expanded/Collapsed) in Browser PL...

Size of the Ribbon Pane (Expanded/Collapsed) in the Stand ...

State

Mot configured
Mot configured

Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Enabled

Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Comment
Mo
No
No
Mo
No
No
Mo
Mo
No
Mo
No
No
No
Mo
No

\ Extended /(Standard

Figure 4. Group Policy Management Editor, Toolbars/Menu Options

docuSign:0]docuSign.createEnvelope:0jJdocuSign.login:0lJdocuSign.logout:0|

Select "Enabled”, then enter the following string into the "List" field:

document.docuSign.send:0]document.docuSign.sign:0

Click OK:
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& Commands Availability - .
Ei Commands Availability oo s g
() Mot Configured Comment:
(®) Enabled
() DisaMed
Supported on: | ppF-XChange Editor v6.0.318 or later
Opticns: Help:
Enter the list of coMypand identifiers with their SF'ECiﬁESrthE custom availability of certain commands on
access state values, toolbars/menus.

List :uSign.send:D|d|:ucL|ment.du:ucuSigr1.sign:D Exarnples:

open:0|save: - to disable 'Open’ and 'Save’ commands in
toolbars/menus,

*0|open:1|save:1 - to disable all commands in toolbars and
menus except the 'Open’ and 'Save’ commands.

0K Cancel

Figure 5. Commands Availability Dialog Box

See herel ! for how to derive the list of command names.

Hide the Tools (Commands Visibility)

Double-click the "Commands Visibility” policy in the "Toolbars/Menu Options” category of the
Group Policy Management Editor, as detailed in (figure 4) above.

Select "Enabled", then enter this string into the "List" field:

docuSign:0|docuSign.createEnvelope:0]docuSign.login:0jJdocuSign.logout:0|
document.docuSign.send:0Jdocument.docuSign.sign:0
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Click OK:

A Commands Visibility O *

Ei Commands Visibility Previous Setting MNext Setting

() Mot Configured Comment:
(®) Enabled
() DisaMed
Supported on: | ppF-XChange Editor v6.0.318 or later
Opticns: Help:
Enter the list of co&and identifiers with their SF'ECiﬁESrthE custom visibility of certain commands on
visibility state values toolbars/menus.

Lise |:uSign.send:0|document.decuSign.sign:0 Exarnples:

open:0|save: - to hide 'Open’ and 'Save’ commands in
toolbars/menus,

*0|open:1|save:1 - to hide all commands in toclbars and menus
except the 'Open’ and 'Save’ cormmands.

0K Cancel

Figure 6. Commands Visibility Dialog Box

Hide the Toolbar (Toolbars Visibility)

The Toolbars Visibility policy toggles the display of toolbars. It does not affect the availability of the
tools in the toolbar. If you want to avoid an empty toolbar appearing in the Ul after you have hidden
tools, then it is also necessary to hide the toolbar.
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[ A - Q @ b v 4 v v v Mew Document” - PDF-XChange Editor Hand Toal QuickLaunch (=) Q[ IE®~IE3]| — O X
Home View Comment | Protect | Form Organize Convert Share Review Accessibility Bookmarks Help  Format r:‘ ind... g Search.. "
] Hang o 5 5 o) 5 3 Manage [ Mark for Redaction [
=~ i o | mos (R i =1TH \ 4
TIkSelectTaxt Cd Cd @ ; No Signatures Apply All Apply Selected ﬂ 't[-
. Sign Place  Certify Certify Timestamp Validate All Clear Al o | = Findand Sanitize | Security Securi
2% OtherTools ¥ pociment Signature (Irwisible) Signatures Signatures Cancel Al | [, Apply Al Redact Document Properties Polici
Tools Digital Signatures Signatures and Initials Redact Document Securi§y | DocuSign
New Document "|+ x

Figure 7. DocuSign Toolbar Visible, but with Features Unavailable

Double-click the "Toolbars Visibility” policy in the "Toolbars/Menu Options™ category of the Group
Policy Management Editor, as detailed in (figure 4) above.

Select "Enabled”, then enter this string into the "List" field:

rbar.protect.docuSign:0

Click OK:
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A Toolbars Visibility

Ei Toolbars Visibility Previous Setting MNext Setting

() Mot Configured Comment:

(®) Enabled

Supported on:

PDF-XChange Editor v6.0.318 or later

Opticns: Help:

Enter the list of Sgplbar identifiers with their visibility Specifies the custom visibility state for certain toolbars.
state values,

Examples:

file:0|commenting:0 - to hide 'File' and 'Commenting’ toclbars.

“0|file:1|commenting:1 - to hide all existing toolbars except the
'File' and 'Commenting' toclbars.

List |r|::|ar.pru:utect.du:ucu5ign:D

N

0K Cancel

Figure 7. Toolbars Visibility Dialog Box

After a successful GPUpdate on the client, PDF-XChange Editor will have the DocuSign features
disabled and hidden:
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Z w v ik v v~ PDF-XChange Editor Quick Launch (Ctri+~) QU |{B8 » _ O x
Home View Commenf] Protect nize Convert Share Review Accessibility Bookmarks Help Find... . Search... Cad
Hand Place Signature E;:(_Manage '
Select Text Certify lo Sig Apply All Apply Selected =
Sign e P ) Find and Sanitize Security  Security
25 Other Tools > o cjient Certify (Invisible] Cancel All Apply Al Redact Document | Properties Policies
Tools Digital Signatures Signatures and Initials Redact Document Security

Documents can be opened by double clicking here...

Figure 8. Protect Tab, DocuSign Features Disabled and Hidden

V10 SysAdmin Manual




PDF-XChange Editor

3.4.3.2.2 Restrict Available Places When Using "Add a Place"

PDF

y
A

Restricting Available Places When Using "Add a Place"

'Places' in PDF-XChange Editor refer to user-defined locations in the Open and Save dialog boxes.
Places are frequently used locations that are used to open and save documents, such as a folder on the
local computer or a cloud service such as Dropbox or Google Drive. The supported cloud services in
PDF-XChange Editor each have an associated plugin, and only places with active plugins are available
when adding a new place.

When users want to add a new place to PDF-XChange Editor, they click the File tab, then click Add a
Place:

~ @ W_} v Ll v ~ ~ @ Architecture - PDF-XChange E.. | Cuick Launch (Ctrl+)) Q 4"',6_ v (B2 — O x

Home View Comment Protect Form  Organize Convert  Share  Review  Accessibility Bookmarks Help If;}iFind... & L)

Open
“ Open Add a Place
Save |_|F\ ) E Box.com
Recent Files
@ g Dropbox
.'l=jj Sessions . Google Drive
@ One Drive
New Document @3 Open from URL E:} SharePoint

Save As

Save as Optimized

Print 0 Local Folder
Add a Place

Print All o

Export Browse

Document Properties

Rename

Move To Trash

Figure 1. File Tab, Add a Place, Default Cloud Services Displayed
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Plugins for places can be disabled via the preferences in the GUI of PDF-XChange Editor. Click
Preferences in the File tab to open the preferences, then click the Plugins category in the list on the

left:
Iog Preferences ¥
Categories ,z Plugins
Measurement *| | Available Plugins
¥ Measurement 3D Marne Publisher Version| *
L, Multimedia 3D |Z| Azure RMS Plugin Tracker Software Products (Canada) Ltd 1.0.0
E/ OCR |Z| Bookmarks Tracker Software Products (Canada) Ltd 1.0.0
. |7| Box.com Access Tracker Software Products (Canada) Ltd 3.0.0
" Performance —
“_;' |i| PDF Color Converter Tracker Software Products (Canada) Ltd 9.0.3
Places |Z| PDF to M5-Office Converters Tracker Software Products (Canada) Ltd 1.0.0
¢4 Plugins [v] csv To PDF Tracker Software Products (Canada) Ltd 1.0.0
S Scanner Presets S T ——
- Mere Plugins... Enable Setup...
F,J},* Search Providers
) Security . Enabling/Disabling plugins requires application restart
@) Send Mail Plugin Information
E:} SharePoint s
D Signatures Description:
O | Snapshot Tool
Legal:
) Speech i
f Tools Copyright:
'-'i-' Update -
QK Apply Cancel

Figure 2. Preferences Dialog Box, Plugins Category Selected

Plugins for places are listed in the Available Plugins pane. Clear boxes to disable the associated
plugin. Disabling the plugin of a cloud service completely removes the service from PDF-XChange
Editor and it will no longer be listed in the list of available places:
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v v Lk v “ v PDF-¥Change Editor Cuick Launch (Ctrl+.) Q ,J'I_é v

Home View Comment Protect Form  Organize  Convert  Share  Review  Accessibility Bookmarks  Help \.:. Find... s &

Open Add a Place

||| LY Box.com
@ Recent Files E
¥

Sa zed H | Sessions
@, One Drive
Mew Document @\9 Open from URL E:]- SharePoint

Lecal Folder

& Google Drive

Print ‘ O e
a e

Print All

Browse

Document Properties

Figure 3. File Tab, Add a Place Options, All Places except SharePoint Disabled
Administrators can use the PDF-XChange Editor administrative template to enforce their choice of

available plugins. The policy takes a list of plugins and a value for their state, with '0' meaning disabled
and '1" meaning enabled. The format of the list is:

[plugin name]: [value]
and items are separated with a | (pipe) character. The default setting is to allow all plugins, which

means the options for customization are either to specify a list of only the plugins you wish to disable,
or to name each plugin and their desired state explicitly. Wild cards can be used with the * character.

Example

The following policy will disable the Box.com, Dropbox, Google Drive and One Drive plugins, and
leave the SharePoint plugin enabled:

BoxFileSys:0|DropBox:0|GoogleDrive:0|OneDrive:0

This policy can be applied as follows:
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1. Open the domain controller, then select the Plugins folder in the PDF-XChange Editor template.

2. Select the "Plugins Access" policy:

Document Info Bar A list of plugine with their

| File Associations permissian |evels.

T Java Seript The list is & string of elements
| Miiscellaneous separated by a'[ (pipe) character,
. - Each element consists of two parts
J Plugins separated by a ' (colon).
. Preferences The first part is a plugin file name
| Registration without an extension, and the
| Security secand part - is the access mode
| Toolbars/Menu Options level. Possible levels are:
| Update ? :'ns::::
Tracker Software: Updater
i All Settings The wild card " defines the level
| Preferences for all plugins that net explicithy

mentioned in the list that follows
it.
¥ || Baamoles:

w @ User Canfiguration

| Policies

' Group Policy Managerment Editor - a *
File Action  Niew Help
|2 = Hm T
1 Test Policy for Screenshats [DC2.PDF-XCHAMGEMNET] | ~ Plugins
w i Computer Configurstion . .
w | Policies Plugins Access é!ttlng State
2 Plugins s Mot configured
| Softweare Setfings Edit policy setting L]
| Windows Settings
~ 7] Administrative Templates: Policy definitions Requirements:
App-V PDF-XChange Editor v7.0.323 or
1 Tracker Software: POF-Tools later
w | Tracker Software: POF-XChange Editor Description:

W
£

< > | Extended  Standard [

1 setting(s)

Figure 4. Group Policy Management Editor, PDF-XChange Editor Plugins

3. Enable the policy and apply the desired setup:
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A Plugins Access O *

5] Plugins Access

O Not Configured ~ Comment:

(®) Enabled

() Disabled

Supported on: | ppE-XChange Editor v7.0.323 or later

Opticns: Help:

Enter GUIDs (in { }) or plugin file names {without Alist of plugins with their permission levels. )

extension), defining their access modes The list is a string of elernents separated by a'|' (pipe) character.

’ ' Each elernent consists of two parts separated by a +' (colon).

List |BoxFileSys:0|Dropbowd|GoogleDrive:0|Or The first part is a plugin file name without an extension, and the
second part - is the access mode level. Possible levels are:
0 - disable;
1 - enable:

The wild card ™' defines the level for all plugins that not explicitly
mentioned in the list that follows it.

Examples:

*l|bockmarks:1' -- disable all plugins except bookmarks;
‘SharePoint:0' -- disable only SharePoint plugin

K Cancel Apply

Figure 5. Plugin Access Dialog Box, Plugins Access Policy Enabled

The names of the plugins files are available in the GUI of PDF-XChange Editor, and can be viewed in
the Preferences dialog box. Click Preferences in the File tab to open the preferences, then click the
Plugins category in the list on the left. Select a plugin in the Available Plugins pane to view the plugin
information. The plugin filename is displayed at the top:
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E Preferences

Categories
Measurement
Measurement 3D
Multimedia 3D
OCR
Performance
Places
Plugins
Scanner Presets
Search Providers
Security
Send Mail
SharePoint
Signatures

Snapshot Tool

| Speech

Toals

! Update

Available Plugins

MName

[«] PDF Optimizer
|z| Read Qut Loud
|Z| Sanitize Plugin
|Z| SharePoint
|Z| Spell Checker
[v] U3DPlugin

Maore Plugins...

oL & Plugins

Publisher Version

T

Tracker Software Products (Canada) Ltd 1.0.0
Tracker Software Products (Canada) Ltd 3.0.0
Tracker Software Products (Canada) Ltd 9.0.3
Tracker Software Products (Canada) Ltd 9.0.3
Tracker Software Products (Canada) Ltd 3.0.0
Tracker Software Products (Canada) Ltd 9.0.3 o

Disable Setup...

1) Enabling/Disabling plugins requires application restart

Plugin Information

Filename:

Description:

Legal:

Copyright:

SharePoint. pvp

SharePoint plugin allows users work with in files located in -~
Sharepoint servers, w
Copyright (c) 2001-22 Tracker Software Products (Canada) Ltd. ~
All rights reserver. ~
Copyright (c) 2001-22 Tracker Software Products (Canada) Ltd. ~
All rights reserved. ~

oK Apply LCancel

Figure 6. Preferences Dialog Box, Plugins Category Selected, Box.com SharePoint Plugin Selected

Note that the file extension should not be used in the policy, so for example the SharePoint plugin
uses SharePoint, as opposed to SharePoint.pvp
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3.44  Registry-Based Custom Settings

PDF

.
A

Registry-Based Custom Settings

Please note that not all customizations are supported via the administrative templates. The list of
available policies is detailed here.[ 3 Some customizations can only be set via a registration key or
through PDF-XChange Editor's GUI. When users make changes to PDF-XChange Editor via the GUI,
the changes are saved to the registry under:

HKEY_CURRENT _USER\Software\Tracker Software

System administrators can push these reg keys directly to the users to set a value one time. As these
values are stored in HKCU, users are able to change them via the PDF-XChange Editor GUI or through
direct manipulation of the registry. This means that registry-based customizations are most useful as a
one-time, initial configuration for users, or for pushing a few specific settings in cases where it is
acceptable for users to deviate from them with their own preferences.

The simplest method for determining the registry key associated with a specific setting is to compare
the changes to the registry before and after applying the setting. For example:

1. Use Regedit to export HKEY_CURRENT_USER\Software\Tracker Software\PDFXEditor\3.0
and save it with a name such as "before.reg".

2. Use the PDF-XChange Editor Ul to make a settings change. This example will use the "Restore
Last Session when application starts" setting, which we will change from disabled to enabled:
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B Preferences *
Categories B Document Options
EI Documents - Open and Mavigate Documents
= 43
L,';- General ||-/| Restore Last Session when application starts |
D Page Display ot o i
: I_.r Manage History & Recents...
@ Page Text
g Registration (] Back/Forward commands navigate through all opened documents
a e /0
" - I Save Documents
r_r j Accessibility =
€D Color Management by |:| Always use Incremental Save
= Select destination folder for 'Save As' documents:

| =y Commenting

E@) Convert from PDF
@ Convert to PDF

Last Uzed Folder - Browse...

[« Save AutoRecover information every:

5 minute(s) :
Ama i e
iR Customize Ul |_| Keep recovery information when closing and discarding changes
' Document Info Bar |Z| Show Recovery Panel if there is any recovery data available

= File Associations New Documents

Forms Q PDF-Specification:
[Z]

Full Screen Auto v
Identity

lawvaScrint

QK Apply Cancel

Figure 1. PDF-XChange Editor Preferences Dialog Box, Documents Category Selected

3. Click Apply to apply the setting, then close PDF-XChange Editor in order to save the
preference to the registry. (Note that settings are stored in memory and only written to the
registry when the program is closed).

4. Use Regedit to export HKEY_CURRENT_USER\Software\Tracker Software\PDFXEditor\3.0
and save it with a name such as "after.reg".

5. Compare the two registration files, for example in WinMerge:
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Figure 2. Registration File Comparison in WinMerge

6. Note the changes that have taken place:

[HKEY CURRENT USER\Software\Tracker Software\PDFXEditor\3.0\Settings\LastSession]
"1.CT"=hex (b) :48,7a,12,b8,e3,88,d4,01

"1.0T"=hex (b):48,7a,12,b8,e3,88,d4,01

"b.RestoreOnStart"=dword:00000001

has replaced the previous keys for HKEY_CURRENT_USER\Software\Tracker
Software\PDFXEditor\3.0\Settings\LastSession, and "b.RestoreOnStart"=dword:00000001 is the

setting to enable the function used in the example.

7. Edit the entry to remove everything but the relevant key:

[HKEY CURRENT USER\Software\Tracker Software\PDFXEditor\3.0\Settings\LastSession]
"b.RestoreOnStart"=dword:00000001

8. Push the key to your users.

If you need assistance determining any specific key then please email support@pdf-xchange.com
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3.44.1 How to Disable the Conversion of Text to Curves When Printing

How to Disable the Conversion of Text to Curves When Printing

The default settings of PDF-XChange Editor convert text to curves when documents are printed. This
ensures the print job is compatible with as many printers as possible as it avoids the need for printer
drivers to understand text with fonts. However, it can also significantly increase the size of print jobs.
When a physical printer is used it can result in a larger than expected job on the printer spooler, and
when the print job is captured and saved by a virtual printer such as PDF-XChange Printer
Standard/Lite the output files can become quite large.

Please note that it is never advisable to print PDF documents to PDF. The process of running PDFs
through the Windows print system results in the loss of all interactive PDF features, and can cause
additional issues - therefore it should be avoided whenever possible. If it is absolutely necessary to
reprint a PDF and issues with file size bloating occur, then it may be as a result of the conversion of text
to curves. Follow the steps below to change the settings for text rendering:

1. Click the File tab, then click Print:
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E v d.J @ W_) vk v v Architecture - PDF-XChange E.. | Cuick Launch (Cirl+) Q l‘,n‘, - (M = O X
Home | View | Comment | Protect | Form | Organize | Convert | Share | Review | Accessibility| Bookmarks| Help | Format _E“ A Cad
Opeﬂ Add a Place
Save || Box.com
| ®' Recent Files E
Save As g Dropbox
A Sesci & Google Drive
Save as Optimized FHHH ess1ans
@, One Drive
Mew Document @ Open from URL E:]- SharePoint
Print ° Local Folder
Add a Place
Print All ¥
Export Browse
Share
Document Properties
Rename
Move To Trash -

Figure 1. File Tab, Print

The Print dialog box will open.

2. Click the More button:
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E Print

Printer Paper "Letter/ANSI A'
.
Mame: 7@ PDF-XChange Standard D v Properties... .
Status: Ready

Page Setup...
Type: PDF-XChange Standard Driver
Copies: | 1 - |:| Collate Duplex: | Auto (Mone) v

Page Range: 10 of 10 pages selected

@ Pages: EII Current: 1 Custom |

Subset: m Odd Even | [ | Reverse Order
O Current View
O Selected Graphic

Page Placement and Scaling

e,
T AR T e
H ey
pous 0w
Type:  None H
~
1o

Page Zoom: | 100% -

| Auto-Rotate Page on Paper

| Select Paper Size by Document's Page Size

0
|:| Auto-Center Page on Paper
L
[»] Ignore Printer Margins

Advanced Print Options

Print: | Document and Markups

i@ 2 3 4 5 6 7 & 910
e Select Sheets: | 1-

(10 selected, 10 total) |:| Reverse

Print Cancel

Figure 2. Print Dialog Box, More Button

The Advanced Print Options dialog box will open:
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& Advanced Print Options x

Print Content Options

|E| Print Page Content
|E| Print Markups (annotations such as rectangle, circle, polygon, etc.)
|z| Print Stamps
|E| Print Form Fields
|:| Field Data Only (field with no border or background)

|E| Print Media-Annotations (movie, sound, 30, etc.)
|E| Show Print-Marks &nnotations
|:| Print Motes

|:| Print Note Pop-Up(s):

Opacity: [75%

R

Rendering Options

Color Override: Maximum Resclution for lmages:
Auto v 300 dpi v

Text Rendering Mode: Resolution for Gradient Fills:
Outline for Embedded Fonts  + 150 dpi v

Line Width Mode:
Auto -

|:| lgnore Accessibility Color Overrides

|:| Ignore Page Crop-Clip

aK Cancel

Figure 3. Advanced Print Options Dialog Box
3. Click the Text Rendering Mode dropdown menu, then select the Auto option and click OK.

Push the following reg key to make Auto the default text rendering mode for all users:

[HKEY CURRENT USER\Software\Tracker Software\PDFXEditor\3.0\Settings\Operations\Print
"i.TextMode"=dword:00000000
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3.4.5 Creating and Applying a Settings File

Creating and Applying a Settings File

The settings in PDF-XChange Editor can be saved to file in order to restore saved settings
subsequently, or to apply saved settings to a different installation of the product. Settings files can be
used as a mechanism to apply a common set of settings to multiple machines, and also as a backup
point prior to making changes to the application settings.
Creating Settings Files

1. Click the File tab, then click Manage Settings.

2. Click Export Settings. The Export Settings Options dialog box will open, as detailed below.

3. Select the settings to be exported, then click OK.

Settings files are saved in the (*.xces) format and contain user-defined preferences for the following
options:
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& Export Settings Options O >

Which settings should be exported?

W |Z| Program Options
|Z| Common

|7| Prezets
— Predefined, or custom, action sets,

_ Trusted/Untrusted list
[+ User choice for trusted and untrusted locations
and names,

|Z| Places
|Z| History
|Z| Custom Stamp Collections
|:| Signatures and Initials
v [v| Additional Plugins Data
|E| Spell Checker

(8] 4 Cancel

Figure 1. Export Settings Options Dialog Box
Applying a Settings File
Use the command:

"C:\Program Files\Tracker Software\PDF Editor\PDFXEdit.exe" /importsettings "C:\settir

from within a Windows user session to apply settings from the file PDFXChangeEditorSettings.xces
to their installation of PDF-XChange Editor. For details on /importsettings and other PDF-XChange
Editor command line functionality see the page of the PDF-XChange Editor manual located here.
Note that settings are stored on a per-user basis and applying a settings file will overwrite the user's
current settings. This process will replace all the settings for PDF-XChange Editor when it is next
launched. However, it will not prevent users from making subsequent changes to those settings. This
makes settings files a great method for having a common starting point for all users and then allowing
them to explore and personalize the software to meet their own preferences. Instructions on how to
enforce Ul settings that users cannot change are available here.[ )

Applying a Settings File each Time PDF-XChange Editor Launches
The Windows File Explorer (shell) can be modified in order to apply settings from a file each time

PDF-XChange Editor is launched. This allows users to make changes during their session, but reverts
the application to the specified settings each time it is closed and restarted. If you want to have a
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settings file applied to PDF-XChange Editor each time it starts, then it is necessary to change the
argument that Windows uses to launch PDF-XChange Editor so that it imports the settings when it
opens. The following registry key can be modified in for that purpose:

Computer\HKEY CLASSES_ ROOT\PDFXEdit.PDF\shell\open\command

If you want the settings to be imported when PDF-XChange Editor opens, then make this value include
/importsettings and the path to your settings file. Note that read-access for the current user is required.
Also note that you will need to tell PDF-XChange Editor to open files passed to it as an argument by
adding /A "%1". For example:

"C:\Program Files\Tracker Software\PDF Editor\PDFXEdit.exe" /importsettings "C:\settir

B Registry Editor - a *
Fie Edit “iew Fevontes Help
Computer HKEY_CLASSES_ROCOTPDFEdi. FDFshellopen'c command

POFXEdit FOF & || Mame Type Data
~ |_| POFXEdit FDF L (Defautt) | REG_SZ “Ci\Progeam Files\ Tracker Software\POF Editor POFXE it eee” (4 *%1°
Defaulticon
£ shell
b open
codramand
print
printto

POFXECit XCESESSION
POFXEDtXCLPACK

POFXEit XFDF

POFEEXPS

POFXEditor

POFXEditor

Pdump ProcessDump
PeerDraw PeeDrew

PegrDoaw PeeiDrge,
PeerFactory. PeerFactory
Pearfactony.PesrFactory.
PenAC 42 PimcManagerZd
Penihd 4w PimncSurrogate 4
PerilnputP anel PenlrputPansd
PeninputPanel PeninputPaned 1
PerFile

Personalization

pimfile

PRl

Photo\iewer FileAssoc. Tt
peflile

PininedFrequertPlace

Fipegfils -
€ »

Figure 2. Windows Registry Editor, Example Registry Setting

Please note that settings files are intended to be used in order to determine a starting place that users
can subsequently edit as they choose. If you want to enforce a user experience that cannot be edited,
then you should apply a Group Policy via the administrative template instead, as detailed here.
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3.5 Microsoft Purview Options

Microsoft Purview Options

PDF-XChange Editor allows users to show and apply Microsoft Purview sensitivity labels. These
options are available via the Protect tab in the Sensitivity dropdown menu. Click Connect to
Microsoft Purview to connect to your Microsoft Purview account:

e - @@"2" v v i:E:J Architecture - PDF-XChange Ed..|C, Quick Launch (Ctrl+.) J‘_ﬂ_" 22|l — |

Home View Comment @ Protect | Form  Organize Convert  Share Review  Accessibility Bookmarks Help D“Find...

,\[[E] Hand n }'i] S @D: e E_E& E/ I;-'\ﬁ [\ @Signwith DocuSign ?
’/ 7 . Mo Signatures ~

1 . .
le Select Text & % Send with DocuSign
Place Senmtwlty - 03
4+ Other Tools v Document Signature B i || = EE‘ Create Envelope

Tools Digital Signatures edact Document Security DocuSign

5} Connect to Micresoft Purview...

g YK JIENIE

LIVING ROOM

x

I ¢
“ i &

. v —W:359.44mm X: 10 I'
s Options... v [ S 0 ey 1/

A

1£ £

Figure 1. Protect Tab, Connect to Microsoft Purview Location

The Microsoft Purview Information Protection dialog box will open:
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E Microsoft Purview Information Protection >

]

<

This file is protected by Microsoft Purview Information Protection.

Please enter vour email.

*You will be prompted for Microsoft Authentication in the next step,
The next step may be skipped if the account has been verified before.

|:| Remember my account Mext... Cancel

Figure 2. Microsoft Purview Information Protection Dialog Box

Some users may find that administrative approval is required in order to access Microsoft Purview:

E X

@
Need admin approval
Tracker Software Products (Canada) Limited &

needs permission to access resources in your
organization that only an admin can grant. Please
ask an admin to grant permission to this app before
you can use it.

Have an admin account? Sign in with that account

Return to the application without granting consent

Terms of use  Privacy & cookies

Figure 3. Microsoft Purview Admin Approval Dialog Box
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If this happens then you will need to have the administrator of your Microsoft account allow our
software to access your Microsoft Purview labels. This must be done by an admin in your Microsoft
account, and cannot be done in PDF-XChange Editor.

Once you have signed in to your account, the following MS Purview options will be available:

v E @ W_)] v dah (j v v Architecture® - PDF-XChange E.. ©. Cluick Launch (Ctrl+ j;:: (28l — | X

File Home | View | Comment | Protect | Form | Organize | Convert | Share | Review | Accessibility = Bookmarks Help Format [}‘ &

,\JTIIJ Hand ﬂ // rB D E-},t- E,/ E-}‘ D 95lgn with DocuSign P
le Select Text D 3 No Signatures N 1’,‘& ﬁg Send with DocuSign
4" Other Tools v DD(SIUr':ent Slgrlfactﬁre B E\; SEI"IS‘I::WIT)' _ E'\.,) E? Create Envelope

Digital Signatures pdact

v . Public Label

Document Security DocuSign

(E Internal Cenfidential '
ﬁ Second Label
. First Level
ﬁ Recommended Label |
E} Remove Label... i
BEDROOMS
B —vﬂ Sign Out |
wh :}i Change Account... !
|
v, |
L] o l
8 LIVING ROOM |
|
’ |
s : pesme- || - .
¥ = e ] Options.. ¥ 1€ D H DD r\r\ & 33.3% v .::._..::, _@ '::f:' i -4

Figure 4. MS Purview Options

You can specify the various available labels on the server side of your MS Purview account. Once they
have been specified, simply click them in the dropdown list above to add them to your documents.

Microsoft Purview Access Options and Information
Admin Approval for Access to Microsoft Purview Labels: in Microsoft Purview, admin approval is
required for applications to access Microsoft Purview labels. This is a security measure to ensure that

only authorized applications can access and use sensitive information.

Role-Based Access Control: Microsoft Purview uses role-based access control (RBAC) to manage
permissions, which allows administrators to grant access to specific applications and users.
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Least Privilege Principle: the principle of least privilege is recommended. This means that applications
and users are granted only the necessary permissions to perform their tasks, which reduces the risk of
unauthorized access.

Global Administrator Role: the Global Administrator has the highest level of access, and can assign
other administrator roles. However, it's recommended to limit the number of users with this role in
order to optimize account security.

Custom Roles and Permissions: custom roles and permissions can be created to grant specific access
to applications and users, which allows for more fine-tuned control over access to Microsoft Purview
labels.

Sensitivity Label Management: sensitivity label management is done through the Information
Protection section of the Microsoft Purview Compliance portal, where administrators can create,
manage, and apply sensitivity labels to assets.

Access Control: access control is managed through collections in the Microsoft Purview Data Map,
where administrators can assign roles and permissions to users and applications, controlling who can

access and use Microsoft Purview labels.

The associated Microsoft pages are available below:

Permissions in the Microsoft Purview Portal:
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4 PDF-XChange Standard

PDF-XChange Printer Standard

This section of the manual contains information on the Deployment Planning, Installation, Updating
and Customization of PDF-XChange Printer Standard:

e Deployment Planning|-+|
e Installation|]

. updating|z_%ﬁ

e Customization|z]
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4.1 PDF-XChange Standard Deployment Planning

Deployment Planning

The PDF-XChange Printer Standard virtual printer is available for installation via its own stand-alone
product installer or as a component in the PDF-XChange PRO installers, which include it along with
PDF-XChange Editor and PDF-Tools. It is important to consider the following factors before the
installation of PDF-XChange Printer Standard:

¢ Are you going to install PDF-XChange Printer Standard via its own stand-alone product
installer, or as a component of the PDF-XChange PRO bundle? Further information on which
installer you should use is available here. /]

¢ Do you want to change the name of the printer installed from the default name of "PDF-
XChange Printer Standard"?

e Do you want the printer installed to be the system default printer?

e Which language do you require for the user interface of the printer?

e What do you want to set as the default paper size and units of measurement?

¢ Do you want to make customized printing profiles available to users?

e Do you want to install the software updater and create a schedule for updating?

The best approach is to define the printer name, Ul language, license and system default printer during
installation. The default paper size, units of measurement and creation of customized profiles to make
available to users is best to customize after installation. Note that a default PDF-XChange Printer
Standard installation does not result in an application called PDF-XChange Printer Standard being
installed or becoming available for users to launch, and nor will it result in the creation of a desktop
shortcut. PDF-XChange Printer Standard is a virtual printer (plus some additional utilities). It is
detailed in the list of Devices and Printers/Printers & Scanners and in Print Management:
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Devices

5§ Bluetooth & other devices
I = Printers & scanners

0 Mouse

= Typing

% Pen & Windows Ink

()  AutoPlay

8 use

Printers & scanners

Add printers & scanners

Add a printer or scanner
+ p

Printers & scanners

EE:] Fax
lg] HP Desklet 2130 series

Offline
Micrasalt Print ta PDF
Microsoft XPS Document Writer
E';'j OneNote
I% PDF-XChange Lite

g] PDF-XChange Standard

Send To OneMote 2016

ﬂ Allow Windows to manage my default printer

Figure 1. Printers & Scanners List, Windows 10

A default installation performs the following operations:

Find and manage devices
v instalied & new prnter o
scanner, but can't get it to work, try
1 for devece

et hedp with your printer

Related settings

Print server properties

Do you hawve a question?

Get help

Blake Windows better

Give us feedback

e Creates a new printer named PDF-XChange Printer Standard and adds it to your printers list in
the Windows Control Panel Devices and Printers, application print dialog boxes and the

Print Management .msc.

e Installs Office2PDF (a stand-alone application that performs unattended conversions of
Microsoft Office files to PDF).

e Installs the Microsoft Office Add-In for advanced conversion of MS Office documents to PDF.
This adds a ‘PDF-XChange' tab to MS Office products that contains the features and
functionality of PDF-XChange applications and can be used directly from the user interface of
Microsoft Office products.

e Installs PDFSaver.exe, a back-end management tool for PDF-XChange Printer Standard.
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4.2 |Installation

Installation

The PDF-XChange Printer Standard component can be installed as a stand-alone product or as a part
of the PDF-XChange PRO bundle. Installers for the stand-alone PDF-XChange Printer Standard
Printer are available as either an .exe or .msi installer. Further information on the merits of each format
is available here.[12] Note that although .exe installers are available for PDF-XChange Printer
Standard, they are designed for single-user installations and do not utilize options or switches. This
guide is intended for use with managed installations and therefore will refer only to the .msi installers.

Discrete installers for the current version of PDF-XChange Printer Standard are always available at:

https://www.pdf-xchange.com/StandardV10.x64.msi
https://www.pdf-xchange.com/StandardV10.x86.msi

The installation of a product using an .msi is achieved by passing the .msi file as a parameter (along
with the desired options) to the system executable msiexec.exe using standard Microsoft Syntax.
Please note the following:

If no options are specified then the default options will be used.

If no features are specified then all features will be installed.

The full UNC paths to the .msi installer and any supporting files should be used.
Product features are specified using the ADDLOCAL standard .msi property.
Product properties are specified using the Product Specific Properties.

A comprehensive list of the PDF-XChange Printer Standard installer switches and their options is
available here.

The standard options that the PDF-XChange Printer Standard .msi installers use enable a consistent
installation experience over a range of deployment methods. The switches and options remain the
same whether they are assigned/published via GPO, SCCM or through third-party deployment tools.
They are always applied via command line switches or through the modification of the .msi - either
directly or using a transform file.
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4.2.1 Switches for MSI Installers

Switches for MSI Installers

The most useful options for msiexec are detailed below. Please note that parameters are
case sensitive. All available options are detailed here.

If you are using an older version of the software then please refer to the relevant user
manual as the available switches may be different. All user manuals are detailed here.

The command line for installation is: msiexec /Option <Required Parameter> [Optional
Parameter] [PROPERTY=PropertyValue]

Install Options

/package or /i
This switch installs or configures the product specified.
Syntax

<Product.msi>

/a
This switch installs the product specified on the network as an administrative install.
Syntax

<Product.msi>
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/j<ulm>

This switch advertises the specified product. "u" advertises to the current user, "m" advertises to all
users.

Syntax
<Product.msi>
Parameters

e [/t <Transform List>]
e [/g <Language ID>]

/uninstall | /x

This switch uninstalls the product specified.
Syntax

<Product.msi>

Parameters

The parameter for this switch can be either an .msi file or the relevant product code.

Display Options

/quiet

This switch installs the application without user interaction.

/passive

This switch installs the application in unattended mode. The user will see only the progress bar.
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/qln|b]r|f]

This switch sets the user interface level. "b" installs a basic Ul, "f" installs a full Ul and is the default

setting, "n"™ means that no Ul is installed, "r" installs a reduced UI.

Restart Options

/norestart

This switch disables the automatic system restart when installation is complete. (Please note
that many PDF-XChange products require a restart to function properly).

/promptrestart

This switch prompts the user for a restart when it is necessary.

/forcerestart

This switch forces a system restart when installation is complete.

Logging Options

/1

This switch defines the logging level for installation.
Syntax

<Logfile>

Modifiers
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a - start up of actions.

c - initial Ul parameters.

e - all error messages.

i - status messages.

m - out of memory or fatal exit information.
o - out of disk space messages.
p - terminal properties.

r - action-specific records.

u - user requests.

v - verbose output.

w - nonfatal warnings.

x - extra debugging information.
+ - append to existing file.

! - flush each line to the log.

* - log all information except for verbose output and extra debugging information.

/log
This switch is the equivalent for /I* <LogFile>.
Syntax

<LogFile>

Repair Options
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/f
This switch repairs the product specified.
Syntax
<Product>
Parameters
The parameter for this switch can be either an .msi file or the relevant product code.
Modifiers
a - forces the reinstallation of all files.
c - if a file is missing or checksum does not match the calculated value.
d - if a file is missing or a different version is installed.
e - if a file is missing or an equal or older version is installed.
m - all required computer-specific registry entries. This is a default setting.
o - if a file is missing or an older version is installed. This is a default setting.
p - only if a file is missing.
s - all existing shortcuts. This is a default setting.
u - all required user-specific registry entries. This is a default setting.
v - runs from source and re-caches the local package.

Additional options and more detailed explanations are available at the Microsoft website.

Standard Properties
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ADDLOCAL

The value of the ADDLOCAL property is a list of features, delimited with commas, that install locally. If
it is not used then all available options will be installed. If it is used then all required features must be
specified.

Syntax

ADDLOCAL=<list of features>

Features

F_Drivers - the PDF-XChange Printer Standard print driver and its components.
F_Office2PDF - components of the Office to PDF feature, which enables the batch-conversion
of MS Office documents to PDF. (This requires F_Drivers).

F_OfficeAddin - the addin that provides extended support of MS Office products. (This
requires F_Drivers).

F_IEAddin - the add-in for MS Internet Explorer that facilitates the conversion of web pages to
PDF format. (This requires F_BrowserExts).

F_Langs_Drv - the files that allow the localization of PDF-XChange Printer Standard and its
components. (This requires F_Drivers).

F_Updater - the updater for the applications that PDF-XChange produce.

F_Keylnstaller — the key installer for PDF-XChange applications.

F_BrowserExts - plugin for browsers that enables the conversion of web pages into PDF files.
F_ChromeExt - extension for Chrome browser that enables the conversion of web pages into
PDF files. (This requires F_BrowserExts).

F_EdgeExt - extension for Edge browser that enables the conversion of web pages into PDF
files. (This requires F_BrowserExts).

A comprehensive list of properties defined by the Windows installer is available here.

Product Specific Properties

INSTALLLOCATION
This property specifies the folder in which products are installed.
Syntax

INSTALLLOCATION = <installation folder>
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PNAME
Specifies the printer name. The default value is "PDF-XChange Printer Standard.”
Syntax

PNAME= <printer name>

SET_PRINTER_AS_DEFAULT

If this property is not specified, or specified with a value of "1", then PDF-XChange Printer Standard
will be set as the default printer.

Syntax

SET_PRINTER_AS_DEFAULT="0"

DESKTOP_SHORTCUTS

If this property is not specified, or specified with a value of "1", then the installer will place shortcuts on
the desktop for installed applications.

Syntax

DESKTOP_SHORTCUTS="0"

PROGRAMSMENU_SHORTCUTS

If this property is not specified, or specified with a value of "1", then the installer will create a program
menu group for installed applications and their components.

Syntax

PROGRAMSMENU_SHORTCUTS="0"
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USERNAME
This property specifies the username to which applications will be registered.
Syntax

USERNAME=<username>

ORGANIZATION
This property specifies the organization name to which applications will be registered.
Syntax

ORGANIZATION = <organization name>

USERMAIL
This property specifies the user email.
Syntax

USERMAIL= <user email>

KEYFILE
This property specifies the UNC location of the license vault file <filename>.xcvault.
Syntax

KEYFILE= <path to xcvault file>

KEYDATA

This property specifies the registration key.
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Syntax

KEYDATA = <registration key>

APP_LANG

This property specifies a language for the PDF-XChange Printer Standard print driver. (This requires
F_Langs_Drv in order to operate). This property uses the "language culture name" to define languages.
For example German is "de-DE". The <id> for target languages is available here. The parameters
"Auto”, "Builtin” and "None" can also be used instead of a language culture name. Auto uses the
system locale language, Builtin uses US English and None retains the existing language in cases where
the software is being upgraded, or operates in the same manner as Auto if the software is being
installed for the first time.

Syntax

APP_LANG=<id>

NOUPDATER

If this property is unspecified, or specified with a value of “0", then the PDF-XChange Updater will be
installed. If specified with a value of "1" then the updater will not be installed. (Available from build
310).

Syntax

NOUPDATER=<0>

SCHEDULEUPDATER

If this property is unspecified, or specified with a value of "1", then the installer will add a task to the
task scheduler to check for software updates.

Syntax

SCHEDULEUPDATER=<0>

V10 SysAdmin Manual


https://docs.microsoft.com/en-us/previous-versions/commerce-server/ee825488(v=cs.20)

PDF-XChange Standard

MSI Installer Examples

Install the software in quiet mode to the folder "C:\Program Files\My PDF Applications":

msiexec /i StandardV10.x64.msi /quiet INSTALLLOCATION="C:\Program Files\My PDF
Applications"

Install the software in quiet mode to the default folder and specify the user license information:

msiexec /i StandardVv10.x64.msi /quiet USERNAME="John Doe" USERMAIL="abc@a.b.c"
KEYFILE="\UNC\path\to\xcvaultfile"

Install only PDF-XChange Printer Standard and the updater:
msiexec /i StandardV10.x64.msi /quiet ADDLOCAL="F_Drivers,F_Updater"

Install the software with all features, German as the Ul language and a 'basic' Ul. (Please note that
ADDLOCAL is not being used, therefore all components, including F_VLangs, are installed:

msiexec /i StandardV10.x64.msi /qb APP_LANG=de-DE
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4.2.2  Switches for EXE Installers

Switches for EXE Installers

The EXE installers support both 32 and 64 bit versions of MS Windows. However, the Microsoft MSIN is
not always compatible with a unified 32/64 bit installation. If there is any uncertainty about the details
of the system onto which PDF-XChange Printer Standard is being installed, then using the EXE
installer is recommended. This is because it has the ability to identify the target computer's system
architecture and install 32 or 64 bit binaries accordingly.

The command line for installation is PDFXStd9.exe /Option [Optional Parameter]
[PROPERTY=PropertyValue]

The most useful EXE installation switches for PDF-XChange Printer Standard are detailed
below. Please note that parameters are case sensitive. All available options are detailed
here.

Install Options

/install
This switch installs or configures the product specified. It is the default setting.
Syntax

<Product>

/uninstall

This switch uninstalls the product specified.
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Syntax

<Product>

/layout

This switch creates a complete local copy of the bundle in the directory.

Display Options

(Please note that the default settings display the Ul and all prompts during installation).

/quiet

This switch installs the application without user interaction.

/passive

This switch installs the application in unattended mode. The user will see only the progress bar.

Restart Options

/norestart

This switch suppresses any attempts to restart the computer on which the installation is taking place.
The default setting is for the Ul to prompt before restarts take place.

Logging Options

/log
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This switch logs to a specific file. The default setting is for a log file to be created in %TEMP%. This is
also the case if the path is not specified.

Syntax

<LogFile>

Repair Options

/repair

This switch repairs existing installations of the product.

Product Specific Properties

USERNAME
This property specifies the username for which applications are registered.
Syntax

USERNAME=<username>

ORGANIZATION
This property specifies the organization name for which applications are registered.
Syntax

ORGANIZATION= <organization name>

USERMAIL
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This property specifies the user email.
Syntax

USERMAIL=<user email>

APP_LANG

This property specifies a language for the PDF-XChange Printer Standard print driver. This property
uses the "language culture name" to define languages. For example German is "de-DE". The <id> for
target languages is available here. The parameters "Auto”, "Builtin” and "None" can also be used
instead of a language culture name. Auto uses the system locale language, Builtin uses US English and
None retains the existing language in cases where the software is being upgraded, or operates in the
same manner as Auto if the software is being installed for the first time.

Syntax

APP_LANG=<id>

SET_AS_DEFAULT

If this property is not specified, or is specified with a value of "1", then PDF-XChange Printer Standard
will be set as the default application for printing PDF files.

Syntax

SET_AS_DEFAULT="0"

DESKTOP_SHORTCUTS

If this property is not specified, or is specified with a value of "1", then the installer will place shortcuts
for installed applications on the desktop.

Syntax

DESKTOP_SHORTCUTS="0"
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PROGRAMSMENU_SHORTCUTS

If this property is not specified, or is specified with a value of "1", then the installer will create a
program menu group for installed applications and their components.

Syntax

PROGRAMSMENU_SHORTCUTS="0"

KEYDATA
This property specifies a registration key.
Syntax

KEYDATA = <registration key>

KEYFILE
This property specifies the UNC location of the license vault file <filename>.xcvault.
Syntax

KEYFILE= <path to xcvault file>

NOUPDATER

If this property is not specified, or is specified with a value of "0", then the updater will be installed. If
specified with a value of "1" then the updater will not be installed. (Available from build 310).

Syntax

NOUPDATER="0"

SCHEDULE UPDATER
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If not specified, or specified with a value of "1", then the installer will create a Windows Schedule Task
to check for updates once a fortnight.

Syntax

SCHEDULEUPDATER=<0>

EXE Installer Examples

Install the application in quiet mode to the default install folder "C:\Program Files\Tracker Software":
PDFXStd.exe / quiet

Install the application in quiet mode to the default folder and specify the user license information and
key as a vault file:

PDFXStd.exe /quiet USERNAME="John Doe" USERMAIL="abc@a.b.c" KEYFILE="C:
\license\V10Pro.xcvault"

Install the application in quiet mode to the default folder. Specify the user license information and key
as a string:

PDFXStd.exe /quiet USERNAME="John Doe" USERMAIL="abc@a.b.c" KEYDATA="PVP60 -
ZJ2J77TDN5kdBUQRN;j ... dmGZ7VXrd6TKEJoJCz+1i2UTPSASAVAU14Q="
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Updating

Updating

The best way to update PDF-XChange Printer Standard is to use the PDF-XChange Updater, as

detailed here.[s)

It is also possible to check for updates via the printing preferences of PDF-XChange Printer Standard.
The Check for Updates option is available in the Help dropdown menu of the About tab:

s.éa PDF-¥Change Standard Printing Preferences
Settings  About

PDF-XChange® Printer Standard

Version: 9.4 (Build 363)
(Aug 15 2022; 15:05:42)

any Windows application that can print. Both End User and Developer SDK's are available.

Acrobat™,

We are constantly striving to improve all of our products - comments or suggestions are welcome at our free user forums here:
https:/‘www.tracker-software.com/forum

Registration...

Copyright © 2001-20 by Tracker Software Products (Canada) Ltd, PDF-XChange Co Ltd.
PO Box 79, 9622 Chemainus Rd, Chemainus, BC. VOR 1KO - ALL RIGHTS RESERVED.

PDF-¥Change is a Registered Trademark of PDF-XChange Co Ltd

All Other Trademarks/Copyrights acknowledged & are the property of their respective owners, including:
= Zlib by Mark Adler & Jean-Loup Gailly,

»  Little CMS by Marti Maria and IPG © 1991-98.
» Freetype2 by David Turner, Robert Wilhelm, & Werner Lemberg © 1996-2001, 2006

The PDF-XChange™ Virtual Printer is a Windows application allowing users to create highly optimized and compressed '150° Compliant PDF format files from

PDF-XChange® is just one of a family of products available from Tracker Software Products (Canada) Ltd. for the Creation, Viewing and Manipulation of PDF
and Imaging files. The FREE PDF-X Viewer offers many advantages over the free Reader provided by Adobe® Inc. All files created or modified by PDF-XChange®
applications fully conform to the 150 PDF specification and can be viewed or manipulated by any fully compliant [50 PDF compliant productsuch as Adobe®©

Cancel

Help... v
Product Help

Home Page

Support Forum

Check for Updates

Apply

Figure 1. PDF-XChange Printer Standard Printing Preferences, Help Dropdown Menu, Check for Updates
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However, this method simply calls the PDF-XChange Updater and initiates an identical process to that
detailed at the link above.
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4.4 Customization

Customization

The default settings for PDF-XChange Printer Standard are suitable for many users, but administrators
may wish to define/enforce specific settings. There are three different methods for doing this, and the
best method to use depends on how your users intend to use the printer.

Profiles|:!

Profiles offer a way to save custom settings as a collection of settings that can be accessed from the
PDF-XChange Printer Standard printer properties. Please note:

e Itis possible to have multiple profiles for a single PDF-XChange printer.

e Users can manage their own profiles, as well as create, save, import and export them from
within the printer preferences Ul.

e Administrators can deploy, lock and set profiles as default.

Multiple Printers| |

Multiple printers offer a way to define printer settings that users can access by simply selecting the
appropriate printer. Please note:

e Users do not need to access the printer preferences before printing in order to select the
version of the printer that they want to use.
e This method enables printing directly to the printer without user interaction.

PDFSaver [SetOptionsm

This option should be used in cases where it is desirable to push certain settings to an entire groups of
users, as opposed to allowing users to select their own settings. Please note:

e This option is designed for pushing simple or small changes.

e This option can be applied to specific printers or profiles

e This option can be used to apply specific settings while leaving all other printer settings
untouched (as opposed to applying a profile that defines values for all printer settings for
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multiple printers). For example, it is possible to push a setting that embeds all fonts without
impacting any other options users may have set themselves.

e This option employs text-based configuration, which makes it easier for administrators to see
and understand the operations that take place.
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4.4.1  Active Directory Administrative Templates

Active Directory Administrative Template

The Active Directory administrative template for PDF-XChange Printer Standard consists of two files,
PDFXDriver.admx and PDFXDriver.adml, both of which are available via this permanent link to a zip

archive of all the templates: https://www.pdf-
xchange.com/Tracker AD_AdministrativeTemplates.zip

Note that it is necessary for both of these files to be installed in the "central store" of your domain
controller in order to utilize the administrative template. Further information on using these templates
to set up your domain controller is available here.

Additionally, please note that not all features in PDF-XChange Printer Standard are available for
template management. Currently only one policy is available - the Registration|= policy:

=/ Group Policy Management Editor - m] x
File Action View Help
e n@ = BElT
=/ Drivers test [DC1.PDF-XCHANGE.MET] Palicy ~ Tracker Software: PDF-XChange Driver
~ i Computer Configuration
~ [ | Policies
| Software Settings | Registration
| Windows Settings
~ || Administrative Templates: Policy definitions (4
| PDF-XChange Software: Updater
| Tracker Software: PDF-Tools
~ || Tracker Software: PDF-XChange Driver
| Registration
~ Tracker Software: PDF-XChange Editor
| Tracker Software: Vault
{2 Al Settings
| Preferences
~ 48, User Configuration

Select an item to view its description.  Setting State Comment

| Policies
| Preferences

~
v

\ Extended /(Standard

Figure 1. Group Policy Management Editor, Registration Policy
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44.1.1 Available Policies

Available Policies

The PDF-XChange Printer Standard administrative template policy contains only one policy - the
Registration policy, which appears in the Group Policy Management Editor as detailed below:

= Group Policy Management Editor
File Action View Help
e nm =z Hm T
=/ Drivers test [DCT.PDF-XCHANGE.MET] Palicy * Tracker Software: PDF-XChange Driver
~ & Computer Configuration

Select an item to view its description.  Setting State Comment

~ [ | Policies
| Software Settings
| Windows Settings
~ | Administrative Templates: Policy definitions (2

| PDF-XChange Software: Updater
 Tracker Software: PDF-Tools

w | Tracker Software: PDF-XChange Driver

| Registration

“| Tracker Software: PDF-XChange Editor
| Tracker Software: Vault

“| Registration

L4 Al Settings
| Preferences
~ 4, User Configuration
| Policies
| Preferences
< » |, Edtended / Standard

Figure 1. PDF-XChange Editor Administrative Template Policies

Further information about the Registration policy is available here.
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4.4.1.1.1 Registration

Registration

Category: Registration

Policy Allow Add Serial Keys
Name:

Requiremen | PDF-XChange Driver v10.1.1 or later
ts:

Description: | Specifies whether or not users are allowed to add serial keys
using the About->Registration dialog box.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXDriver\10.0\Registration

Reg Key b.CanAddSerials

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled
Values:

Example: "Enabled" or "Not Configured" allows users to copy the license key text from the PDF-
XChange Editor. Set to "0 -Disabled" to prevent keys being added.

Category: |Registration

Policy Allow Copy Serial Keys
Name:

Requiremen | PDF-XChange Driver v10.1.1 or later
ts:

Description: | Specifies whether or not users are allowed to copy serial keys to
the clipboard from the About->Registration dialog box.
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Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXDriver\10.0\Registration

Reg Key b.CanCopySerials

Name:

Registry REG_DWORD

Key Type:

Available “1" — enabled, "0" - disabled
Values:

Example: "Enabled" or "Not Configured" allows users to copy the license key text from the PDF-
XChange Editor. Set to "0 -Disabled" to prevent keys being copied.

Category: Registration

Policy Allow Delete Serial Keys
Name:

Requiremen | PDF-XChange Driver v10.1.1 or later
ts:

Description: | Specifies whether or not users are allowed to delete serial keys
using the About->Registration dialog box.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXDriver\10.0\Registration

Reg Key b.CanDeleteSerials

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled
Values:

Example: "Enabled" or "Not Configured" allows users to copy the license key text from the PDF-
XChange Editor. Set to "0 -Disabled" to prevent keys being deleted.
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4.4.2  Pprofiles

Profiles

Profiles allow administrators (and users) to save custom settings as a collection that can be accessed
from the PDF-XChange Printer Standard printer properties. It is important to note that profiles
contain values for all printer options. Therefore when profiles are changed all current settings are
replaced with those of the profile, and the settings of the profile become the ‘current settings'. Users are
free to make further changes to the current settings as desired.

For example, if users are printing from PDF-XChange Editor, then they can click the Properties button
in the Print dialog box in order to change the profile used:

E Print O X
Printer Paper: 'Letter/ANSI A'
Mame: 7§ PDF-XChange Standard 1 IR | Properties... |
Status: Ready Page Setup...

Type: PDF-XChange Standard Driver

Copies: |1 > |:| Collate Duplex: | Auto (None) ~

Page Range: 10 of 10 pages selected

I:i:l Pages: EII Current: 1 Custom |
Subset: EII QOdd Evenl |:| Reverse Order

£y .
() Current View

() Selected Graphic
Page Placement and Scaling

Type: None ~
Page Zoom: | 100% :
:| Auto-Rotate Page on Paper
:| Auto-Center Page on Paper
:| Select Paper Size by Document's Page Size

Z| Ignaore Printer Margins

Advanced Print Options

Print: | Document and Markups >
il 2 3 4|5 6 7 8 910

[ Print as Image More... —
o Select Sheets: | 1- (10 selected, 10 total) |_| Reverse

Print Cancel
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Figure 1. PDF-XChange Editor Print Dialog Box, Properties Button Highlighted

The PDF-XChange Printer Standard user interface will open and it is then possible to select the
desired profile from the Profile drop down menu:

s.éa PDF-¥Change Standard Printing Preferences X
Settings  About
Driver Mode: | Auto (GO || A Profile: -Default Settings ; :v r‘@ ¥ Manage...
D Paper ~ | Default Settings |

Dj Custom forms Page Size | Default Settings(1)
[\ General (®) Standard: | Letter/ANSI A (215.9x 279.4 mm) v
. —
-:::- Custorm: 210 mm : x| 297 mm : E

l_‘ﬂ_ Compression

j Graphics Margin: |0 mm ” Units: | millimeter +
Font:
Dx onts Graphic
B Watermarks
. Resolution: | 300 v
Y
f=| Overl — . ~
=] veriays [+ Sealing: 100 -
1 -
£ Security T ) T )
Links Orientation: (@) Portrait () Landscape
l..,t- Bookmarks T
D"_‘- Default file append _—
Layout Type: | Standard v _—
Headers/Foot
D eaders/Footers Sheet Size: | Auto ~
D Document Info : . ~ - -~
0 Size: (210 mm v | x [297 mm R 7159 x 279.4 mm
% Save Position: |0 mm ” 0 mm o |[+] Center Advanced Printing Options
W_’ e-Mail Size: [215.09mm 794 mm L |:| Mirror by X axis
Scale: [ 100.0 - |E| Scale to Fit [ | Mirror by ¥ axis

-’ Optimization

Cancel Apply

Figure 2. PDF-XChange Printer Standard User Interface, Profiles
Multiple Profiles

PDF-XChange Printer Standard can be used to create as many profiles as desired. Information on the
creation and management of profiles in PDF-XChange Printer Standard is available here.

Pushing Profiles

If you want to push a profile across a managed environment, it is necessary to create a profile (as
detailed at the link above) and then export it to file. Once the profile has been made available to the
target machine (a network share can be used for this purpose) the following command can be used:
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rundli32 "\\UNC\path\to\drvui.x64.dllI",DUI30_Command [/InstallProfile:" < fullpathtoprofile>"
| /SetDefProfile:" <profile_name>"] [/PrinterName:" <Printer Name>"] [/AsDefault] [/ForUser]

The rundll32 contains the following parameters:

e /InstallProfile:" < fullpathtoprofile>" installs a profile from the path specified. If /AsDefault is
specified then the profile will be set as the default profile.

e /AsDefault sets the new profile as the default profile.

o /SetDefProfile:" <profile_name>" sets the specified profile as the default profile. For
example: /SetDefProfile:"Current”.

¢ /PrinterName specifies the printer to which changes are made. If no printer is specified then
the default printer is used.

e /ForUser changes the profile for only the current user. If this parameter is not specified then
the profile is changed for all users. Note that administrative rights are not required for this
operation.

The command needs to be run on the target machine and with the appropriate rights. Unless the
option /ForUser is used, 'per machine' is assumed and administrative rights are required.

Examples

Install the profile CompanyEU.pxpp on the PDF-XChange Printer Standard printer named "My PDF
Printer" and set it as the default for all users (note that administrative rights are required).

rundl132 "C:\Program Files\Tracker Software\PDF-XChange Standard\drvui.x64.d11",DUI30 (

Install the profile LetterHead.pxpp on the PDF-XChange Printer Standard printer named "My PDF
Printer", for a single user, and do not set it as the default profile (note that this must be run as the
target user in order to have access to HKCU).

rundl132 "C:\Program Files\Tracker Software\PDF-XChange Standard\drvui.x64.d11",DUI30 (
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4.43  Multiple Printers

Multiple Printers

The utilization of multiple printers enables the quick access to different setups of the PDF-XChange
Printer Standard printer without the need to access and adjust printer properties. PDF-XChange
printers are available via the Windows printing subsystem, and when multiple printers have been
created they are detailed and available at that location. There are several benefits to installing multiple
instances of PDF-XChange Printer Standard, such as the ability to send print jobs to different printing
setups without the need to manually select a profile for each job.

Note that in Windows 10, the printers are grouped in Devices and Printers:
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s Devices and Printers — | X
A Fa « All Control Panel ltems » Devices and Printers w Search Devices and Printers 0
Add a device Add a printer See what's printing - Print server properties Remove device = v 0
Devices (3)

~ Printers (9)
Q\/

Custom |
Printe

(!

> =

Ea-r]et LEX410dn Microsoft Print Microzoft XPS
wioe 0L += POF Document Writer
Custormn PDF Printer

PDF-XChangeﬁandard
Loy

-

See what's printing

Set as default printer

e

Printing preferences

Printer properties

Q Delete print queue

RV VA Y A Y Y

Create shortcut

) Remove device
OneMo To

Troubleshoot 2016

Unspecifi L=

Custom PDF Printer  Model: PDF-XChange Standard Driver
Category:  Printer

Q“"" Status:

Figure 1. Devices and Printers Dialog Box, Windows 10

0 document(s) in queue

When users are performing printing operations, they can select from all versions of PDF-XChange
Printer Standard that are installed on their machine. The printers are listed in the Print dialog box of
the application used to perform the print operation. For example, in PDF-XChange Editor, the printers
are detailed in the Name dropdown menu:
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& piint O *
Printer Paper: "Letter/ANSI A'
MName: ‘}"5' PDF-XChange Standard w M| Properties... -
% ﬁ E::tu:: Ready | A
S Vi prntoror e i~

Page Rangé =, Microsoft XP5 Document Writer

S| Status: Ready
(®) Pages: <= OneMote (Desktop)

S5 Status: Ready

> COneMote for Wind 10
— | wmm.,  UneNote for Windows
'\:/' Currert S o5 Ready
() Selecte _ PDF-XChange Lite
| == Status: Ready 43 T e
Page Placen T G NTE e
PDF-XChange Standard I =
t% Status: Ready v e

Page Zoom: | 100% c
| Auto-Rotate Page on Paper

O

|:| Auto-Center Page on Paper

|:| Select Paper Size by Document's Page Size
|

Z| Igneore Printer Margins

Advanced Print Options

Print: | Document and Markups v
il 2 3 4|5 6 7 & 910

[ Print as Image Moare... —
= Select Sheets: | 1- (10 selected, 10 total) |_| Reverse

Print Cancel

Figure 1. Print Dialog Box, PDF-XChange Editor
Creating Multiple Printers
/AddPrinter

The pdfSaver.exe /AddPrinter command line can be used in conjunction with PDFSaver to create new
instances of an installed PDF-XChange Printer Standard printer.

pdfSaver.exe /AddPrinter <PrinterName> [/NoNotify]

This command line can be used to install multiple copies of PDF-XChange Printer Standard and give
each copy a custom name:

¢ AddPrinter adds a new printer to the printers list.
¢ PrinterName defines the name of the printer to be added.
¢ NoNotify is an optional parameter that prevents the sending of information about changes in

the printers list to other applications.

Example
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The following command line will create a new printer called "My PDF Printer":

"C:\Program Files\Tracker Software\PDF-XChange
Standard\pdfSaver.exe" /AddPrinter "My PDF Printer"

/RemovePrinter

pdfSaver.exe /RemovePrinter <PrinterName> [/NoNotify]
This command line removes instances of the PDF-XChange Printer Standard printer:
e RemovePrinter removes a printer from the printers list.
¢ PrinterName determines the printer to be removed.
¢ NoNotify is an optional parameter that prevents the sending of information about changes in
the printers list to other applications.
Example

The following command line will remove the printer called "My PDF Printer":

"C:\Program Files\Tracker Software\PDF-XChange Standard\pdfSaver.exe" /RemovePrinter '
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444  [setOptions Command Line

/SetOptions Command Line

If profiles or multiple printers are used in order to utilize different settings options in PDF-XChange
Printer Standard, then every setting in the printer is changed each time a new printer or profile is
loaded. However, the pdfSaver.exe /SetOptions command line enables the setting of some printer
options without modifying the other options. Please note the following:

e /SetOptions can be used to push only the settings defined in the command line used. This is
very useful to administrators who wish to set certain options without modifying any other
options that users may have set themselves.

¢ /SetOptions can take arguments directly at the command line or via a text file. This makes it
simple for administrators to see and determine the intended setup. Note that both profiles and
multiple printers are 'black boxes' in this context, as there is no simple method for looking into
a profile file in order to see what it contains.

¢ /SetOptions can be applied to a specified printer and a profile.

Using Command Line Arguments
Options can be direct arguments to PDFSaver.exe:

pdfSaver.exe /SetOptions optionname1=value1[;optionname2=value2] /Printer
<PrinterName> [/Profile <ProfileName>] [/NoNotify]

This command line can be used to apply settings to PDF-XChange Printer Standard:

SetOptions is the command called to set options.

optionname[1] is the name of the first option to be set.

value[1] is the value of the first option to be set.

optionname[N] is the name of the "nth" option to be set.

value[N] is the value of the "nth" option to be set.

PrinterName is the name of the printer to which the options will be applied.

ProfileName is the name of the profile to which the options will be applied.

NoNotify is an optional parameter that prevents the sending of information about changes in
the printers list to other applications.
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Example

The following command line can be used to specify the generation of "PDF/A-2b" PDFs and to not run
the PDF viewing application after file generation:

pdfSaver.exe /SetOptions "General.Specification=PDFA-2b;Save.RunApp=false" /Printer "I
Using Text File Arguments
Options can be stored in a text file and passed to PDFSaver.exe:

pdfSaver.exe /SetOptions @optionslistfile /Printer <PrinterName> [/Profile
<ProfileName>] [/NoNotify]

This command line can be used to apply settings to PDF-XChange Printer Standard:

¢ SetOptions is the command called to set options.

e @optionslistfile is the name of the text file that contains a plain text list of options to be set.
The options file must be in plain text format and contain one option name and its value per
line, with each line separated by an equals (=) operator.

¢ PrinterName is the name of the printer to which the options will be applied.

¢ ProfileName is the name of the profile to which the options will be applied.

¢ NoNotify is an optional parameter that prevents the sending of information about changes in
the printers list to other applications.

Example

The following command line can be used to specify an optionslistfile to define options:
pdfSaver.exe /SetOptions Qc:\documents\opt.lst /Printer "PDF-XChange Standard"

Using /Dump Options to Determine the Current Settings

All current settings can be exported as a list alongside their respective optionname. Note that output

can be to Standard Out (terminal) or a file, and that anything after a *;" is as a comment and has no

functional value. This method is an effective way to get the correct optionname in order to apply a

different value later. The syntax for the /Dump Options command line is as follows:

pdfSaver.exe /DumpOptions [<dest_file_name>] /Printer <PrinterName> [/Profile
<ProfileName>]
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This command line lists all settings of the printer specified. If <dest_file_name> is not specified then
settings will be listed in the console window.

DumpOptions is the command called to export options.

dest_file_name is the name of the text file to which the options will be exported.
PrinterName is the name of the printer to which the options will be applied.
ProfileName is the name of the profile to which the options will be applied.

Example

The following command line will list all settings in the console window:
C:\Program Files\Tracker Software\PDF-XChange Standard>pdfSaver.exe /DumpOptions /Prir

= Results are structured as detailed below:

C:\Program Files\Tracker Software\PDF-XChange Standard>Printer: 'PDF-XChange Standard'
Profile: '<current>'
Version: 7.0 build 328.2

Misc.AltDash=1; Yes

Name=""
Save.File="%[DocName]"
Save.Path=""

Save.RunApp=1; Yes
Save.AppName=""
Save.SaveType=2; Save
Save.AppParams="%f"
Save.RunCustom=0; No
Save.StripPath=0; No
Save.AutoNumber.Start=1
Save.AutoNumber.NumDigits=3
Save.WhenExists=0; ShowWarning
Save.UselastPath=1; Yes
Save.ShowSaveDialog=1; Yes
EMail.Cc=""

EMail.To=""

EMail.Bcc=""

EMail.ZIP=1; Yes

EMail. From=""
EMail.Method=0; LaunchClient
EMail.Server=""
EMail.Content=""
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EMail.Enabled=0; No
EMail.Subject=""
Fonts.Subset=1; Yes
Fonts.EmbedAll=0; No
Fonts.NeverEmbed.Fonts=";"
Fonts.NeverEmbed.Enable=0; No
Fonts.AlwaysEmbed.Fonts=";"
Fonts.AlwaysEmbed.Enable=0; No
Fonts.SubsetLevel=100
Fonts.EmbedProtected=1; Yes
Fonts.EmbedTemporary=1; Yes
Fonts.WriteToUnicode=0; No
Links.Border.Type=0; None
Links.Border.Color=16711680
Links.Border.Style=0; Solid
Links.Border.Width=10
Links.Enabled=0; No
Links.DetectFiles=0; No
Links.CheckExistance=0; No
Paper.DPI=300

Paper.Fit=1; Yes

Paper.Nup=0

Paper.Size=1

Paper.Scale=100

Paper.Units=1
Paper.CWidth=2100
Paper.Center=1; Yes
Paper.Margin=0
Paper.TopPos=0
Paper.Borders=0; No
Paper.CHeight=2970
Paper.LeftPos=0
Paper.MirrorX=0; No
Paper.MirrorY=0; No
Paper.NupOrder=0; AcrossFromLeft
Paper.PageScale=1000
Paper.GutterSize=127
Paper.LayoutType=0; Normal
Paper.SheetWidth=2100
Paper.BookletType=0; Brochure
Paper.Orientation=1; Portrait
Paper.SheetHeight=2970
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Paper.SheetsinBook=4
Paper.StdSheetWidth=2100
Paper.SheetSizelndex=-1
Paper.StdSheetHeight=2970
Paper.SupportScaling=1; Yes
Saver.EnvOrder="UAM"
Saver.AddinFile=""
Saver.ShowProgress=1; Yes
Simple.RunApp=1; Yes
Simple.EmbedAll=0; No
Simple.Compression=0
Comment=""
DigiSig.Top=254
DigiSig.Hash=""
DigiSig.Left=254
DigiSig.Page=-1
DigiSig.Align=32
DigiSig.Store=0; System
DigiSig.Width=508
DigiSig.DocMDP=2
DigiSig.Height=168
DigiSig.Reason=""
DigiSig.Contact=""
DigiSig.Enabled=0; No
DigiSig.Graphic=2; Name
DigiSig.PFXFile=""
DigiSig.Location=""
DigiSig.Invisible=0; No
DigiSig.ShowFlags=191
DigiSig.PFXPassword=""
DigiSig.GraphicFileName=""
DoclInfo.Title=""
DocInfo.AddXMP=1; Yes
DoclInfo.Author=""
DoclInfo.Creator=""
DoclInfo.Enabled=0; No
DoclInfo.Subject=""
DocInfo.Keywords=""
DocInfo.AskForDocInfo=0; No
General.HideUI=0; No
General.PageMode=0; Default
General FitWindow=0; No
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General.OpenToPage=0

General.Pagelayout=0; Default

General. HideMenubar=0; No
General.CenterWindow=0; No
General.HideToolbars=0; No
General.PageDuration=0
General.ShowDocTitle=0; No
General.Specification=0; Auto
General.TransDuration=1000
General.FullScreenMode=0; Default
General.TransitionStyle=0; Replace
General.MagnificationType=0; Default
General.MagnificationLevel=100.000
Overlay.Fit=0; No

Overlay.AlignH=1; Center

Overlay.AlignV=1; Middle

Overlay.Repeat=0; NoRepeat
Overlay.Enabled=0; No

Overlay.KeepAspect=1; Yes
Overlay.OverlayFile=""

Overlay.AsForeground=0; No
Overlay.OverlayExtra=1; Yes
Overlay.OverlayPassword=""
Graphics.Color.Convert.Dither=1; Yes
Graphics.Color.Convert.Method=0; None
Graphics.Color.Downsample.To=96
Graphics.Color.Downsample.Method=0; None
Graphics.Color.Downsample.lfAbove=128
Graphics.Indexed.Convert.Dither=1; Yes
Graphics.Indexed.Convert.Method=0; None
Graphics.Indexed.Downsample.To=96
Graphics.Indexed.Downsample.Method=0; None
Graphics.Indexed.Downsample.lfAbove=128
Graphics.MonoAndDrawings.Convert.Method=0; None
Graphics.MonoAndDrawings.Convert.Threshold=128
Graphics.MonoAndDrawings.Downsample.To=96
Graphics.MonoAndDrawings.Downsample.Method=0; None
Graphics.MonoAndDrawings.Downsample.lfAbove=128
Security.Type=0; 40RSA

Security.Enabled=0; No
Security.Perms40.AllowCopying=0; No
Security.Perms40.AllowChanging=0; No
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Security.Perms40.AllowComments=0; No
Security.Perms40.AllowPrinting=0; No
Security.Perms128.Changes=0
Security.Perms128.Printing=0
Security.Perms128.EncryptMeta=1; Yes
Security.Perms128.AllowCopying=0; No
Security.Perms128.ContentAccess=0; No
Security.UserPassword=""
Security.OwnerPassword=""
Security.HasUserPassword=0; No
Security.HasOwnerPassword=0; No
Bookmarks.Enabled=0; No
Bookmarks.Template=""
Bookmarks.UpToLevel=1
Bookmarks.MatchLevel=0; No
Bookmarks.DisplayMode=2; Byltem
Bookmarks.AllowMultiLine=1; Yes
Bookmarks.DocTitleAsRoot=0; No
TimeStamp.Enable=0; No
TimeStamp.ServerURL=""
TimeStamp.ServerName=""
TimeStamp.RequireAuth=0; No
TimeStamp.ServerLogin=""
TimeStamp.ServerPassword=""
ExtraFiles.After.Enabled=0; No
ExtraFiles.After.FileName=""
ExtraFiles.After.Password=""
ExtraFiles.Before.Enabled=0; No
ExtraFiles.Before.FileName=""
ExtraFiles.Before.Password=""
RenderMode=-1; Auto
Watermarks.Enabled=0; No
Watermarks.Watermarks=""
Compression.Mono.Method=0; Auto
Compression.Mono.Enabled=1; Yes
Compression.Mono.JBIG2Method=0; Standard
Compression.Text=1; Yes
Compression.ASClI=0; No
Compression.Color.Method=0; Auto
Compression.Color.Enabled=1; Yes
Compression.Color.JPEGQuality=75
Compression.Indexed.Method=0; Auto
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Compression.Indexed.Enabled=1; Yes
Compression.Graphics=1; Yes
PrintContext.PrintingApp=""
Optimizations.Blending=4; Darken
Optimizations.DeTesselation=1; Simple
Optimizations.EnableSwapping=1; Yes
Optimizations.SwapToDiskLimit=1
Optimizations.UseMaskedimages=1; Yes
Optimizations.UseTransparency=1; Yes
Optimizations.GrayPaletteAsRGB=0; No
Optimizations.ImagesOptimization=1; Yes
HeadersFooters.Footer.Left.Font="Arial"
HeadersFooters.Footer.Left.Color=0
HeadersFooters.Footer.Left.Value=""
HeadersFooters.Footer.Left.FontBold=0; No
HeadersFooters.Footer.Left.FontSize=100
HeadersFooters.Footer.Left.Fontltalic=0; No
HeadersFooters.Footer.Right.Font="Arial"
HeadersFooters.Footer.Right.Color=0
HeadersFooters.Footer.Right.Value=""
HeadersFooters.Footer.Right.FontBold=0; No
HeadersFooters.Footer.Right.FontSize=100
HeadersFooters.Footer.Right.Fontltalic=0; No
HeadersFooters.Footer.Center.Font="Arial"
HeadersFooters.Footer.Center.Color=0
HeadersFooters.Footer.Center.Value=""
HeadersFooters.Footer.Center.FontBold=0; No
HeadersFooters.Footer.Center.FontSize=100
HeadersFooters.Footer.Center.Fontltalic=0; No
HeadersFooters.Header.Left.Font="Arial"
HeadersFooters.Header.Left.Color=0
HeadersFooters.Header.Left.Value=""
HeadersFooters.Header.Left.FontBold=0; No
HeadersFooters.Header.Left.FontSize=100
HeadersFooters.Header.Left.Fontltalic=0; No
HeadersFooters.Header.Right.Font="Arial"
HeadersFooters.Header.Right.Color=0
HeadersFooters.Header.Right.Value=""
HeadersFooters.Header.Right.FontBold=0; No
HeadersFooters.Header.Right.FontSize=100
HeadersFooters.Header.Right.Fontltalic=0; No
HeadersFooters.Header.Center.Font="Arial"
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HeadersFooters.Header.Center.Color=0
HeadersFooters.Header.Center.Value=""
HeadersFooters.Header.Center.FontBold=0; No
HeadersFooters.Header.Center.FontSize=100
HeadersFooters.Header.Center.Fontltalic=0; No
HeadersFooters.Enabled=0; No
HeadersFooters.OffsetTop=127
HeadersFooters.OffsetLeft=127
HeadersFooters.OffsetRight=127
HeadersFooters.OffsetBottom=127
HeadersFooters.FirstPageNumber=1
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4.5 PDFSaver

PDFSaver

PDFSaver.exe is a back-end management tool for the PDF-XChange Printer Standard virtual printer.
The most relevant component of PDFSaver to administrators is its command line functionality.
PDFSaver.exe can be called silently to perform a number of administrative tasks including adding a
printer, removing a printer, setting a default printer or pushing settings to printers. Further information
on the options available, both in the GUI and via the command line, is available in the online manual
here.

The most common tasks that PDFSaver performs for administrators is to add, remove, and set as
default a PDF-XChange printer:

pdfSaver.exe /AddPrinter <PrinterName> [/NoNotify]

This command line can be used to install multiple copies of PDF-XChange Printer Standard and give
each copy a custom name:

¢ PrinterName determines the name for the new printer.
¢ NoNotify is an optional parameter that prevents the sending of information about changes in
the printers list to other applications.
pdfSaver.exe /RemovePrinter <PrinterName> [/NoNotify]
This command line removes instances of the PDF-XChange printer:
¢ PrinterName specifies the printer to be removed.
¢ NoNotify is an optional parameter that prevents the sending of information about changes in
the printers list to other applications.

pdfSaver.exe /SetAsDefault <PrinterName>

This command line sets a specified printer as the default printer. PrinterName determines the printer
to be set as the default printer.
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PDFSaver can also be used to silently change printer options via the /SetOptions switch.
The /SetOptions switch takes a string of colon-separated “"OptionName=value" pairs:

pdfSaver.exe /SetOptions optionname1=value1[;optionname2=value2] /Printer
<PrinterName> [/Profile <ProfileName>] [/NoNotify]

This command line can be used to change the printer options:

e optionname is the name of the option to be set.

PrinterName defines the printer to which the setting will be applied.

ProfileName defines the profile to which the setting will be applied.

NoNotify is an optional parameter that prevents the sending of information about changes in
the printers list to other applications.

Alternatively, PDFSaver can read options from a file:

pdfSaver.exe /SetOptions @optionslistfile /Printer <PrinterName> [/Profile
<ProfileName>] [/NoNotify]

This command line can be used to change the printer options:

o @optionslistfile is the name of the file containing the options and the values to be applied.
Note that if the file is not in the same folder as PDFSaver.exe then an appropriate path, full or
relative, must be provided.

¢ PrinterName defines the printer to which the setting will be applied.

¢ ProfileName defines the profile to which the setting will be applied.

¢ NoNotify is an optional parameter that prevents the sending of information about changes in
the printers list to other applications.

It's also possible to export current options as a list:

pdfSaver.exe /DumpOptions [<dest_file_name>] /Printer <PrinterName> [/Profile
<ProfileName>]

This command line lists all settings of the printer specified:
e dest_file_name defines the file into which the settings are dumped. If this is not specified then
settings will be listed in the console window.
¢ PrinterName defines the printer from which the settings will be dumped.

¢ ProfileName defines the profile from which the settings will be dumped.

Further information on on using PDFSaver to set printer options is available here. /2]
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5 PDF-XChange Printer Lite

PDF-XChange Printer Lite

PDF-XChange Printer Lite is the lite version of the virtual printer PDF-XChange Printer Standard.
PDF-XChange Printer Lite is included at no extra cost when PDF-XChange Editor is purchased. PDF-
XChange Printer Lite requires a license key for PDF-XChange Editor or PDF-Tools, as licenses for a
stand-alone copy of PDF-XChange Printer Lite are not available. Licensing options are detailed here.
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5.1 Installation

Installation

The PDF-XChange Printer Lite component can be installed as a stand-alone product or as a part of
PDF-XChange Editor or PDF-Tools. PDF-XChange Printer Lite is not intended for mass deployment
and therefore does not contain installation/customization options. If such options are required then
PDF-XChange Printer Standard should be purchased instead.

Discrete MSI installers for the current version of PDF-XChange Printer Lite are always available at:

https://www.pdf-xchange.com/LiteV10.x64.msi
https://www.pdf-xchange.com/LiteV10.x86.msi

The installation of a product using an .msi is achieved by passing the .msi file as a parameter to the
system executable msiexec.exe using standard Microsoft Syntax.
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5.2 Updating

PDF-XChange Printer Lite

PDF-XChange Printer Lite is the lite version of the virtual printer PDF-XChange Printer Standard.
PDF-XChange Printer Lite is included at no extra cost when PDF-XChange Editor is purchased. PDF-
XChange Printer Lite requires a license key for PDF-XChange Editor or PDF-Tools, as licenses for a
stand-alone copy of PDF-XChange Printer Lite are not available. Licensing options are detailed here.
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5.3 Licensing

PDF-XChange Printer Lite

PDF-XChange Printer Lite is the lite version of the virtual printer PDF-XChange Printer Standard.
PDF-XChange Printer Lite is included at no extra cost when PDF-XChange Editor is purchased. PDF-
XChange Printer Lite requires a license key for PDF-XChange Editor or PDF-Tools, as licenses for a
stand-alone copy of PDF-XChange Printer Lite are not available. Licensing options are detailed here.
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6 PDF-Tools

PDF-Tools

This section of the manual contains information on the Deployment Planning, Installation, Updating
and Customization of PDF-Tools:

¢ Deployment Planning
e Installation[>1)

. updating|z_9ﬁ

e Customization|:2]
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6.1 Deployment Planning

Deployment Planning

PDF-Tools is available for installation via its own stand-alone product installer or as a component in
the PDF-XChange PRO installer. Note that the virtual printer PDF-XChange Printer Lite is included
when PDF-Tools is purchased and it will be installed by default when PDF-Tools is installed. It is
important to consider the following factors before the installation of PDF-Tools:

e Are you going to install PDF-Tools via its own stand-alone product installer, or as a component
of the PDF-XChange PRO installer? Further information on which installer you should use is
available here.

e Do you want to customize which plugins are installed with the application?

e Do you want to change the name of the printer installed from the default name of "PDF-
XChange Printer Lite"?

e Do you want the printer installed to be set as the default system printer?

e Do you want to change the language of the user interface from the default setting (US
English)?

e Do you want to install the software updater?

You can use the .msi installation switches detailed here to determine these options.
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6.2 Installation

Installation

There are several things that are important to note before PDF-Tools is installed:

e PDF-Tools can be installed via two different products - either via the stand alone PDF-Tools
installer or as a part of the PDF-XChange PRO bundle.

e Installers are available in both .exe and .msi format, but the .msi installer should always be
given preference for the reasons detailed here.[12)

PDF-Tools Installers
The PDF-Tools component is included in the following product installers:

e PDF-Tools - the stand-alone PDF-Tools application. Note that a license for this product
includes a free license for PDF-XChange Editor and the PDF-XChange Printer Lite virtual
printer, both of which are also installed when PDF-Tools is installed.

¢ PDF-XChange PRO. A license for PDF-XChange PRO includes a license for PDF-Tools, which
will install when PDF-XChange PRO is installed.

This section of the manual covers the PDF-Tools installers and their options and best practices. If you
are installing PDF-Tools via PDF-XChange PRO then please refer to the section of the manual here.[=]

Please note that the PDF-Tools and PDF-XChange PRO products both include virtual PDF printers -
PDF-XChange Printer Lite and PDF-XChange Printer Standard respectively. However, these products
are not the same and their licenses are not interchangeable. PDF-XChange Printer Lite is a simplified
version of PDF-XChange Printer Standard and does not contain as many features or as much
functionality. If printing-to-PDF is a priority, then PDF-XChange Printer Standard should be purchased.
It is important to take note of this difference in licensing because a PDF-Tools key will only unlock the
PDF-XChange Printer Lite printer and will not unlock the PDF-XChange Printer Standard printer.
Similarly, a PDF-XChange PRO or PDF-XChange Printer Standard key will not unlock the PDF-
XChange Printer Lite printer. If the wrong printer is deployed for the license key purchased then
watermarks will be added to its output PDF documents and it is then necessary to remove the
problematic printer and install the correct one or to buy a license for the printer that was installed.
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Discrete .msi installers for the current version of PDF-Tools are always available at:

https://www.pdf-xchange.com/ToolsV10.x64.msi
https://www.pdf-xchange.com/ToolsV10.x86.msi

The installation of a product using an .msi is achieved by passing the .msi file as a parameter (along
with the desired options) to the system executable msiexec.exe using standard Microsoft Syntax.
Please note the following:

If no options are specified then the default options will be used.

If no features are specified then all features will be installed.

The full UNC paths to the .msi installer and any supporting files should be used.
Product features are specified using the ADDLOCAL standard .msi property.
Product properties are specified using the Product Specific Properties.

A comprehensive list of the PDF-Tools installer switches and their options is available here.

The standard options that the PDF-Tools .msi installers use enable a consistent installation experience
over a range of deployment methods. The switches and options remain the same whether they are
assigned/published via GPO, SCCM or through third-party deployment tools. They are always applied
via command line switches or through the modification of the .msi - either directly or using a transform
file.
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6.2.1 Switches for MSI Installers

Switches for MSI Installers

The most useful options for msiexec are detailed below. Please note that parameters are case sensitive.
All available options are detailed here.

If you are using an older version of the software then please refer to the relevant user manual as the
available switches may be different. All user manuals are detailed here.

The command line for installation is: msiexec /Option <Required Parameter> [Optional Parameter]
[PROPERTY=PropertyValue]

Install Options

/package or /i
This switch installs or configures the product specified.
Syntax

<Product.msi>

/a
This switch installs the product specified on the network as an administrative install.
Syntax

<Product.msi>
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/j<ulm>

This switch advertises the specified product. "u" advertises to the current user, "m" advertises to all
users.

Syntax
<Product.msi>
Parameters

e [/t <Transform List>]
e [/g <Language ID>]

/uninstall | /x

This switch uninstalls the product specified.
Syntax

<Product.msi>

Parameters

The parameter for this switch can be either an .msi file or the relevant product code.

Display Options

/quiet

This switch installs the application without user interaction.

/passive

This switch installs the application in unattended mode. The user will see only the progress bar.
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/qln|b]r|f]

This switch sets the user interface level. "b" installs a basic Ul, "f" installs a full Ul and is the default

setting, "n"™ means that no Ul is installed, "r" installs a reduced UI.

Restart Options

/norestart

This switch disables the automatic system restart when installation is complete. (Please note
that many PDF-XChange products require a restart to function properly).

/promptrestart

This switch prompts the user for a restart when it is necessary.

/forcerestart

This switch forces a system restart when installation is complete.

Logging Options

/1

This switch defines the logging level for installation.
Syntax

<Logfile>

Modifiers
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a - start up of actions.

c - initial Ul parameters.

e - all error messages.

i - status messages.

m - out of memory or fatal exit information.
o - out of disk space messages.
p - terminal properties.

r - action-specific records.

u - user requests.

v - verbose output.

w - nonfatal warnings.

x - extra debugging information.
+ - append to existing file.

! - flush each line to the log.

* - log all information except for verbose output and extra debugging information.

/log
This switch is the equivalent for /I* <LogFile>.
Syntax

<LogFile>

Repair Options
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/f
This switch repairs the product specified.
Syntax
<Product>
Parameters
The parameter for this switch can be either an .msi file or the relevant product code.
Modifiers
a - forces the reinstallation of all files.
c - if a file is missing or checksum does not match the calculated value.
d - if a file is missing or a different version is installed.
e - if a file is missing or an equal or older version is installed.
m - all required computer-specific registry entries. This is a default setting.
o - if a file is missing or an older version is installed. This is a default setting.
p - only if a file is missing.
s - all existing shortcuts. This is a default setting.
u - all required user-specific registry entries. This is a default setting.
v - runs from source and re-caches the local package.

Additional options and more detailed explanations are available at the Microsoft website.

Standard Properties
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ADDLOCAL

The value of the ADDLOCAL property is a list of features, delimited with commas, that install locally. If
it is not used then all available options will be installed. If it is used then all required features must be
specified.

Syntax

ADDLOCAL=<list of features>

Features

F_Viewer - PDF-XChange Editor and its components;

F_Plugins - the plugins module for PDF-XChange Editor. (This requires F_Viewer).

F_Plugin_SP - the SpellChecker plugin. (This requires F_Plugins).

F_FileOpenPlugin - the plugin that provides support for files secured using "FileOpen". (This

requires F_Plugins).

F_ReadOutLoudPlugin - the plugin that provides read-out-loud functionality. (This requires

F_Plugins).

F_OCRPlugin - facilitates the use of the default OCR features. (This requires F_Plugins).

F_OptimizerPlugin - the plugin optimizes PDF files to reduce their size. (This requires

F_Plugins).

F_BookmarksPlugin - the plugin that adds advanced features for editing bookmarks. (This

requires F_Plugins).

F_PDFAPIugin - the plugin that converts PDF files into PDF/A format. (This requires

F_Plugins).

F_SPPlugin - the plugin that allows the software to work with files located on

Sharepoint™/Office 365™ servers. (This requires F_Plugins).

¢ F_GDPlugin - the plugin that allows the software to work with files located on Google
Drive™ cloud storage. (This requires F_Plugins).

¢ F_OFCPlugin - the plugin that allows the conversion of documents into MS Office formats
directly within the software. (This requires F_Plugins).

¢ F_DBPlugin - the plugin that enables the software to work in conjunction with files located
on the Dropbox™ cloud. (This requires F_Plugins).

e F_EOCRAPIugin - facilitates the use of the enhanced OCR features. (This requires F_Plugins).

e F_AzureRMSPlugin - the plugin for handling PDF files protected by MS Azure RMS. (This
requires F_Plugins).

e F_MDPlugin - the plugin that enables the conversion of Markdown files into PDF documents.
(This requires F_Plugins).

¢ F_ODPlugin - the plugin that enables working with files located on Microsoft OneDrive.
(This requires F_Plugins).

¢ F_BoxPlugin - the plugin that enables working with files located on Box.com. (This requires

F_Plugins).
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¢ F_3DPlugin - the plugin that enables the viewing of embedded 3D content in PDF
documents. (This requires F_Plugins).

¢ F_ColorPlugin - the plugin that enables the conversion of colors in PDF documents. (This
requires F_Plugins).

¢ F_CSVPlugin - the plugin that enables the conversion of .csv files to tables in PDF documents.

(This requires F_Plugins).

F_BrowserPlugins - the plugin that enables the viewing of PDF files in web browsers. (This

requires F_Viewer, as well as F_IEPlugin and/or F_NPPlugin).

F_NPPlugin - the Firefox, Chrome, Safari and Opera plugin. (This requires F_BrowserPlugins

and F_Viewer).

F_IEPlugin - the IE plugin. (This requires F_BrowserPlugins and F_Viewer).

F_SanitizePlugin — the plugin that enables the sanitization of documents. (This requires

F_Plugins).

F_VLangs - the language localization files for the software. (This requires F_Viewer).

F_Tools - PDF-Tools and its components.

F_Tools_Plugins - to install the collection of plugins that extend the functionality of PDF-

Tools. (This requires F_Tools).

F_TLangs - additional language files for localization in PDF-Tools. (This requires F_Tools).

F_Lite - the PDF-XChange Printer Lite V10 print driver and its related components.

F_Langs_Lite - the files that allow the localization of languages in the PDF-XChange Printer

Lite V10 print driver and its components.

F_ShellExt - the Windows Explorer and Windows shell extensions. This has multiple features,

including the viewing of thumbnails, properties, previews and the inclusion of the IFilter

component.

F_Updater - the updater for PDF-XChange products. The updater checks automatically for

updates to the software.

¢ F_Keylnstaller - the key installer for PDF-XChange applications.

A comprehensive list of properties defined by the Windows installer is available here.

Product Specific Properties

INSTALLLOCATION
This property specifies the installation folder.
Syntax

INSTALLLOCATION = <installation folder>
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SET_AS_DEFAULT

If this property is unspecified, or specified with value of "1", then PDF-XChange Editor will be set as
the default application for PDF files.

Syntax

SET_AS_DEFAULT="0"

PNAME
This property specifies the printer name. The default value is "PDF-XChange Lite."
Syntax

PNAME= <printer name>

SET_LITE_AS_DEFAULT

If this property is unspecified, or specified with a value of "1", then the PDF-XChange Printer Lite V10
printer will be set as the default system printer.

Syntax

SET_LITE AS_DEFAULT="0"

VIEW_IN_BROWSERS

If this property is unspecified, or specified with a value of "1", then PDF-XChange Editor will be
configured to open PDF files inside browsers.

Syntax

VIEW_IN_BROWSERS ="0"
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DESKTOP_SHORTCUTS

If this property is unspecified, or specified with a value of "1", then the installer will place shortcuts for
installed applications on the desktop.

Syntax

DESKTOP_SHORTCUTS="0"

PROGRAMSMENU_SHORTCUTS

If this property is unspecified, or specified with a value of "1", then the installer will create a program
menu group for installed applications and their components.

Syntax

PROGRAMSMENU_SHORTCUTS="0"

USERNAME
This property specifies the username to which applications will be registered.
Syntax

USERNAME=<username>

ORGANIZATION
This property specifies the organization name to which applications will be registered.
Syntax

ORGANIZATION = <organization name>

USERMAIL

This property specifies the user email.
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Syntax

USERMAIL=<user email>

KEYFILE
This property specifies the UNC location of the license vault file <filename>.xcvault.
Syntax

KEYFILE= <path to xcvault file>

KEYDATA
This property specifies the registration key.
Syntax

KEYDATA=<registration key>

APP_LANG

This property specifies a language for PDF-Tools, PDF-XChange Editor and the PDF-XChange Printer
Lite printer. (This requires F_TLangs in order to operate for PDF-Tools, F_Vlangs in order to operate
for PDF-XChange Editor and F_Langs_Lite to operate for PDF-XChange Printer Lite). This property
uses the "language culture name" to define languages. For example German is "de-DE". The <id> for
target languages is available here. The parameters "Auto”, "Builtin” and "None" can also be used
instead of a language culture name. Auto uses the system locale language, Builtin uses US English and
None retains the existing language in cases where the software is being upgraded, or operates in the
same manner as Auto if the software is being installed for the first time.

Syntax

APP_LANG=<id>

NOUPDATER
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If this property is unspecified, or specified with a value of "0", then the updater will be installed. If
specified with a value of "1" then the updater will not be installed. (Available from build 310).

Syntax

NOUPDATER=<0>

SCHEDULEUPDATER

If this property is unspecified, or specified with a value of "1", then the installer will add a task to the
task scheduler to check for software updates.

Syntax

SCHEDULEUPDATER=<0>

MSI Installer Examples

e Install the software in quiet mode, with a basic Ul, to the folder "C:\Program Files\My PDF
Applications™:

msiexec /i ToolsV10.x86.msi /gqb INSTALLLOCATION="C:\Program Files\My PDF
Applications"

e Install the software in quiet mode, with a basic Ul, to the default folder and specify the user
license information:

msiexec /i ToolsV10.x86.msi /gqb USERNAME="Dave" USERMAIL="abc@a.b.c"
KEYFILE="\UNC\path\to\xcvaultfile"

e Install the software with all features, German as the Ul language, in quiet mode and with and a
basic Ul (Please note that ADDLOCAL is not being used, therefore all components, including
F_VLangs, are installed:

msiexec /i ToolsV10.x86.msi /gb APP_LANG=de-DE
e Install the software in quiet mode, with a basic Ul, with specific features only: Editor, Spellcheck

and OCR plugins are included. FileOpen and ReadAloud plugins are not included. The browser
plugin for IE only is included. German is defined as the Ul language. A 'basic’ Ul is defined.
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ADDLOCAL is used, therefore only the features specified will be installed and F_VLangs must
be specified separately:

msiexec/i ToolsV10.x86.msi /gb
ADDLOCAL="F Viewer,F Plugins,F_Plugin SP,F _OCRPlugin,F VLangs,F_ BrowserPlug
ins,F_IEPlugin" APP_LANG=de-DE
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6.2.2  Switches for EXE Installers

Switches for EXE Installers

The EXE installers support both 32 and 64 bit versions of MS Windows. However, the Microsoft MSIN is
not always compatible with a unified 32/64 bit installation. If there is any uncertainty about the details
of the system onto which PDF-Tools is being installed, we recommend using the EXE installer. This is
because it has the ability to identify the target computer's system architecture and install 32 or 64 bit
binaries accordingly.

The command line for installation is: PDFXTools9.exe/Option [Optional Parameter]
[PROPERTY=PropertyValue]

The most useful EXE installation switches for PDF-Tools are detailed below. Please note that
parameters are case sensitive. All available options are detailed here.

Install Options

/install
This switch installs or configures the product specified. It is the default setting.
Syntax

<Product>

/uninstall
This switch uninstalls the product specified.

Syntax
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<Product>

/layout

This switch creates a complete local copy of the bundle in the directory.

Display Options
(Please note that the default settings display the Ul and all prompts during installation).

/quiet

This switch determines that neither a Ul nor prompts are displayed during installation.

/passive

This switch determines that a minimal Ul and no prompts are displayed during installation.

Restart Options

/norestart

This switch suppresses any attempts to restart the computer on which the installation is taking place.
The default setting is for the Ul to prompt before restarts take place.

Logging Options

/log
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This switch logs to a specific file. The default setting is for a log file to be created in %TEMP%. This is
also the case if the path is not specified.

Syntax

<LogFile>

Repair Options

/repair

This switch repairs existing installations of the product.

Product Specific Properties

USERNAME
This property specifies the username for which applications are registered.
Syntax

USERNAME=<username>

ORGANIZATION
This property specifies the organization name for which applications are registered.
Syntax

ORGANIZATION= <organization name>

USERMAIL
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This property specifies the user email.
Syntax

USERMAIL= <user email>

SET_AS_DEFAULT

If this property is not specified, or is specified with a value of "1", then PDF-XChange Editor will be set
as the default application for viewing PDF files.

Syntax

SET_AS_DEFAULT="0"

VIEW_IN_BROWSERS

If this property is not specified, or is specified with a value of "1", PDF-XChange Editor will be
configured to open PDF files within browsers.

Syntax

VIEW_IN_BROWSERS="0"

DESKTOP_SHORTCUTS

If this property is not specified, or is specified with a value of "1", then the installer will place shortcuts
for installed applications on the desktop.

Syntax

DESKTOP_SHORTCUTS="0"

PROGRAMSMENU_SHORTCUTS

If this property is not specified, or is specified with a value of "1", then the installer will create a
program menu group for installed applications and their components.
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Syntax

PROGRAMSMENU_SHORTCUTS="0"

KEYDATA
This property specifies a registration key.
Syntax

KEYDATA = <registration key>

KEYFILE
This property specifies the UNC location of the license vault file <filename>.xcvault
Syntax

KEYFILE= <path to xcvault file>

APP_LANG

This property specifies a language for PDF-Tools, PDF-XChange Editor and the PDF-XChange Printer
Lite printer. This property uses the "language culture name" to define languages. For example German
is "de-DE". The <id> for target languages is available here. The parameters "Auto”, "Builtin" and
"None" can also be used instead of a language culture name. Auto uses the system locale language,
Builtin uses US English and None retains the existing language in cases where the software is being
upgraded, or operates in the same manner as Auto if the software is being installed for the first time.

Syntax

APP_LANG=<id>

NOUPDATER
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If this property is not specified, or is specified with a value of "0", then the updater will be installed. If
specified with a value of "1" then the updater will not be installed. (Available from build 310).

Syntax

NOUPDATER="0"

EXE Installer Examples

e Install the application in quiet mode to the default install folder "C:\Program Files\Tracker
Software™:

PDFXTools9.exe /quiet

e Install the application in quiet mode to the default folder and specify the user license
information and key as a vault file:

PDFXTools9.exe /quiet USERNAME="John Doe"
USERMAIL="JohnDoe@Remailaddress.com" KEYFILE="C:\license\V10Pro.xcvault"

e Install the application in quiet mode to the default folder and specify the user license
information and key as a string:

PDFXTools9.exe /quiet USERNAME="John Doe"
USERMAIL="JohnDoe@emailaddress.com" KEYDATA="PVP60 - ZJ2J77DN5kdBuQRhj
dmGZ7VXrd6TkEJoJCz+1i2UTPSAS5AVAU14Q="
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6.3 Updating

Updating

PDF-Tools utilizes the PDF-XChange Updater to check for and download updates. The default
behaviour is to allow users to check for and install updates (as long as the security permissions allow
them to do so).

PDF-XChange recommends the use of the Tracker Software Updater Group Policy from the
synonymous administrative template for the purposes of managing the update process. This will
prevent users from upgrading separately, which would result in a mixture of versions across your
enterprise.

The PDF-XChange Updater[=linstalls by default when PDF-Tools is installed and creates a task in the
Windows task scheduler called TrackerAutoUpdate. This task launches the command “C:\Program
Files\Tracker Software\Update\TrackerUpdate.exe" -CheckUpdate to check for updates once every
14 days.

The Windows Task Scheduler can be used to adjust the settings of the PDF-XChange Updater. The

settings for the updater can be adjusted in the Windows Task Scheduler via the TrackerAutoUpdate
task:

V10 SysAdmin Manual



PDF-Tools

':;J Task Scheduber _ O %
File  Action  Niew Help
@ 2@ B

(5) Task Schedules Lacal)

- Actions
- Marme Status  Triggers -
7 Task Scheduber Libern i ~
= =t (B OneDvive St Ready At 4:00 AM en 1992-05-01 - After triggered, repeat every 1,00:00:00 i Task Scheduler Library =
(B OneDvive St..  Ready At 400 AM en 1992-05-01 - After triggered, repeat every 1.00:00:00 T Create Basic Task...
5 Onelrve St Ready At 4:00 AM on 1932-05-01 - After triggered, repeat every 1.00:00:00 n % Creste Tack ..
5 Supportissi.  Ready Onoevent - Log: APPLICATION, Souwrce: SupportfssistService, Event |
¥ Track o h . Impert Tk,
Ll Trackerfut achy At 500 AM every 14 day
(B update-5-1-.. Reacy At 1:39 PM every day - After triggered, repeat every 04:00:00 for a du @ Display All Running Tasks
B update-sys Feady At 236 PM every day - After triggered, repeat every (0000 fora du ™ | [ 2] Disable Al Tasks History
< 3
P Folder,.,
General Triggers Actions Conditions Semtings History View b
Name: 'TrnkerAanpdue = i Refresh
Location: 4 H Hep
A : { )
uthof: lT-uleer Seftware Products (Canada) Ltd, sel Hem -
Description: | Keeps your POF-XChange software up to date. If this task is disabled or stoppe: R
XChange saftware will not be kept up to date. b Run
n End
Disable
Expot...
Security aptions & Propemies
When nunning the task, use the followang user account: x Delete
WIh:I‘P.ﬁ.IJL-r'-'{):l.K‘S . I " E Help
< >

Figure 1. Task Scheduler, TrackerAutoUpdate Options
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6.3.1 Domain-Managed Updates

Domain-Managed Updates

The PDF-XChange Updater runs locally on all machines and is enabled by default, which means all
users can update their software themselves when a new version becomes available. Note that updates
are always a complete product installer and the process of updating always means the entire software
package must be reinstalled, as PDF-XChange does not offer patches or other methods of modifying
existing installations. It is not necessary to uninstall existing applications when updates are installed, as
the update will replace the existing installation (and preserve customized settings, file history and other
similar parameters).

Managed Updates
There are two Active Directory administrative templates that relate to updates for PDF-Tools:
Tracker Software: PDF-Tools

This template disables the Check for Updates function in PDF-Tools:
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=/ Group Policy Management Editor — O ped
File Action Wiew Help

e a2 Bml 7

_J’ Test Policy for Screenshots [DC2.PDF-XCHANGE.MET] P . Update

v il Computer Configuration . . . .
v [ Policies Select an item to view its description.  Setting
“| Software Settings =] Allow User to Check for Updates for the ap
| Windows Settings
w || Administrative Templates: Policy definitions
| App-V
w || Tracker Software: PDF-Tools
| General
| Miscellaneous
| Preferences
_| Registration
_| Toolbars/Menus Options
| Update
| Tracker Software: PDF-XChange Editor
| Tracker Software: Updater
[z All Settings
| Preferences
~ i User Configuration
| Policies
| Preferences

<

W

\ Extended f(\Standard /’

1 setting(s)
Figure 1. Group Policy Management Editor, PDF-Tools Administrative Template, Update Policy

Open the policy to enable/disable it. If the policy is enabled then users can check for updates, and if it
is disabled then users are prevented from checking for updates. If it is set to "Not Configured" then
users will be able to check for updates:
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A Allow User to Check for Updates for the application O *

Ei Allow User to Check for Updates for the application

() Mot Configured Comment:
(") Enabled
(@) Disabled
Supported on: [ ppF_Tools v6.0.318 or later
Opticns: Help:

Specifies if the user is allowed to check for updates for the
application.

2K Cancel Apply

Figure 2. "Allow User to Check for Updates for the application" Policy

Please note that the Tracker Updater Administrative Template policy detailed here[:"1) may override
this policy. If there is a conflict between update policies then the policy that disables updates will be
given priority. For example, if updates are enabled in the PDF-Tools policy but disabled in the Tracker
Updater policy, then updates will not be enabled. Or, if updates are enabled in the Tracker Updater
policy but disabled in the PDF-Tools policy, then updates will not be enabled in PDF-Tools.

Tracker Software: Updater

This template can be used to enable/disable all of the PDF-XChange product updates:

V10 SysAdmin Manual



PDF-Tools

| Group Pelicy Management Editor - O X
File Action View Help
e anm 2 HBE T

i Test Palicy for Screenshots [DC2.POF-XCHAMNGE NET] P | General
v i Computer Configuration
w || Policies
| Software Settings 2| Disabled
| Windows Settings
w [ | Administrative Templates: Policy definitions
1 App-V
© Tracker Software: POF-Tools
~| Tracker Software: PDF-XChange Editor
~ || Tracker Software: Updater
. General
5 All Settings
| Preferences
v 4%, User Configuration
| Policies

Select an item to view its description,  Setting

| Preferences

L4

W

\ Extended / Standard /

1 setting(s)
Figure 3. Group Policy Management Editor, PDF-XChange Editor Administrative Template, General Policy

We recommend disabling the Tracker Updater on user devices and pushing updates as complete
product packages across your enterprise in order to ensure that the same version of the software is
maintained on all systems.
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6.3.2  User-Managed Updates

User-Managed Updates

Unless this command is disabled via Active Directory, users can click Check for Updates in the Help
tab to open the PDF-XChange Updater:

[ PDF-Tools - O ®
/%Run /ﬁ_Edit -‘\; Clone /{‘;Create Delete E%_ Options v @ Help v
Categories All Tools “ Contents Fi Tool Info
@ Add Renarme QSEar-:h Tool... 2 Home Page v Convert Files to PDFs <
2 ~ Converts input files with supported
& Most Used (0) _\. Add Bates Numbering H Support 9 formats to PDF.
& Recents (0) H# Provides Bates numbering for it -
B ) M J easy identification and retrieval Enter License Key... [+ | Batch Processing Mode ()
W Favarites (0) + — . .
—\. Add Header and Footer ) [ | Multi-Threaded Processing Mode ()}
All Tools (76) J Adds a header and/or footer on < 3| Hizdsin Uit All Options...
— include a date, automatic page g
Create PDF (7) mﬁlbm‘t--- » Choose Input Files 9 ©
Pages (23) 4 Add Watermark
) 9 ) - i\c!cl:: text or an image that appears either in front of or behind > Convert Files to PDF 7] |j| 2]
Links (3) — J existing page content. —
Forms (4) A Apply Redaction > Change Document Pr. @[] ©
Comments (&) < — Removes all contents that have been marked for redaction. >
Bookmarks (7] - » Save Documents 9 9
Protection (8) Build Table of Contents —
Obtimize PDF (2 Creates a Table of Contents based on the Documents' > Show Files 9 v 9
ptimize () @ bookmarks' structure and pages that they point to.

PDF Standard (3)

Certify PDFs
Expart PDF (7) Fh-# Secures a PDF documents by certifying it with a particular type
Advanced (3) —Z)  of signature field called a certified signature.

__&  Change Document Properties
o’ ,II' Sets document properties: title, author, subject, keywords, et

Clear All Digital Signatures
* Rernoves all digital signatures, if possible, leaving unsigned
L signature fields. -
~

Figure 1. Help Tab, Check for Updates

This launches the PDF-XChange Updater, which will download and install any updates currently
available. The PDF-XChange Updater interface appears as detailed below:
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|2l PDF-¥Change Updater - 10.0.1.371 = O x
Available Updates: EE‘) Update History | Eﬁ Installed Products ‘ ‘II- Settings | @ Help
Mame Available Installed
HEPDF-KChangE Pro 10.0.1.371 10.0.0.370
HEPDF-KChangE Driver Lite 10.0.1.5371 10.0.0.370
Show Hidden Updates Check Again Download Close

Figure 2. PDF-XChange Update Dialog Box

¢ Available updates are displayed in the main window. Click the Download button to download
and install available updates.

e Click Update History to view a breakdown of recent updates.

e Click Installed Products to view a breakdown of installed products from PDF-XChange.

e Click Settings to customize settings for the PDF-XChange Updater. These options are detailed
beneath (figure 4) below.

e Click Help to launch the online help for the PDF-XChange Updater.

e Select/clear the Show Hidden Updates box to show/hide hidden updates.

e Click Check Again to check for more recent updates.

e Click Close to close the PDF-XChange Update dialog box.

Settings
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Updater Settings *

Gereral  Autostart

General

Automatically Install After Downloading Updates
[ ]Indude Updates That Are Incompatible with Maintenance Plan

Configure Proxies to Access the Internet

(®) Mo proxy
O Use System Proxy Settings
() Manual Proxy Configuration:

3128

Proxy Server Reguires a Password:

Language

[Use Reqgional Language:

English (US), Built-In

Save Cancel

Figure 3. Updater Settings Dialog Box

e Select/clear the Automatically Install After Downloading Updates box to enable/disable the
automatic installation of downloaded updates.

e Select/clear the Include Updates That Are Incompatible with Maintenance Plan box to
include/exclude products that are not included in your current maintenance plan. Note that if
updates are listed here and your license has expired, then the software will revert to evaluation
mode when the updates are downloaded.

e Select an option in the Configure Proxies to Access the Internet section to determine the
proxy that the updater uses to access the internet:

e Select No Proxy to disable the use of a proxy to access the internet.

e Select Use System Proxy Settings to use the current system proxy settings to access the
internet.

¢ Select Manual Proxy Configuration to use a custom proxy, then enter the Proxy Server and
Port number details in the text boxes.

e Select the Proxy Server Requires a Password box to set a password for the use of Proxy
Server when the Manual Proxy Server option above is used, then enter the Proxy User and
Password details in the text boxes.
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e Select the Use Regional Language box to use the regional language as the interface language
for downloaded updates, or select a different option from the dropdown menu. Note that the
language of the user interface can be subsequently changed as desired in the user preferences.

Click Save to save settings.

Autostart

Use the Autostart tab to set a schedule for automatically checking for updates to the software:

Updater Settings *

General Autostart

() Mever Recur every: days
(®) Daily

() weekly

() Monthly

Start: [2015-12-27  [E~ | | 9:00:01 A2

() Automatically Download Available Updates
(®) Only Show Notification

Save Cancel

Figure 4. Updater Settings Dialog Box, Autostart Tab

e Select Never to disable this feature.

e Select Daily, Weekly or Monthly to check for updates automatically on a daily, weekly or
monthly basis as desired. Note that different scheduling options are available depending on
which option is used.

e Use the Start text box to determine the date and time at which the schedule starts

e Select Automatically Download Available Updates to download available updates
automatically, or select Only Show Notification to receive a notification that updates are
available instead.
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Click Save to save settings.

V10 SysAdmin Manual



PDF-Tools

6.4  Customization

Customization

PDF-Tools is highly customizable product that contains a range of adjustable settings and functionality
that enables the customization and creation of PDF-related tools. It is often useful for users to be able
to share their settings and customized tools with each other. There are three methods that can be used
for this purpose:

1. Using a Settings File[ s3]

All the settings available in the PDF-Tools "Preferences" can be exported to and imported from a
file, and these settings can be applied either through the PDF-Tools GUI or silently via the
command line, as detailed here.

2. Using a Custom Tools File

Custom tools can also be exported to and imported from a file, using either the PDF-Tools GUI
or via the command line.

3. Via Active Directoqm

It is also possible to use an Active Directory Group Policy via the PDF-Tools administrative
template to import settings/custom tools.
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6.4.1 Managing Settings

Managing Settings

GUI-Based Settings Management

The user Interface for PDF-Tools can be customized via the application preferences:

[ PDF-Tools - i X
j‘;‘ Run z‘_ Edit k Clone f‘; Create Delete E?} Options V. @ Help v
Categories All Tools _ 5;:{:L e Ctrlek Tool Info
@ Add Rename Qf\earch Tool... B4 Convert Files to PDFs
«ff,‘ITOOI Eepoit . = Converts input files with supported
& Most Used (0) _\ Add Bates Nu ) 9 formats to PDF.
& Recents (0) 2 Prc‘.-'i_tles B_a_tes © Folder Manitars ts, for =
. i J easy identifica - |+ | Batch Processing Mode (1}
W Favorites (0) |55 Export All Settings — ) )
Add Header a [ | Multi-Threaded Processing Mode ([}
All Tools (76) Adds 2 header 2| Import All Settings hay All Options...
— J include a datg — I, etc.
Create PDF (7) E‘% Reset All Settings > Choose Input Files 9 9
Pages (23) N ?dd Watermy . —
_ ) —\c!cl::text or al ff)ExportTools behind > Convert Files to PDF @[~ 9
Links (3) _J existing page | —
F " _’}’ Import Tools -
orms (4) - Apply Redacti___ > Change DocumentPr. @ | | ©
Comments (&) - Removes all contents that have been marked for redaction.
Bookmarks (7) — » Save Documents 9 ©
Protection (2) Build Table of Contents —
Obtimize PDF (3 Creates a Table of Contents based on the Documents' > Show Files @9
prmize &) @ bookmarks' structure and pages that they point to.
PDF Standard (3)
Certify PDFs
Export PDF (7) #r = Secures a PDF documents by certifying it with a particular type
Advanced (5) I signature field called a certified signature.
__&  Change Document Properties
! ‘lf Sets document properties: title, author, subject, keywords, etc.
Clear All Digital Signatures
L Remaoves all digital signatures, if possible, leaving unsigned
_; signature fields, -

Figure 1. PDF-Tools Ul, Options Dropdown Menu, Preferences Highlighted

When this option is clicked, the Preferences dialog box will open:

V10 SysAdmin Manual




PDF-Tools

s Preferences X
= A@a 'a
Categories ok Customize User Interface Appearance
L‘j!_ General Theme: | Default (uses system colors) w |:| Allow Dark Mode from system
.4 Languages Fonts
Passwords Menu and Toolbar Font:

Segoe Ul (Default)

<

]
; : 9 pt (Default) w
an Registration

@ Color Management
@ Convert ta PDF

Commoen Ul-Font (used in all dialegs and views):
Segoe Ul (Default)

<

9 pt (Default) w

:’; Customize Ul s
e Identity Face:|| |+ Text: | | N -
u Measurement Selection: _ w Window: -
OCR Highlight: [ | ~
A% Scanner Presets Backgrounds
@ send Mail Type: | Dialeg Backgreund w il
B Signatures Style/Pattern: Default N
+ Update |Z| Show Overlay Shadows

|7| Turn off all textured b.ackgrou.ndsto improve Ul

— performance on terminal session

QK Apply Cancel

Figure 2. Preferences Dialog Box

Users can browse through the different Preferences categories and customize them as desired. These
settings can then be saved to file using the Export All Settings option in the Options dropdown menu
of the PDF-Tools Ul
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L.! PDF-Tools - m| X
/‘3 Run /ff' Edit . Clone /‘3 Create Delete =% Options V. ® Help ~
Categories All Tools 5_:{} Derenee Ctrlek Tool Info
@ Add Rename QSEar-:h Tool.., v Convert Files to PDFs =
/‘.}TDDI Report ~ - Converts input files with supported
& Most Used (D) Add Bates Nu =% formats to PDF.
5 Recents (0) ) Provides Bateg © Folder Monitors ts, for -
- _ L J easy identifica = _ || Batch Processing Mode ([}
w Favorites (0) |==; Export All Settings — ) ) )
—\. Add Header a |_| Multi-Threaded Processing Mode (0
All Toals (76) Adds aheades .= Import All Settings hay All Options...
— J include a datg I, etc.
Create PDF (7) E%l Reset All Settings » Choose Input Files 9 ©
Pages (23) & Add Watermz
_ ) i\c!cl::tr:xt or al /{")ExportTools behind > Convert Files to PDF 7] MK
Links (3) _J existing page —
F " & Import Tools -
orms (4) ‘\ Apply Redacti___ > Change Document Pr.. @ |_| L)
Comments (5] < — Removwes all contents that have been marked for redaction. 3
Bookmarks (7) _J > Save Documents 9 9
Protection (2) Build Table of Contents —
Optimize PDE (3 Creates a Table of Contents based on the Documents' > Show Files @]9
ptimize ) bookmarks' structure and pages that they point to.
PDF Standard (3] Certify PDF
erti s
Export PDF (7) Fr- & Secures a PDF documents by certifying it with a particular type
Advanced (3) 71 of signature field called a certified signature.
__&  Change Document Properties
. ,.I' Sets document properties: title, author, subject, keywords, etc,
D &, Clear All Digital Signatures
Fh Removes all digital signatures, if possible, leaving unsigned
_; signature fields, v

Figure 3. PDF-Tools Ul, Options Dropdown Menu, Export All Settings Highlighted

A similar method can be used to import settings from file using the GUI and the Import All Settings
option in conjunction with a previously exported settings file. Note that settings files are stored in a
unique format and cannot be edited by users.

Unattended Command Line Import/Export for Settings

PDF-Tools also supports the import/export of settings from file via the command line. All command
line options for PDF-Tools are available in the manual here. The command lines used for exporting
and importing settings are detailed below:

/ExportSettings
This command line exports all program settings to a specified file.
Syntax

/ExportSettings <filename>
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Parameters
<filename> - is the path to the file where program settings will be saved.

Example

PDFXTools.exe /ExportSettings "c:\PDF-Tools AppSettings.pdts"
/ImportSettings
This command line imports program settings/tools from a specified file.
Syntax

/ImportSettings[:showui=no|yes|full] <filename>
Parameters

e showui — if 'yes' is specified and the <filename> is a path to a PDF-Tools export file then the
Choose Tools for Import dialog box will open. This allows users to select manually the tools to be
imported. (If settings are being imported then the import will take place without a dialog box). If
full' is specified then the main window of the user interface will be displayed, and if the
<filename> is a path to a PDF-Tools export file then the Choose Tools for Import dialog box will
also open. The default value is 'yes'.

o <filename> - is the path to the file that contains program settings/tools. These can be created
using the /ExportSettings or /ExportTools commands (or the corresponding features in the user
interface).

Examples

PDFXTools.exe /ImportSettings "c:\PDF-Tools AppSettings.pdts" - to import all settings
from the file "c\PDF-Tools_AppSettings.pdts".

PDFXTools.exe /ImportSettings:showui=full "c:\PDF-Tools Exchange.pdtex" - to display
the main window of the user interface and import tools from the file "c:\PDF-Tools_Exchange.pdtex"
via the Choose Tools for Import dialog box.
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6.4.2  Managing Custom Tools

Managing Custom Tools

PDF-Tools contains functionality that enables the creation of custom tools in order to meet specific
tasks, as detailed here. These tools can be exported to file from PDF-Tools and imported to other
installations of PDF-Tools, which allows users to share their custom tools with each other.

GUI-Based Tools Import/Export

Click the Options dropdown menu, then click Export Tools to export tools from PDF-Tools:

£ PDF-Tools - O b
/‘3 Run /i"_ Edit d\ Clone ‘/f} Create Delete E‘E‘ Options v @ Help v
Categories All Tools m Preferences... Ctriek | Tool Info
@ Add Rename Qf\earch Tool... B4 Convert Files to PDFs
/‘:ITDOI R ot . Converts input files with supported
& Most Used (0) Add Bates Nu ) 9 formats to PDF.
& Recents (0) # Provides Bates + Folder Monitors =, for =
. Tl J easy identifica o [+ | Batch Processing Mode ()
¥ Favorites (0) [=] Bxport All Settings — _ _
—\. Add Header a [ | Multi-Threaded Processing Mode ()}
All Tools (76) Adds s header 2 =] Import All Settings hay All Options...
—— J include a datg — I, etc.
Create PDF (7} L“{j_} Reset All Settings > Choose Input Files 9 ©
Pages (23) LY .?.dd Watermaz . _
_ ) —\c!cl::text or al ff)ExportTools behind > Convert Files to PDF 2 NEIEa)
Links (3) _J existing page | —
mport Tools
F 4 & Import Tool -
orms (4) - Apply Redacti___ > Change DocumentPr. @ | | ©
Comments (&) - Removes all contents that have been marked for redaction.
Bookmarks (7) _J » Save Documents 9 ©
Protection (2) Build Table of Contents —
. . Creates a Table of Contents based on the Documents' > Show Files @ v 9
Optimize PDF (3) @ bookmarks' structure and pages that they point to.

PDF Standard (3)
Expart PDF (7)
Advanced (3)

Certify PDFs
#r = Secures a PDF documents by certifying it with a particular type
I signature field called a certified signature.

__&  Change Document Properties
! Sets document properties: title, author, subject, keywords, etc.

Clear All Digital Signatures
Remaoves all digital signatures, if possible, leaving unsigned

ik
_; signature fields,

~

Figure 1. PDF-Tools Ul, Options Dropdown Menu, Export Tools Selected
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Alternatively, if users want to import tools, then they should click Import Tools and then select the
<filename>.pdtex file that was created when tools were exported previously.

Unattended Tools Import/Export via the Command Line

PDF-Tools also supports the import/export of custom tools from file via the command line. All
command line options for PDF-Tools are available in the PDF-Tools manual here.

Command Line Options
/ExportTools
This command line exports tools and their settings to a specified file.
Syntax
/ExportTools[:showui=no|yes|full] <filename>
Parameters
¢ showui - if 'yes' is specified then the Choose Tools for Export dialog box will be displayed. This
allows users to select manually the tools to be exported. If 'full’ is specified then the main window
of the user interface will also be displayed. The default value is 'yes'.

o <filename> - is the path to the file where exported tools will be saved.

Example

PDFXTools.exe /ExportTools:showui=full "c:\PDF-Tools Exchange.pdtex" - to export tools
via the Choose Tools for Export dialog box and display the main window of the user interface.

/ImportTools
This command line imports tools to PDF-Tools.
Syntax

/ImportTools[:showui[=no|yes|full]] <filename>

Parameters
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e showui - if 'yes' is specified then the Choose Tools for Import dialog box will be displayed. This
allows users to select manually the tools to be imported. If 'full' is specified then the main window
of the user interface will also be displayed. The default value is 'yes'.

¢ <filename> - is the path to the file that contains previously exported tools. The /ExportTools
command (or the corresponding feature in the user interface) can be used to export tools to file.

Examples

PDFXTools.exe /ImportTools "c:\my-custom-tools.pdtex" - toimport all toolsfrom the file
"c:\my-custom-tools.pdtex".

PDFXTools.exe /ImportTools:showui "c:\pdf-tools.pdtex" - to import tools from the file "c:
\pdf-tools.pdtex” via the Choose Tools for Import dialog box.

PDFXTools.exe /ImportTools:showui=full "c:\pdf-tools.pdtex" - to import tools from the
file "c:\pdf-tools.pdtex” via the Choose Tools for Import dialog box and display the main window
of the user interface.
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6.4.3  Active Directory Administrative Templates

Active Directory Administrative Template

The Active Directory administrative template for PDF-Tools comes in two files: PDFXTools.admx and
PDFXTools.adml, both of which are available via this permanent link to a zip archive of all the
templates: https://www.pdf-xchange.com/Tracker AD_AdministrativeTemplates.zi

Note that it is necessary for both of these files to be installed in the "Central Store" of your domain
controller in order to utilize the administrative template. Further information on using these templates
to set up your domain controller is available here.

Additionally, please note that not all features in PDF-Tools are available for template management.
Available policies are detailed below:

¢ General[+>)
e Miscellaneous/=»)
e Preferences/:1)

. Registration@

e Toolbar/Menu Options@
° Update@
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6.4.3.1 Available Policies

Available Policies

The PDF-Tools administrative template organizes its policies into six categories. When these policies
are viewed on a domain controller using the "Group Policy Management Editor" they appear as
detailed below:

= Group Pelicy Management Editor - O it
File Action View Help

L AN (RER 7 R ¢

_:" Test Policy for Screenshots [DC2.PDF-XCHAMNGE.NET] P . Tracker Software: PDF-Tools

w gl Computer Configuration ) o o i
Select an item to view its description.  Setting

w [ ] Policies .
-] Software Settings | General
| Windows Settings _| Miscellaneous
w || Administrative Templates: Policy definitions | Preferences
_ App-V _| Registration
~ | Tracker Software: PDF-Tools | Toolbars/Menus Options
| General | Update
 Miscellanecus
| Preferences
_ Registration
|| Toolbars/Menus Options
| Update

| Tracker Software: PDF-XChange Editor
| Tracker Software; Updater

i All Settings
| Preferences
w i, User Configuration
| Policies
| Preferences
< >
< > | Extended / Standard /

Figure 1. PDF-Tools Administrative Template Policies

Further information on each policy is available at the links below:

e Generall+31 - Policies to manage the availability and visibility of tools.
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e Miscellaneous/:x! - default paper size.

e Preferences[«1 - show/hide Preferences Page(s)

« Registration|:] - manage how your license key is presented and updated.
e Toolbar/Menu Options|: - policies to manage available commands.

o Updatel=7l - policy to manage updating the software.
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6.4.3.1.1 General

General

Category: |General

Policy Allow Change List of Tools
Name:

Requiremen | PDF-Tools v6.0.318 or later.
ts:

Description: | Specifies whether or not PDF-Tools is allowed to add new
tools/delete existing tools.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\General

Reg Key b.CanEditToolList

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled
Values:

Category: |General

Policy Allow Edit Tools
Name:

Requiremen | PDF-Tools v6.0.318 or later
ts:

Description: | Specifies whether or not PDF-Tools is allowed to change the
options of existing tools.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\General

Reg Key b.CanEditToolParams
Name:
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Registry REG_DWORD
Key Type:

Available “1" — enabled, "0" - disabled
Values:

Category: |General

Policy Allow Export/Import Program Settings
Name:

Requiremen | PDF-Tools v6.0.318 or later
ts:

Description: | Specifies whether or not PDF-Tools is allowed to export/import
its settings.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\General

Reg Key b.CanimpExpSettings

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled
Values:

Category: |General

Policy Custom Categories Visibility
Name:

Requiremen | PDF-Tools v6.0.322 or later
ts:

Description: | A list of identifiers of custom categories with their visibility
factors. The list is a string of elements each separated by a pipe |
character. Each element consists of two parts separated by a

"' (colon). The first part is the ID of the category and the second
part is the visibility factor. Possible factor values are:

0 - hide;
1 - show;

An asterisk "** defines the level for all panels that are not explicitly
mentioned in the list that follows it.
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Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\General

Reg Key t.CustCatVisibility
Name:

Registry REG_SZ
Key Type:

Available custom Tool IDs. See Category IDs and Names for details.
Values:

Example

*:0|/{17F9DA9C-0E4E-4276-B40FFD223D1F5397}:1 - to show only the custom category that has
the specified ID.

Tip: Run PDFXTools.exe with the following command line to view the identifiers of all existing
categories:

PDFXTools.exe /DumpCategories "c:\PDFTools_Categories.txt

Category: |General

Policy Custom Tools Access
Name:

Requiremen | PDF-Tools v6.0.318 or later
ts:

Description: | A list of identifiers of custom tools with their access modes. The
list is a string of elements each separated by a pipe '|' character.
Each element consists of two parts separated by a "' (colon). The
first part is the ID of the tool and the second part is the access
mode. Possible factor values are:

0 - read-only (note that if this option is selected then it is not
possible to edit the parameters of the tool);
1 - editable;

An asterisk "** defines the level for all panels that are not explicitly
mentioned in the list that follows it.

Reg Key HKEY_LOCAL _MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\General

Reg Key t.CustToolsAccess
Name:
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Registry REG_SZ

Key Type:
Available custom Tool IDs. See Category IDs and Names for details.
Values:

Example

*:0|/{C57F2DF9-FC8C-4521-8EOF5A39AEAB8895}:1 - to prevent the changing of access modes for
all custom tools except the custom tool specified.

Category: |General

Policy Custom Tools Visibility
Name:

Requiremen | PDF-Tools v6.0.318 or later
ts:

Description: [ A list of identifiers of custom tools with their visibility factors. The
list is a string of elements each separated by a pipe '|' character.
Each element consists of two parts separated by a "' (colon). The
first part is the ID of the tool and the second part is the visibility
factor. Possible factor values are:

0 - hide;
1 - show;

An asterisk "*' defines the level for all panels that are not explicitly
mentioned in the list that follows it.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\General

Reg Key t.CustToolsVisibility
Name:

Registry REG_SZ
Key Type:

Available custom Tool IDs. See Category IDs and Names for details.
Values:

Example

*:0|/{C57F2DF9-FC8C-4521-8EOF5A39AEAB8895}:1 - to show only one custom tool that has the
specified ID.
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Category: |General

Policy Standard Categories Visibility
Name:

Requiremen | PDF-Tools v6.0.322 or later
ts:

Description: | A List of identifiers of standard categories with their visibility
factors. The list is a string of elements each separated by a pipe |
character. Each element consists of two parts separated by

"' (colon). The first part is the ID of the category and the second
part is the visibility factor. Possible factor values are:

0 - hide;
1 - show;

An asterisk "** defines the level for all panels that are not explicitly
mentioned in the list that follows it.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\General

Reg Key t.StdCatVisibility

Name:
Registry REG_SZ
Key Type:
Available createPDF, pages, comments, protection, optimizePDF,
Values: PDFStandard, exportPDF, advanced.
Example

*:0|createPDF:1|comments:1 - to show only the 'Create PDF' and 'Comments' categories.

Category: |General

Policy Standard Tools Access
Name:

Requiremen | PDF-Tools v6.0.318 or later
ts:

Description: | A list of identifiers of standard tools with their access modes. The
list is a string of elements each separated by pipe '|' character.
Each element consists of two parts separated by "' (colon). The
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first part is the ID of a tool and the second part is the access
mode. Possible access modes are:

0 - read-only (note that if this option is selected then it is not
possible to edit the parameters of the tool);
1 - editable;

An asterisk "*' defines the level for all panels that are not explicitly
mentioned in the list that follows it.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\General

Reg Key t.StdToolsAccess

Name:

Registry REG_SZ

Key Type:

Available filesToPDF, imagesToPDF, scanToPDF, textToPDF,

Values: addWatermarks, addHeaderAndFooter, addBatesNumbering,
addPagesBackground, cropPages, resizePages, rotatePages,
ocrPages, extractPages, splitMergePDF, extractimagesFromPDF,
pdfTolmages, convertToPDFA, optimizePDF, securePDF,
addDigSign, certifyPDF, addTimeStamp, overlayDoc

Example

*:0limagesToPDF:1 - to prevent changing all standard tools except the 'Create PDF from Images'
tool.

Tip: Run PDFXTools.exe with the following command line to view the identifiers of all existing tools:

PDFXTools.exe /DumpTools "c:\PDFTools_Tools.txt

Category: |General

Policy Standard Tools Visibility
Name:

Requiremen | PDF-Tools v6.0.318 or later
ts:

Description: | A list of identifiers of standard tools with their visibility factors.
The list is a string of elements each separated by a '|' character.
Each element consists of two parts separated by "' (colon). The
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first part is the ID of tool and the second part is the visibility
factor. Possible factor values are:

0 - hide;
1 - show;

An asterisk "*' defines the level for all panels that are not explicitly
mentioned in the list that follows it.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\General

Reg Key t.StdToolsVisibility

Name:

Registry REG_SZ

Key Type:

Available filesToPDF, imagesToPDF, scanToPDF, textToPDF,

Values: addWatermarks, addHeaderAndFooter, addBatesNumbering,
addPagesBackground, cropPages, resizePages, rotatePages,
ocrPages, extractPages, splitMergePDF,
extractimagesFromPDF, pdfTolmages, convertToPDFA,
optimizePDF, securePDF, addDigSign, certifyPDF,
addTimeStamp, overlayDoc.

Example

*:0|imagesToPDF:1|scanToPDF:1 - to show 'Create PDF from Images' and 'Scan to PDF' tools only.
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6.4.3.1.2 Miscellaneous

Miscellaneous

Category: |Miscellaneous

Policy Default Paper Size
Name:

Requiremen | PDF-Tools v7.0.325 or later.
ts:

Description: | Specifies the default page size for creating or editing documents.

Reg Key HKEY_LOCAL MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\Misc

Reg Key i.DefPaperindex

Name:

Registry

Key Type:

Available A4, Letter/ANSI A, US legal, A3, Tabloid/ANSI B, ANSI C, ANSI D,
Values: ANSI E, ANSI F (Drop List)
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6.4.3.1.3 Preferences

Preferences

Category: Preferences

Policy Preferences Pages Access
Name:

Requiremen | PDF-Tools v6.0.318 or later.
ts:

Description: | A list of IDs of pages in the 'Preferences’ dialog box with their
access modes. The list is a string of elements each separated by
the '|' pipe character. Each element consists of two parts
separated by a "' (colon). The first part is the ID of preference
page and the second part is its access mode number. Possible
access mode numbers are:

0 - hide;
1 - show (default setting);
2 - disable.

An asterisk "*' defines the level for all panels that are not explicitly
mentioned in the list that follows it.

Reg Key HKEY_LOCAL MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\AppPrefs

Reg Key t.PagesAccess

Name:

Registry REG_SZ

Key Type:

Available Standard Page IDs: CustomUlI, Identity, Languages, Measurement,
Values: Registration, Signatures.

Examples
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Registration:0 - to hide the 'Registration’ page.
*:0|CustomUI:1 - to show only the 'Custom Ul' page.
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6.4.3.1.4 Registration

Registration

Category: Registration
Policy Allow Auto-upgrade Serial Keys
Name:

Requiremen
ts:

PDF-Tools v6.0.318 or later.

Description: | Specifies whether or not PDF-Tools is allowed to auto-upgrade
all installed serial keys (requires an internet connection).

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker

Location: Software\PDFXTools\6.0\Registration

Reg Key b.CanAutoUpgradeSerials

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled

Values:

Category: Registration

Policy Allow Copy Serial Key

Name:

Requiremen
ts:

PDF-Tools v6.0.318 or later.

Description:

Specifies whether or not users are allowed to copy serial keys to
the clipboard on the Registration preferences page.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\Registration

Reg Key b.CanCopySerials

Name:
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Registry REG_DWORD

Key Type:

Available “1" — enabled, "0" - disabled
Values:
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6.4.3.1.5 Toolbar/Menu Options

Toolbars/Menus Options

Category: |Toolbars/Menus Options

Policy Commands Availability
Name:

Requiremen | PDF-Tools v6.0.318 or later.
ts:

Description: | Specifies the availability of some commands in toolbars/menus.

An asterisk "*' defines the level for all panels that are not explicitly
mentioned in the list that follows it.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\CmdOpts

Reg Key t.CmdAccess

Name:
Registry REG_SZ
Key Type:
Available Standard common identifiers: tool.run, tool.edit, tool.clone,
Values: tool.create, delete, opts, help, search.
Examples

tool.edit:0|tool.clone:0|tool.create:0|delete:0 - to disable 'Edit’, ‘Clone’, 'Create’, 'Delete' commands
in toolbars/menus.
*:0|tool.run|search - to disable all commands except the '‘Run' command and the search bar.

The example list of standard command identifiers:
tool.run, tool.edit, tool.clone, tool.create, delete, opts, help, search.

Category: |Toolbars/Menus Options
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Policy Commands Visibility
Name:

Requiremen | PDF-Tools v6.0.318 or later.
ts:

Description: | Specifies the visibility of some commands in toolbars/menus.

An asterisk "*' defines the level for all panels that are not explicitly
mentioned in the list that follows it.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\CmdOpts

Reg Key t.CmdVisibility

Name:
Registry REG_SZ
Key Type:
Available Standard common identifiers: tool.run, tool.edit, tool.clone,
Values: tool.create, delete, opts, help, search.
Examples

tool.edit:0|tool.clone:0|tool.create:0|delete:0 - to hide 'Edit', 'Clone’, 'Create’, 'Delete’ commands in
toolbars/menus.
*:0|tool.run|search - to hide all commands except the ‘Run' command and the search bar.
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6.4.3.1.6 Update

Update

Category: |Update

Policy Allow User to Check for Updates for the application
Name:

Requiremen | PDF-Tools v6.0.318 or later.
ts:

Description: | Specifies whether or not users are allowed to check for updates
to the application.

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\PDFXTools\6.0\Update

Reg Key b.AllowCheck

Name:

Registry REG_DWORD

Key Type:

Available "1" — enabled, "0” — disabled
Values:

Please note that the PDF-Tools Administrative Template policy detailed here may override this
policy. If there is a conflict between update policies then the policy that disables updates will be given
priority. For example, if updates are enabled in the PDF-Tools policy but disabled in the Tracker
Updater policy, then updates will not be enabled. Or, if updates are enabled in the Tracker Updater
policy but disabled in the PDF-Tools policy, then updates will not be enabled in PDF-Tools.
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6.4.3.2 Category IDs and Names

Category IDs and Names

There are two sets of categories defined in PDF-Tools.

The first set of categories is the Tools Categories, which are used to organize the default tools into
groups of similar functions:

L PDF-Tools — | 4
/gRun /ft‘t_Emt a Clone /E’;Create Delete m Options + ® Help ~
Categories All Tools Tool Info
@ Add Rename Qiearch Tool... ~ Convert Files to PDFs <
~ Converts input files with supported
& Most Used (D) Add Bates Numbering 9 formats to PDF,
& Recents (0) H# Prc‘.-'i.cles B.a.tes !ﬂumbering fcr indexing legal documents, for -
) M- J easy identification and retrieval, etc. |+ | Batch Processing Mode ()
W Favarites (0) — . .
—\ Add Header and Footer |_| Multi-Threaded Processing Mode (0
All Tools (78) Adds a header and/or footer on pages. Header/footer may All Options...
— J include a date, automatic page numbering, title, author, etc.
Create PDF (7] > Choose Input Files 9 ©
Pages (23) LY .f«dd Watermar!{ . . . -

) ) Ac!cl::text or an image that appears either in front of or behind > Conwvert Files to PDF 2 NIk
Links (3) - J existing page content. —
Forms (4] - Apply Redaction > Change Document Pr.. @ |:| L]
Comments (&) < — Removes all contents that have been marked for redaction. »

Bookmarks (7) _J » Save Documents 9 9
Protection (2) Build Table of Contents —
Outimize PDF (3 Creates a Table of Contents based on the Documents' > Show Files 7] |i| )

ptimize () @ bookmarks' structure and pages that they point to.
PDF Standard (3)

Certify PDFs

Export PDF (7) Fh- g Secures a PDF documents by certifying it with a particular type
Advanced (3) L—#|  of signature field called a certified signature.

__&  Change Document Properties
o ,'f Sets document properties: title, author, subject, keywords, etc.

Clear All Digital Signatures
Rermoves all digital signatures, if possible, leaving unsigned

e
_; signature fields. o

-~

Figure 1. PDF Tools Ul, Tool Categories Highlighted

The second set of preferences is the in Preferences Categories, which each contain a group of
preferences for PDF-Tools:
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. Preferences hld
Categories E‘ﬂ. General settings
Eél General User Interface
.4 Languages ~ = [ | Do net shew special "MEW" labels for newly added standard tocls
Passwords Hide "MNew" labels
9P Registration
.“"; ______ 9 _____________________________________________ Taskbar
@ Color Management |:| Play sound when tool processing ends
@ Convert to PDF |Z| Make application icon flash in taskbar when teol processing ends

:l; Customize Ul |:| Minimize application to tray

| Identity Threads

Measurement 7d) Maximum number of working threads allowed:

=y

: OCR Automatic v

Your system contains 8 CPU(s)/cores
S8k Scanner Presets

(4] send Mail High DPI Support
i » | High DPI scaling behavior:
Signatures @ : :
+ Update use per monitor resclution w

. Changing Ul-scale mode requires application restart

QK Apply Cancel

Figure 2. Tools Preferences
Tool Categories
Tool categories can be managed via the GUI or via Group policy. Custom categories can also be
managed via Group Policy. You can use the /DumpCategories command line detailed below to view a
list of all default and custom tool category IDs:
/DumpCategories
This command line saves identifiers of all existing tool categories to a plain text file.
Syntax

/DumpCategories <filename>

Parameters
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<filename> - is the path to the text file where identifiers of all existing tool categories will be
saved.

Example

C:\Program Files\Tracker Software\PDF Tools>PDFXTools.exe /DumpCategories "c:
\dump\PDF-Tools.txt"

results in the following output:

===== Standard Categories (1l1) =====
[pdft.toolcat.createPDF]: Create PDF
[pdft.toolcat.pages]: Pages
[pdft.toolcat.links]: Links
[pdft.toolcat.forms]: Forms
[pdft.toolcat.comments]: Comments
[pdft.toolcat.bookmarks]: Bookmarks
[pdft.toolcat.protection]: Protection
[pdft.toolcat.optimizePDF]: Optimize PDF
[pdft.toolcat.PDFStandard]: PDF Standard
[pdft.toolcat.exportPDF]: Export PDF
[pdft.toolcat.advanced] : Advanced

===== Custom Categories (1) =====
[{63B7BB4B-6FD0-4A58-84BAB6DAAECDD032}]: Paul's Tools

Tool categories IDs are a necessary component when you are defining which tool categories to display
via the Active Directory administrative template. The values from the /Dump Categories output file
(with the pdft. section omitted) should be used for this purpose. For example, the value to use for the
Links category is toolcat.links and the ID for the "Paul's Tools" custom category is {63B7BB4B-6FDO-
4A58-84BAB6DAAECDD032}

Preferences Categories

Please note that it is not possible to use a command line to extract the preferences category IDs from
the application. The list of Preferences Category IDs (as of build 8.0.331.0) is:

Accessibility
Assoc

ColorMan
Commenting
CustomUlI
DocInfoBar

Docs
ExportConverters
Forms
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FullScreen
General
Identity
ImportConverters
JavaScript
Languages
LaunchApp
Mail
Measurement
OCR
PageDisplay
PageText
Performance
Places

Plugins
Registration
Rendering
ScannerPresets
SearchProviders
Security
Signatures
Snapshot
Speech

Tools

Update

These are required when you are using the Active Directory administrative template to define which of
the preferences categories users will be able to see in PDF-Tools, as detailed here.[#1
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7 PDF-XChange PRO

PDF-XChange PRO

PDF-XChange PRO is a bundle package that contains PDF-XChange Editor, PDF-Tools and PDF-
XChange Printer Standard. This section of the manual contains information on the Deployment
Planning, Installation, Updating and Customization of PDF-XChange PRO:

e Deployment Planning
e Installation|s*

e Updating/:=]
o Customization|ss:]
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7.1  Deployment Planning

Deployment Planning

PDF-XChange PRO is a bundle package that contains PDF-XChange Editor, PDF-Tools and PDF-
XChange Printer Standard. These products are installed individually when PDF-XChange PRO is
installed. It is important to consider the following factors before the installation of PDF-XChange PRO:

e Do you want to customize which plugins are installed with the applications?

e Do you want to change the name of the printer installed from the default name of "PDF-
XChange Printer Standard"?

e Do you want PDF-XChange Editor to be set as the default application for viewing/editing PDF
files?

¢ Do you want to set PDF-XChange Editor to open PDF files located in internet browsers?

e Do you want the printer installed to be set as the default system printer?

e Do you want to change the language of the user interface in the applications from the default
setting (US English)?

e Do you want to install the software updater for the applications and create a schedule for
updating?

You can use the .msi installation switches detailed here to determine these options.
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7.2 Installation

Installation

PDF-XChange PRO is a bundle package that contains PDF-XChange Editor, PDF-Tools and PDF-
XChange Printer Standard. These products are installed individually when PDF-XChange PRO is
installed. Installers for PDF-XChange PRO are available as either an .exe or .msi installer. Further
information on the merits of each format is available here.[12]1 Note that although .exe installers are
available for PDF-XChange PRO, they are designed for single-user installations and do not utilize all
the options or switches that are available to the .msi installers. This guide is intended for use with
managed installations and therefore will refer only to the .msi installers.

Discrete installers for the current version of PDF-XChange PRO are always available at:

https://www.pdf-xchange.com/ProV10.x64.msi
https://www.pdf-xchange.com/ProV10.x86.msi

When you use an .msi to install a product, standard Microsoft Syntax is used to pass the .msi file as a
parameter (along with the desired options) to the system executable msiexec.exe. Please note:

If no options are specified then the default options will be used.

If no features are specified then all features will be installed.

The full UNC paths to the .msi installer and any supporting files should be used.
Product features are specified using the ADDLOCAL standard .msi property.
Product properties are specified using the Product Specific Properties.

A comprehensive list of the PDF-XChange PRO installer switches and their options is available here.

The standard options that the PDF-XChange PRO .msi installers use enable a consistent installation
experience over a range of deployment methods. The switches and options remain the same whether
they are assigned/published via GPO, SCCM or through third-party deployment tools. They are always
applied via command line switches or through the modification of the .msi - either directly or using a
transform file.
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7.2.1 Switches for MSI Installers

Switches for MSI Installers

The most useful options for msiexec are detailed below. Please note that parameters are case sensitive.
All available options are detailed here.

If you are using an older version of the software then please refer to the relevant user manual as the
available switches may be different. All user manuals are detailed here.

The command line for installation is: msiexec /Option <Required Parameter> [Optional Parameter]
[PROPERTY=PropertyValue]

Install Options

/package or /i
This switch installs or configures the product specified.
Syntax

<Product.msi>

/a
This switch installs the product specified on the network as an administrative install.
Syntax

<Product.msi>
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/j<ulm>

This switch advertises the specified product. "u" advertises to the current user, "m" advertises to all
users.

Syntax
<Product.msi>
Parameters

e [/t <Transform List>]
e [/g <Language ID>]

/uninstall | /x

This switch uninstalls the product specified.
Syntax

<Product.msi>

Parameters

The parameter for this switch can be either an .msi file or the relevant product code.

Display Options

/quiet

This switch installs the application without user interaction.

/passive

This switch installs the application in unattended mode. The user will see only the progress bar.

V10 SysAdmin Manual



PDF-XChange PRO

/qln|b]r|f]

This switch sets the user interface level. "b" installs a basic Ul, "f" installs a full Ul and is the default

setting, "n"™ means that no Ul is installed, "r" installs a reduced UI.

Restart Options

/norestart

This switch disables the automatic system restart when installation is complete. (Please note
that many PDF-XChange products require a restart to function properly).

/promptrestart

This switch prompts the user for a restart when it is necessary.

/forcerestart

This switch forces a system restart when installation is complete.

Logging Options

/1

This switch defines the logging level for installation.
Syntax

<Logfile>

Modifiers
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a - start up of actions.

c - initial Ul parameters.

e - all error messages.

i - status messages.

m - out of memory or fatal exit information.
o - out of disk space messages.
p - terminal properties.

r - action-specific records.

u - user requests.

v - verbose output.

w - nonfatal warnings.

x - extra debugging information.
+ - append to existing file.

! - flush each line to the log.

* - log all information except for verbose output and extra debugging information.

/log
This switch is the equivalent for /I* <LogFile>.
Syntax

<LogFile>

Repair Options
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/f
This switch repairs the product specified.
Syntax
<Product>
Parameters
The parameter for this switch can be either an .msi file or the relevant product code.
Modifiers
a - forces the reinstallation of all files.
c - if a file is missing or checksum does not match the calculated value.
d - if a file is missing or a different version is installed.
e - if a file is missing or an equal or older version is installed.
m - all required computer-specific registry entries. This is a default setting.
o - if a file is missing or an older version is installed. This is a default setting.
p - only if a file is missing.
s - all existing shortcuts. This is a default setting.
u - all required user-specific registry entries. This is a default setting.

v - runs from source and re-caches the local package.

Standard Properties

ADDLOCAL
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The value of the ADDLOCAL property is a list of features, delimited with commas, that install locally. If
it is not used the all available options will be installed. If it is used then all required features must be
specified.

Syntax

ADDLOCAL=<list of features>

Features

F_Viewer - PDF-XChange Editor and its main components.

F_Plugins - the plugins module for PDF-XChange Editor. (This requires F_Viewer).

F_Plugin_SP - the spell-checker plugin. (This requires F_Plugins).

F_FileOpenPlugin - the security plugin that handles FileOpen DRM. (This requires F_Plugins).

F_ReadOutLoudPlugin - the plugin that provides 'read-out-loud’ functionality. (This requires

F_Plugins).

F_EOCRAPIlugin - facilitates the use of the enhanced OCR features. (This requires F_Plugins).

F_OptimizerPlugin - the plugin that optimizes PDF files.

F_BookmarksPlugin - the plugin that facilitates the inclusion of advanced functionality for

bookmarks. (This requires F_Plugins).

e F_PDFAPIugin - the plugin that converts PDF files into PDF/A format. (This requires F_Plugins).

e F_SPPlugin - the SharePoint plugin, which facilitates the use of files located on SharePoint
servers. (This requires F_Plugins).

e F_GDPlugin - facilitates the use of files located on Google Drive™. (This requires F_Plugins).

e F_OFCPlugin - to install the plugin that allows the conversion of documents into MS Office
formats directly within the software. (This requires F_Plugins).

¢ F_ldentifyFormsPlugin - the plugin that enables the detection and creation of form fields in
documents converted to PDF. (This requires F_Plugins).

¢ F_DBPlugin - facilitates the use of files located on the DropBox™ cloud. (This requires
F_Plugins).

¢ F_OCRPlugin - facilitates the use of the default OCR features. (This requires F_Plugins).

e F_MDPlugin - to install the plugin that enables the conversion of Markdown files into PDF
documents. (This requires F_Plugins).

e F_ODPlugin - the plugin that enables working with files located on Microsoft OneDrive. (This
requires F_Plugins).

e F_BoxPlugin - the plugin that enables working with files located on Box.com. (This requires
F_Plugins).

¢ F_3DPlugin - the plugin that enables the viewing of embedded 3D content in PDF documents.
(This requires F_Plugins).

¢ F_ColorPlugin - the plugin that enables the conversion of colors in PDF documents. (This
requires F_Plugins).

e F_CSVPlugin - the plugin that enables the conversion of .csv files to tables in PDF documents.

(This requires F_Plugins).
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¢ F_BrowserPlugins - the plugin for web browsers that facilitates browser-based PDF file
viewing. (This requires F_Viewer, as well as F_IEPlugin and/or F_NPPlugin).

e F_NPPlugin - the plugin for Firefox, Chrome, Safari and Opera. (This requires

F_BrowserPlugins and F_Viewer).

F_IEPlugin - the plugin for Internet Explorer. (This requires F_BrowserPlugins and F_Viewer).

F_SanitizePlugin — the plugin that enables the sanitization of documents. (This requires

F_Plugins).

F_VLangs - provides additional languages for the localization of PDF-XChange Editor. (This

requires F_Viewer).

F_Tools - the plugin for PDF Tools and its components.

F_Tools_Plugins - the plugins that extend the functionality of PDF Tools. (This requires

F Tools).

F_TLangs - provides additional languages for the localization of PDF Tools. (This requires

F Tools).

F_Drivers - PDF-XChange Printer Standard Printer and related components.

F_Office2PDF - the Office to PDF facility, which enables the batch-conversion of MS Office

documents to PDF. (This requires F_Drivers).

e F_OfficeAddin - provides extended support for MS Office applications when converting
documents to PDF. (This requires F_Drivers).

e F_IEAddin - the add-in for MS Internet Explorer that facilitates the conversion of web pages to
PDF format. (This requires F_BrowserExts).

e F_Langs_Drv - language localization files for the PDF-XChange Printer Standard printer
driver, the Office Addin and the Office2PDF feature. (This requires F_Drivers).

¢ F_ShellExt - the plugins for Windows Explorer and Windows shell. These extensions enable

the viewing of PDF thumbnails in Windows Explorer, display PDF file properties, handle the

previewing of PDF files in Windows Vista and Office 2007 and provide the IFilter component,

which allows the Windows Desktop Search to operate within PDF files.

F_Updater - the updater for PDF-XChange products. The updater checks automatically for

updates to the software.

F_Keylnstaller - the key installer for PDF-XChange products.

F_BrowserExts - plugin for browsers that enables the conversion of web pages into PDF files.

F_ChromeExt - extension for Chrome browser that enables the conversion of web pages into

PDF files. (This requires F_BrowserExts).

F_EdgeExt - extension for Edge browser that enables the conversion of web pages into PDF

files. (This requires F_BrowserExts).

A comprehensive list of properties defined by the Windows installer is available here.

Product Specific Properties
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PNAME

This property specifies the name of the printer to be used. The default value is "PDF-XChange
Standard."

Syntax

PNAME= <printer name>

INSTALLLOCATION
This property specifies the installation folder.
Syntax

INSTALLLOCATION = <installation folder>

SET_PRINTER_AS_DEFAULT

When specified with a value of "1" the PDF-XChange Printer Standard printer will be set as the
default printer after installation. If this property is not specified then the PDF-XChange Printer
Standard printer will not be set as the default printer.

Syntax

SET_PRINTER_AS_DEFAULT="0"

SET_AS DEFAULT

If this property is unspecified, or specified with value of "1", then PDF-XChange Editor will be set as
the default application for PDF files.

Syntax

SET_AS_DEFAULT="0"

VIEW_IN_BROWSERS
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If this property is unspecified, or specified with a value of "1", then PDF-XChange Editor will be
configured to open PDF files inside browsers.

Syntax

VIEW_IN_BROWSERS ="0"

DESKTOP_SHORTCUTS

If this property is unspecified, or specified with a value of “1", then the installer will place shortcuts for
installed applications on the desktop.

Syntax

DESKTOP_SHORTCUTS="0"

PROGRAMSMENU_SHORTCUTS

If this property is unspecified, or specified with a value of "1", then the installer will create a program
menu group for installed applications and their components.

Syntax

PROGRAMSMENU_SHORTCUTS="0"

USERNAME
This property specifies the username to which applications will be registered.
Syntax

USERNAME=<username>

ORGANIZATION

This property specifies the organization name to which applications will be registered.
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Syntax

ORGANIZATION = <organization name>

USERMAIL
This property specifies the user email.
Syntax

USERMAIL= <user email>

KEYFILE
This property specifies the UNC location of the license vault file <filename>.xcvault.
Syntax

KEYFILE= <path to xcvault file>

KEYDATA
This property specifies the registration key.
Syntax

KEYDATA = <registration key>

APP_LANG

This property specifies a language for PDF-XChange Editor, PDF-Tools and the PDF-XChange Printer
Standard printer. (This requires F_Vlangs in order to operate for PDF-XChange Editor, F_TLangs in
order to operate for PDF-Tools, and F_Langs_Drv to operate for PDF-XChange Printer Standard).
This property uses the "language culture name" to define languages. For example German is "de-DE".
The <id> for target languages is available here. The parameters "Auto”, "Builtin” and "None" can
also be used instead of a language culture name. Auto uses the system locale language, Builtin uses
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US English and None retains the existing language in cases where the software is being upgraded, or
operates in the same manner as Auto if the software is being installed for the first time.

Syntax

APP_LANG=<id>

NOUPDATER

If this property is unspecified, or specified with a value of "0", then the PDF-XChange Updater/s will
be installed. If specified with a value of "1" then the updater will not be installed. (Available from build
310).

Syntax

NOUPDATER=<0>

SCHEDULEUPDATER

If this property is unspecified, or specified with a value of "1", then the installer will add a task to the
task scheduler to check for software updates.

Syntax

SCHEDULEUPDATER=<0>

MSI Installer Examples

e Install the application in quiet mode to the folder "C:\Program Files\My PDF Applications":

msiexec /i ProV10.x64.msi /quiet INSTALLLOCATION="C:\Program Files\My PDF
Applications"

e Install the application in quiet mode to the default folder and specify the user license
information with the key as a string:

msiexec /i ProV10.x64.msi /gb USERNAME="John Doe" USERMAIL="abc@a.b.c"
KEYDATA="PVP60-... +XivqqLSozuRTqTCxnRvOsNR1i2UTPSA5AvAU14Q="
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e Install the application in quiet mode to the default folder and specify the user license
information with the key as a vault file:

msiexec /i ProV10.x64.msi /qn USERNAME="John Doe" USERMAIL="abc@a.b.c"
KEYFILE="\valid\UNC\path\to\vault\file.xcvault"

e Install only PDF-XChange, Office Add-In and PDF Tools, and specify a new name for the
printer:

msiexec /i ProvV10.x64.msi /gb ADDLOCAL="F Drivers,F_OfficeAddin,F_Tools"
PNAME="My PDF Printer"

e Install all products with German as the application Ul language. (If ADDLOCAL is not called
then all features, including all languages, are available to the installer and the following
properties can be used. If ADDLOCAL is used to specify components and an alternative
language is to be used then corresponding language components (F_Vlangs, F_Langs_Drv
and/or F_TLangs) must be explicitly called:

msiexec /i Prov10.x64.msi /quiet APP_LANG=de-DE
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7.2.2  Switches for EXE Installers

Switches for EXE Installers

The EXE installers support both 32 and 64 bit versions of MS Windows. However, the Microsoft MSIN is
not always compatible with a unified 32/64 bit installation. If there is any uncertainty about the details
of the system onto which PDF-XChange PRO is being installed, then using the EXE installer is
recommended. This is because it has the ability to identify the target computer's system architecture
and install 32 or 64 bit binaries accordingly.

The command line for installation is: PDFXPRO9.exe /Option [Optional Parameter]
[PROPERTY=PropertyValue]

The most useful EXE installation switches for PDF-XChange PRO are detailed below. Please
note that parameters are case sensitive. All available options are detailed here.

Install Options

/install
This switch installs or configures the product specified. It is the default setting.
Syntax

<Product>

/uninstall
This switch uninstalls the product specified.

Syntax
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<Product>

/layout

This switch creates a complete local copy of the bundle in the directory.

Display Options
(Please note that the default settings display the Ul and all prompts during installation).

/quiet

This switch determines that neither a Ul nor prompts are displayed during installation.

/passive

This switch determines that a minimal Ul and no prompts are displayed during installation.

Restart Options

/norestart

This switch suppresses any attempts to restart the computer on which the installation is taking place.
The default setting is for the Ul to prompt before restarts take place.

Logging Options

/log
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This switch logs to a specific file. The default setting is for a log file to be created in %TEMP%. This is
also the case if the path is not specified.

Syntax

<LogFile>

Repair Options

/repair

This switch repairs existing installations of the product.

Product Specific Properties

USERNAME
This property specifies the username for which applications are registered.
Syntax

USERNAME=<username>

ORGANIZATION
This property specifies the organization name for which applications are registered.
Syntax

ORGANIZATION= <organization name>

USERMAIL
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This property specifies the user email.
Syntax

USERMAIL= <user email>

SET_AS_DEFAULT

If this property is not specified, or is specified with a value of "1", then PDF-XChange Editor will be set
as the default application for viewing PDF files.

Syntax

SET_AS_DEFAULT="0"

VIEW_IN_BROWSERS

If this property is not specified, or is specified with a value of "1", PDF-XChange Editor will be
configured to open PDF files within browsers.

Syntax

VIEW_IN_BROWSERS="0"

APP_LANG

This property specifies a language for PDF-XChange Editor, PDF-Tools and the PDF-XChange Printer
Standard printer. This property uses the "language culture name" to define languages. For example
German is "de-DE". The <id> for target languages is available here. The parameters "Auto"”, "Builtin"
and "None" can also be used instead of a language culture name. Auto uses the system locale
language, Builtin uses US English and None retains the existing language in cases where the software
is being upgraded, or operates in the same manner as Auto if the software is being installed for the
first time.

Syntax

APP_LANG=<id>
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DESKTOP_SHORTCUTS

If this property is not specified, or is specified with a value of "1", then the installer will place shortcuts
for installed applications on the desktop.

Syntax

DESKTOP_SHORTCUTS="0"

PROGRAMSMENU_SHORTCUTS

If this property is not specified, or is specified with a value of "1", then the installer will create a
program menu group for installed applications and their components.

Syntax

PROGRAMSMENU_SHORTCUTS="0"

KEYDATA
This property specifies a registration key.
Syntax

KEYDATA = <registration key>

KEYFILE
This property specifies the UNC location of the license vault file <filename>.xcvault.
Syntax

KEYFILE= <path to xcvault file>

NOUPDATER
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If this property is not specified, or is specified with a value of "0", then the updater will be installed. If
specified with a value of "1" then the updater will not be installed. (Available from build 310).

Syntax

NOUPDATER="0"

EXE Installer Examples

e Install the application in quiet mode to the default install folder "C:\Program
Files\Tracker":

PDFXPRO9.exe /quiet

e Install the application in quiet mode to the default folder and specify the user
license information and key as a vault file:

PDFXPRO9.exe /quiet USERNAME="John Doe" USERMAIL="abc@a.b.c"
KEYFILE="C:\license\V10Pro.xcvault"

e Install the application in quiet mode to the default folder and specify the user
license information and key as a string:

PDFXPRO9.exe /quiet USERNAME="John Doe" USERMAIL="abc@a.b.c"
KEYDATA="PVP60 - ZJ2J77DN5kdBuQRhj
dmGZ7VXrd6TkEJoJCz+1i2UTPSAS5AVAU14Q=""
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7.3  Updating

Updating

The products that PDF-XChange PRO contains - PDF-XChange Editor, PDF-Tools and PDF-XChange
Printer Standard - all utilize the PDF-XChange Updater to check for and download updates. Further
information about the updating process for these products is available on their respective Updating
pages at the following links:

 PDF-XChange Editor| ]
e PDF-Tools/ 1

e PDF-XChange Printer Standard| s
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7.4 Customization

Customization

The products that PDF-XChange PRO contains - PDF-XChange Editor, PDF-Tools and PDF-XChange
Printer Standard - can all be customized in various ways including the Ul style, deployment options,
defining/enforcing specific options and methods for sharing settings and customized tools. Note that
as these are three individual products it is necessary to customize them individually. Further
information about the customization process for these products is available on their respective
Customization pages at the following links:

 PDF-XChange Editor| ]
e PDF-Tools/ 2l

e PDF-XChange Printer Standard| >«
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7.4.1  Active Directory Administrative Templates

Active Directory Administrative Template

There is no Active Directory administrative template for PDF-XChange PRO as it is a bundle product
that contains PDF-XChange Editor, PDF-Tools and PDF-XChange Printer Standard. Therefore, the
templates for PDF-XChange Editor, PDF-Tools and the PDF-XChange Updater templates should be
used instead. (Note that the virtual printers that PDF-XChange Printer Standard use do not have an
associated administrative template). Further information on the templates for these products are
available at the links below:

 PDF-XChange Editor| ]
e PDE-Tools/:nl

e PDF-XChange Updater
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7.5 Microsoft SharePoint Integration

Microsoft SharePoint Integration

The PDF-XChange PRO suite includes integration of PDF-XChange Editor into SharePoint Online.
This means that when users are browsing a SharePoint Online document library in a supported
Chromium-based web browser (Edge, Chrome, Brave etc), they can use the "Open in PDF-XChange
Editor" functionality detailed in the user interface.

Please note that SharePoint On Premise does not offer the functionality required to support this
integration, and that will remain the case unless MicroSoft change the related policy.

£ Search this library

@ )
Tracker Teams w
& Private group

e Home BE editingrid view  Open > Share Copylink L Downlead [i] Delete = Pintotop =B Rename

Documents Wi~

Figure 1. PDF-XChange SharePoint application,"Open in PDF-XChange Editor" functionality highlighted.

The following components are required in order to use this functionality:
1. License

A licensed installation of PDF-XChange PRO on the machine used to browse the document
library. This functionality is a PDE-XChange Pro premium feature, and therefore a valid PDF-
XChange PRO license is required.
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2. Server-Side App

Our server-side application installed on your SharePoint Online tenant. This can be found in the
SharePoint store when searching for "PDF-XChange".

3. Browser Extension

The PRO version of the PDF-XChange Chromium extension in your web browser. The PDF-
XChange extension found in the various extension repositories for Chromium browsers does not
include the required components to integrate into SharePoint. The PDE-XChange PRO installer
puts this additional functionality in your browser by default during the installation PDF-XChange
PRO.

4. The 'Local Part’

The "local part" of the tool. This is a component that is installed on the user's machine during a
PDF-XChange PRO installation. It has the role of passing the file to PDF-XChange Editor in a
manner that allows the use of the SharePoint tools for checking in/out etc.

Further information on the installation and setup of the SharePoint browser integration is available
here. !

V10 SysAdmin Manual


https://www.pdf-xchange.com/product/pdf-xchange-pro
https://www.pdf-xchange.com/product/pdf-xchange-pro

PDF-XChange PRO

7.5.1  SharePoint Browser Integration Installation and Setup

SharePoint Browser Integration Installation and Setup

The following components are required in order to use this functionality:
1. License

A licensed installation of PDF-XChange PRO on the machine used to browse the document
library. This functionality is a PDE-XChange Pro premium feature, and therefore a valid PDF-
XChange PRO license is required.

2. Server-Side A

Our server-side application installed on your SharePoint Online tenant. This can be found in the
SharePoint store when searching for "PDF-XChange".

3. Browser Extension

The PRO version of the PDF-XChange Chromium extension in your web browser. The PDF-
XChange extension found in the various extension repositories for Chromium browsers does not
include the required components to integrate into SharePoint. The PDE-XChange PRO installer
puts this additional functionality in your browser by default during the installation PDF-XChange
PRO.

4. The 'Local Part’

The "local part" of the tool. This is a component that is installed on the user's machine during a
PDE-XChange PRO installation. It has the role of passing the file to PDF-XChange Editor in a
manner that allows the use of the SharePoint tools for checking in/out etc.

License
The necessary functionality is available for only PDF-XChange PRO license holders. The PDF-XChange

PRO installer must be run in order to install all the required components for SharePoint browser
integration.

Server-Side App

The server-side application is available in the SharePoint Store:
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BROWSE PAGE

Home
SharePoint Store Getting started with your app catalog site
Recent

Apps for Office

App Requests
Apps for SharePoint ‘
) [

Site contents

Distribute apps for
ShareFoint

Distribute apps for
Office

Manage requests for
apps

App Requests
® new item
Find an item 0o

¥ Aszet|D App Title Edit Content Market Billing Market Reguested By Status Approved By

There are no items to show in this view of the "App Reguests” list.

Figure 1. SharePoint Store

Search for 'PDF-XChange’ in the SharePoint Store to locate the application, or request the package
file directly from support@pdf-xchange.com. Note that this is a server-side application in the
SharePoint Store, and not the PDF-XChange Editor extension published in the Microsoft Store, which
is for opening non-SharePoint PDFs hosted on web servers.

Searching the SharePoint Store for '‘PDF-XChange’ will return the following results:
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i SharePoint
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ack to ShareFoint Store home
89 results found for "PDF-XChange" |[’3”¢"a”@* <] |
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T/Admin
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News & Weather Tru Copy and Paste iForms POF SPARK Document PDF Markup Editor SharePoint Explorer

for Offica 36

Install PDF-XChange on your SharePoint Online site.

Browser Extension

Run the installer for your PDE-XChange PRO license on the target device to install the complete
browser extension. Please note that the browser extensions available in the various browser stores does
not include the SharePoint Integration functionality, which is only available via the PDF-XChange
PRO installer. The only way to have this extension with SharePoint functionality is to run a PDF-
XChange Pro installer.

Local Part

This is also performed by the PDF-XChange Pro installer.

Conclusion

The browser integration between PDF-XChange and SharePoint requires the server side application
and a licensed, local installation of PDF-XChange PRO.

Note that the 64 bit MSI installer for PDE-XChange Pro is available here.
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8 The PDF-XChange Updater

The PDF-XChange Updater

This section of the manual contains information on The PDF-XChange Updater:

¢ Invoking the Updater@

e Using the Updater/
e Available Policies|+"1]

V10 SysAdmin Manual



The PDF-XChange Updater

8.1 Invoking the Updater

Invoking The PDF-XChange Updater

The PDF-XChange Updater is used to check for and download updates to the PDF-XChange Software
applications. Users can follow the steps below to access and edit settings for the PDF-XChange
Updater:

= PDF-XChange Editor

Click the Help tab, then click Check for Updates:

E ~ @ W_) v v ~ v Q Architecture - PDF-XChange E.. | Quick Launch (Ctrl+.) Q _J"_E_ v |3d _ O b4
Help Format Ez\“ & e

Heme | View | Comment | Protect | Form | Organize | Convert | Share | Review | Accessibility | Bockmarks

a2 OQEHCEBD vwof

Customize Customlze Contents Suppert Report Command | Check for| About File Purchase License Home
Theme  Toolbars Line Help | Updates Associations Mow Key Page
Ul Options Help Product

Architecture

1<

(i)

VYOG E IS

L
< [iH,

’ Lt Options... ¥ i ) (L) ,":' P DD r\r\ i
Figure 1. Help Tab, Check for Updates
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The PDF-XChange Update dialog box will open, as detailed here. [z
PDF-XChange Editor, Classic Ul

Click the Help tab, then click Check for Updates:

v v Architecture - PDF-XChange Editor Quick Launch (Ctrl+.) ::\ j'l_l:; v \g’ — O =
; File Edit View Document Comments Form  Tools  Accessibility Bookmarks  SharePoint  Window Help Dﬁ Find... “Search... ®
— [t — =
m . [ (3% v|@ v [Elv [E=N, T T. & / , @) contents Fo
aT ="
l rIZoom In D 1 ?‘ ?ﬁ g‘ C /.\ Home Page E

File Standard Actual = Edit Line —
1€ v 1€ ~ 1 Size \ge/ Zoom OUtO 1< ¢ Form |<’;EI‘ I‘ *J))‘ : |: '—-1—? Check for Updates E

*

i r\rri]: Inertial Scroll r\r[_n]]: Select Text/lmages "/ Exclusive Mode [\* Properties... = Purchase Now _
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Figure 2. Help Tab Check for Updates

The PDF-XChange Update dialog box will open, as detailed here. )

= PDF-Tools

Click the Help dropdown menu, then click Check for Updates:

V10 SysAdmin Manual




The PDF-XChange Updater

L.! PDF-Tools - m| X
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Figure 3. Help Dropdown Menu, Check for Updates

The PDF-XChange Update dialog box will open, as detailed here.[s)

= PDF-XChange Standard
1. Click the Windows Start Button.
2. Click Control Panel. The Control Panel dialog box will open.
3. Click Devices and Printers in the Control Panel dialog box.
4. Move to the Printers tab and right-click PDF-XChange Printer Lite.

5. Click Printing Preferences. The PDF-XChange Printer Lite Printing Preferences
dialog box will open.

6. Click the About tab, then click Check for Updates in the Help dropdown menu to open the
PDF-XChange Updater:
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EQA PDF-¥Change Standard Printing Preferences
Settings  About

PDF-XChange® Printer Standard

Version: 9.4 (Build 363)
(Aug 15 2022; 13:05:42)

The PDF-XChange™ Virtual Printer is a Windows application allowing users to create highly optimized and compressed 150" Compliant PDF format files from
any Windows application that can print. Both End User and Developer SDK's are available.

PDF-XChange® is just ene of a family of products available from Tracker Software Products (Canada) Ltd. for the Creation, Viewing and Manipulation of PDF
and Imaging files. The FREE PDF-X Viewer offers many advantages over the free Reader provided by Adobe® Inc, All files created or modified by PDF-XChange®

applications fully conform to the 150 PDF specification and can be viewed or manipulated by any fully compliant [50 PDF compliant productsuch as Adobe®
Acrobat™.

We are constantly striving to improve all of our products - comments or suggestions are welcome at our free user forums here:
https://www.tracker-software.com/forum

Registration... Help... ~
i A
| Product Help
Copyright © 2001-20 by Tracker Software Products (Canada) Ltd, PDF-XChange Co Ltd.
PO Box 79, 9622 Chemainus Rd, Chemainus, BC. VOR 1KO - ALL RIGHTS RESERVED. Home Page
PDF-XChange is a Registered Trademark of PDF-XChange Co Ltd Support Forum
All Other Trademarks/Copyrights acknowledged & are the property of their respective owners, including:
= Zlib by Mark Adler & Jean-Leup Gailly, Check for Updates
= Little CM5 by Marti Maria and [PG & 1991-98,

Freetype? by David Turner, Robert Wilhelm, & Werner Lemberg © 1996-2001, 2006

Cancel Apoly

Figure 4. About Tab, Check for Updates

The PDF-XChange Update dialog box will open, as detailed here.[s
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8.2  Using the Updater

Using the Updater

The PDF-XChange Updater interface appears as detailed below:

[l PDF-XChange Updater - 10.0.1.371 = O x
Available Updates: f}) Update History | E-‘a Installed Products ‘lt Settings @ Help
Mame Available Installed
BEPDF—}{ChangE Pro 10.0.1.371 10.0.0.370
H@PDF-}{ChangE Driver Lite 10.0.1.371 10.0.0.370
Show Hidden Updates Check Again Download Close

Figure 1. PDF-XChange Update Dialog Box

e Available updates are displayed in the main window. Click the Download button to download
and install available updates.

e Click Update History to view a breakdown of recent updates.

e Click Installed Products to view a breakdown of installed products from PDF-XChange.

e Click Settings to customize settings for the PDF-XChange Updater. These options are detailed
beneath (figure 3) below.

e Click Help to launch the online help for the PDF-XChange Updater.

¢ Select/clear the Show Hidden Updates box to show/hide hidden updates.

e Click Check Again to check for more recent updates.
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e Click Close to close the PDF-XChange Updater dialog box.

Settings

Updater Settings *

Gereral | Autostart

General

Automatically Install After Downloading Updates
[ ]Include Updates That Are Incompatible with Maintenance Plan

Configure Proxies to Access the Internet
(®) Mo proxy

O Use System Proxy Settings

() Manual Proxy Configuration:

3128

Proxy Server Reguires a Password:

Language

[JuUse Reqgional Language:

English (US), Built-In

Save Cancel

Figure 2. Updater Settings Dialog Box

e Select/clear the Automatically Install After Downloading Updates box to enable/disable the
automatic installation of downloaded updates.

e Select/clear the Include Updates That Are Incompatible with Maintenance Plan box to
include/exclude products that are not included in your current maintenance plan. Note that if
updates are listed here and your license has expired, then the software will revert to evaluation
mode when the updates are downloaded.

e Select an option in the Configure Proxies to Access the Internet section to determine the
proxy that the updater uses to access the internet:

e Select No Proxy to disable the use of a proxy to access the internet.
e Select Use System Proxy Settings to use the current system proxy settings to access the
internet.

¢ Select Manual Proxy Configuration to use a custom proxy, then enter the Proxy Server
and Port number details in the text boxes.
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e Select the Proxy Server Requires a Password box to set a password for the use of Proxy
Server when the Manual Proxy Server option above is used, then enter the Proxy User and
Password details in the text boxes.

¢ Select the Use Regional Language box to use the regional language as the interface language
for downloaded updates, or select a different option from the dropdown menu. Note that the
language of the user interface can be subsequently changed as desired in the user preferences.

e Click Save to save settings.

Autostart

Use the Autostart tab to set a schedule for automatically checking for updates to the software:

Updater Settings *

General Autostart

() Mever Recur every: days
(®) Daily

() weekly
() Monthly

Start: [2015-12-27  [E~ | | 9:00:01 A2

() Automatically Download Available Updates
(®) Only Show Notification

Save Cancel

Figure 3. Updater Settings Dialog Box, Autostart Tab

e Select Never to disable this feature.

e Select Daily, Weekly or Monthly to check for updates automatically on a daily, weekly or
monthly basis as desired. Note that different scheduling options are available depending on
which option is used.

e Use the Start text box to determine the date and time at which the schedule starts
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¢ Select Automatically Download Available Updates to download available updates
automatically, or select Only Show Notification to receive a notification that updates are
available instead.

Click Save to save settings.
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8.3  Active Directory Administrative Templates

Active Directory Administrative Template

There is an Active Directory administrative template available to manage the PDF-XChange Updater
that is installed in all PDF-XChange products by default. It comes in two files: TrackerUpdater.admx
and TrackerUpdater.adml.

A permanent link to a zip archive of all the templates is available here.

Further information on where to put these files to make them available to your domain controller is
available here.
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8.3.1
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Available Policies

Available Policies

The following policy is available in the administrative template for the PDF-XChange Updater:

Category: |General
Policy Disabled
Name:

Requiremen
ts:

Tracker Updater v6.0.318 or later

Description:

Specifies whether or not end-users are permitted to use the PDF-
XChange Updater

Reg Key HKEY_LOCAL_MACHINE\Software\Policies\Tracker
Location: Software\Updater\General

Reg Key b.Disabled

Name:

Registry REG_DWORD

Key Type:

Available “1" — enabled, "0" — disabled

Values:

Enable this policy (i.e. set it to "1") to prevent the PDF-XChange Updater from running:




The PDF-XChange Updater

A Disabled O *

E} Disabled

() Mot Configured Comment:
(® Enabled

() Disabled

Supported on: | Tracker Updater v6.0.318 or later

Opticns: Help:

Specifies if the end-user is disallowed to use the Tracker Updater
application.

2K Cancel Apply

Figure 1. Disabled Policy

Please note that when this policy is enabled it overrides the individual update policies for PDF-
XChange Editor and/or PDF-Tools. These policies are detailed herel s and here respectively.

For example, if updates are enabled in the PDF-XChange Editor and/or PDF-Tools policies but
disabled in the Tracker Updater policy, then updates will not be enabled. Additionally, if updates are
enabled in the Tracker Updater policy but disabled in the PDF-XChange Editor and/or PDF-Tools
policies, then updates will not be enabled in PDF-XChange Editor and/or PDF-Tools.
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