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Bringing it all together.

A unified Active Directory deployment example.

Overview
Active Directory Group Policies provide a mechanism for System Administrators to customise the deployment of Tracker
Software products. Some of these customisations are available during install using command line switches or a transform file
and others are applied post install through an Administrative Template that Tracker makes available.

Registry changes — Local Machine or Current User?
The difference between whether an option is available during install or after install depends on whether access to the Current
User (HKCU) section of the Windows Registry is needed. Installations performed through Active Directory do not require the
user to be logged on and actively run the installation; it is pushed through a Group Policy and happens when the client machine
performs a Group Policy Update. Although a client can be configured to check for policy updates periodically, in most cases
this happens when a user logs on or off the domain. One impact of how installations work is that the installers run under a
different domain account from the end user, one with elevated rights and this elevated user does not have access to HKCU for
other accounts. What this means to us is that installers can only write to HKLM (Local Machine) and so cannot make per user
registry changes.

Installer Options - Local Machine
Options available to installers (HKLM) are system wide and product specific. They are listed in detail on the Tracker Help Site.
The available switches include, amongst other things:

Setting the application language,

Applying a license key,

Installing program features like browser plugins,
Specifying the default application for PDF files.

Details for each product’s available switches can be found here:

PDF-XChange Editor: http://help.tracker-software.com/EUM/default.aspx?pageid=PDFXEdit3:switches for msi _installers
PDF-XChange Standard: http://help.tracker-software.com/EUM/default.aspx?pageid=PDFXSTD5:msi_installer switches
PDF-XChange Pro: http://help.tracker-software.com/EUM/default.aspx?pageid=msi_installation switches pro5

This article http://www.tracker-software.com/knowledgebase/373 details how to install Tracker Software Products using the
Tracker’s .msi installers and a Group Policy under Microsoft’s Active Directory. The article deals with applying the switches
directly through the command line.

Active Directory does not use command line switches directly, the switches are applied using a transform. Here
http://www.tracker-software.com/knowledgebase/462 we describe how to use an .mst (transform) file to apply switches
available to the installers during such a software deployment.
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Runtime Options - Current User
Some options, not available to installers (HKCU), can be set post install using an Administrative Template and an Active
Directory Group Policy. Options available through the Administrative Template include, amongst other things:

Check if PDF-XChange Editor is the default app
List of Hidden/Disabled Preferences Pages
Allow/Disallow copying of the Serial Key

Open files policy

More detail on using Tracker’s Administrative Template can be found here: http://www.tracker-
software.com/knowledgebase/494

Precedence — How settings are applied.

The administrative template works independently of install options and its associated registry keys are applied to the user’s
Current User hive regardless of the state of the Editor’s installation. These keys are not in the same section of HKCU as the Ul
managed keys that are stored in

HKEY_ CURRENT_USER\Software\Tracker Software\PDFXEditor\3.0
but in:
HKEY_CURRENT_USER\Software\Policies \Tracker Software\PDFXEditor\3.0\

When the Editor starts it looks first for the presence of any of these policy keys and applies the setting(s) accordingly. Note
that these policy applied keys are not changed by user interaction with the Editor’s Preferences Pages and are not reflected in
the Ul screens. In any setting conflict, Domain Policies take precedence.

After checking for Policy settings the Editor then looks to the Tracker Software section of HKCU for user’s individual preference
settings. This results in the possibility that users could try make changes that conflict with Domain Policy. The conflicting
setting will show in the user’s Editor Preferences Ul but will not be applied.

An example of this might be a Domain Policy for setting PDF-XChange Editor to check if it is the default PDF application and
prompt the user with a choice to change it. On launching the Editor this domain policy is silently set, however a user can still
access the setting in the preferences (Edit & Preferences & File Associations). This user setting WILL be overridden by the
domain policy even though it appears to be set in the user preferences. Domain policy will always override user preferences
regardless of what the user preferences Ul shows.

Because it can be confusing to users who make changes to their preferences that will not be applied, administrators can
change, using the Domain Policy, what users see in the preferences. Entire preferences pages can be explicitly hidden or
disabled.
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A Real World Example — Deploy the PDF-XChange Editor
This example will install the PDF-XChange Editor through an Active Directory Group Policy with the following options:

Use German language for the Editor UL.
Install a license key.
Set Domain Policies for:

o Do not check if PDF-XChange Editor is the default PDF application on start.
o0 Do not allow the serial key to be copied from the Ul
0 Choose preferences pages to hide or disable
8 Hide “Launch” preferences page
8 Disable “Docs” preferences page
0 Open Embedded Files Policy
8  Always ask when opening attached (embedded) files
0 Open Files Policy — Use File-Extensions Trusted/Untrusted List
8 Deny opening .exe and .com files
8  Allow opening PDF files
8  Always ask when opening MS-Word documents
0 Open Sites Policy

8 Deny opening “mailto” links
§  Allow “https” links
8  Always ask for “http” links

Prepare needed files

1. Create a Transform
Create a transform to pass the install options for German language and license key to the installer we use a transform. There
are other ways to create a transform; here we use Microsoft’s “Orca”. See here for details on using Orca with PDF-XChange to
create a transform file: http://www.tracker-software.com/knowledgebase/462

RemoveFile
RemoveReqistry
Shorteut
Signature
Textstyle
TypeLib

UlText

Upgrade
_Validation
Tables: 38

ProductCode
Productianquage
ProductName
ProductType
Productversion
RemoveSetuplcon
Repairsetupicon
SCHEDULEUPDATER
v | seras perauLT
Property - 47 rows.

= PDFXVESx64msi (transformed by GernanWithLicense.mst) - Orca S
File Edit Tables Transform Tools View Help
DEH @M ¥ee o B
Tables A [ Property Value ~
AppSearch ALLUSERS s §
Binary ARPCOMMENTS Tracker Software Products (Canada) Ltd.
CheckBox ARPCONTACT http://www.tracker-software.com/contacts/
Component ARPHELPLINK http://help tracker-software.com/
Control ARPHELPTELEPHONE http://www.tracker-software.com/support/
ControlCondition 'ARPPRODUCTICON Applco
ControlEvent 'ARPURLINFOABOUT http://www.tracker-software.com/
CustomAction 'ARPURLUPDATEINFO http://www.tracker-software.com/
Dialog ChangeSetuplcon Customicon
Directory CompleteSetuplcon Completelcon
EventMapping CustomSetuplcon Customicon
DESKTOP_SHORTCUTS 1
FeatureComponents UI_Font Normal
File 1
Icon PDF-XChange Editor
InstallExecuteSequence ErrorDialog ErrorDlg
InstallUISequence KEYACCEPTED [
LaunchCondition LT PYP20-StNs1 9D J99Dfwpwd; 62 EEEE;E
ListBox KEV_REG TRIAL
Media LicenceType o
MsiFileHash Manufacturer Tracker Software Products (Canada) Ltd.
MsiHiddenProperties KEY;ORGANIZATION;USERMAIL;USERNAME
RadioButton NewstyleKeyDetected 0
ReglLocator OldstyleKeyDetected [
Registry PROGRAMSMENU_SHORTCUTS 1

{3D1987D7-5A88-4DDA-9D29-6977AE2BDED0}

033
PDF-XChange Editor
Editor

553161
Removelcon
Repairicon

1
Value - Localizable[0]

Create a Software Installation package

Create a Software installation package for PDF-XChange on your domain controller and apply changes to it using a transform
file. It is important that the transform be applied when creating the installation package as it cannot be added later. See here
for details on deploying Tracker Software products through a GPO: http://www.tracker-software.com/knowledgebase/373

Tracker Software Products canada Limited | 9622 Chemainus Rd, Chemainus, BC, VOR 1K0


https://msdn.microsoft.com/en-us/library/windows/desktop/aa370557%28v=vs.85%29.aspx
http://www.tracker-software.com/knowledgebase/462
http://www.tracker-software.com/knowledgebase/373

MANAGING TRACKER SOFTWARE PRODUCTS WITH ACTIVE DIRECTORY January 26, 2016

Apply the transform

3.1. Make the transform file available to your network on your distribution point.

3.2. Apply it to the group policy. This is added on the Modifications tab of the installer package properties when the policy is
created. If the transform is not added at this point you will not be able to add one later, it must be done now else a new
package will need to be defined.

B Group Policy Management Editor =l e
File Action View Help

e nE ez HE

=] PDF-XChange Editor Install x64 [DC1.TESTOOMAINNET] P Name = Versi... | Deploymentst... | Source
4 & Computer Configuration [ PDF-AChange Editor 55 Assigned \\PSERVER\Software\ Tracker\PDF...
2 [ Policies
4 [ Software Settings
e neiaianon PDF-XChange Editor Properties li-
b (5] Windows Settings
b ] Administrative Templates: Policy definitions (Al General | Deployment | Upgrades [ Categores | Modfications | Securty

7 M Preferences Modifications o transfoms allow you to customize the package snd s
4 % User Configuration applieci 1o the package inthe order shown in the folloving list
» [ Policies

Modfications
> | Preferences

\\PSERVER) Saftware\ Tracker\German WViihLicense: Mova Un

Move Down

Add Remove

Place the Administrative Template

Put the Tracker Administrative Template files in your Domain Controller’s Central Store. The default location for this is
C:\Windows\SYSVOL\domain\Policies\PolicyDefinitions. You will need a subfolder for the associated language file (.adml) See
here for details on features that can be managed by tracker Software’s Administrative Template: http://www.tracker-
software.com/knowledgebase/494

LA PolicyDefinitions
File Home Share View
© = 4 [l cAWindows\SYSYOL\demain\Policies\olicyDefinitions|
— Name Date modified Type Size
B Administrator || EN-US File folder
B Desktop || PDFXEditor.admyx ADMX File 9KB
18 Downloads

Type: ADMIX File
Size: 885 KB
Date modified: 2015-12-16 12:58 PM

] Recent places

1% This PC

€l Network
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5. Use the Template to apply settings
5.1. Create a policy based on the template
5.1.1. Use your domain controller’s Group Policy Management Console to create a new policy

_% File Action VYiew Window Help

= znE oo B

ZL Group Policy Management Group Polit
P ‘f,_x. Forest: testdomain.net m@
A ,_aé Domains
4 3 testdomain.net Name
i/ Default Domain Policy
(. E | 32bitTargets
4 3] 64bitTargets = i
74 PDF-XChange Editor Install 164 gggiﬁ
] PDF-XChange Editor Settings =
i 2| Domain Controllers
b (31 Servers
b (3] staff
B 5] Workstations
4 |,:3“' Group Paolicy Objects |
=[ Default Domain(| New
=] Default Domain P Back Up Al...
__EJ PDF-XChange Ed
=] PDF-XChange Ed Mianage Backupe:.
=] PDF-XChange Ed Open Migration Table Editor
% WMI Filters [View 5
: .:E Site:;E Saten G0y Mew Window from Here
A fﬁ Group Policy Modeling Refresh
ofd staff on 32bitTargets ' Help

of% staff on 64bitTargets
._-E Group Policy Results m |

5.1.2. Name it appropriately

Name:
|F‘DF—XC}1E|nge Editor Settings|

Source Startter GPO:
| {none)
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5.1.3. Edit the new policy

2L File Action View Window Help
e nE Lo Xe
=L Group Policy Management PDF-XChange Ec
4 ﬁ E?rest: tav.tdomain.net Scope Sett
a [Z4 Domains .
4 Iig testdomain.net Linkcs
] Default Domain Policy Display lirks in this loc
2] 32bitTargets The following sites, do
(5] 64bitTargets R —
i3 PDF-XChange Editer Install x64
i/ PDF-XChange Editor Settings
2] Domain Controllers
[E] Servers
& staff
(2] Worlkstations
[ 5t Group Policy Objects
\=] Default Domain Controllers Policy
\=[ Default Domain Policy
|=[ PDF-XChange Editor Install x64
PDF-XChange Editor Install %36
=[ PDF-XChange Editor Setting="
5 WMI Filters Edit...
(7 Starter GPOs | GPO Status v
b O Stes _ | Back Up...
4 gid Group Policy Modeling |
o5 staff on 32bitTargets | Restore from Backup...
i staff on B4bitTargets Import Settings... d Us
:@i Group Policy Results | Save Report...

L =

Location
5] 64bit Targets

[

2]

5.1.4. The PDF-XChange Editor 5.5 Administrative Template will automatically be available, pulled for you from the Central
Store.

File Action View Help

W EEN R I

=] PDF-XChange Editor Settings [DC1.TESTOOMAIN.NET] Palicy

4 & Computer Configuration
rf-:t B p:h“; i Select an item to view its description.  Setting State

[l o Sitiigs pen Embeded Files Policy Enabled
= le-Extensions Trusted/Untrusted List Enabled
b ] Windows Settings
4 ] Administrative Templates: Policy definitions (ADMX files) retrieved from the central store, en Files Policy, Enabled
4 (5] PDF-XChange Editor 5.5 otocols Trusted/Untrusted List Enabled
B File Assodiations ] Open Sites Policy Enabled
(] Preferences
[ Registration
] Security
[ Al Settings
b [ Preferences
4 §& User Configuration
b [ Policies
b [ Preferences

< mn >

Extended /{ Standard //

3 setting(s)
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5.2. Use the Group Policy Management Editor to customise settings
5.2.1. Do not check if PDF-XChange Editor is the default PDF application on start.

In the File Associations folder, double click “Check if PDF-XChange Editor is default app” and it will open a window
where you can change the options.

E} Check if PDF-XChange Editor is default app =
O NotConfigured ~ Comment: [a
() Enabled
(® Disabled i
Supported on: [ppE_XChange Editor v5.5.314 or later ) A
v
Options: Help:

Specifies if the Editor can check on startup if it is a default PDF A
application and ask user the set it as default if it is not.

If this policy is set to "Disable” it will override users settings.

Set this to “Disabled” to prevent the Editor from checking if it is the default PDF application when it is started.

5.2.2. Do not allow the serial key to be copied from the Ul

This policy is in the Registration folder. Set to Disabled to prevent users copying the key.
= Allow Copy Serial Key [=[o

[} Allow Copy Serial Key

O Not Configured  Comment: n
O Enabled
® Disabled :
Supported on: [ ppE_yChange Editor v5.5.312 or later -
%
Options: Help:

Specifies if user is allowed to copy serial key(s) to the clipboard |~
on Preferences->Registration page.

fafteel S
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5.2.3. Hide or Disable Preferences Pages
Found in the Preferences folder, this policy when enabled supports a list of preference pages defined with IDs to be:
set to
0 - hide,
1 - show (default)
2 - disable.

Page IDs are listed in the Help section of the policy’s edit window. The list is a series of key:value statements
separated by the | (pipe) character. To hide the Launch Applications preference page and disable (controls are greyed
out) the Documents preferences page you would enter LaunchApp:0]Docs:2 in the Options dialogue pane List text

box.
2 Preferences Pages Access =|a -
[} Preferences Pages Access = ;
) Net Configured Comment: ~
(@ Enabled
) Disabled i
Supported on: [ppF_¥Change Editor v5.5.312 o later =
v
Options: Help:
Btesin o prerenices pages tbn gt i access Li;tduf 1Ds of pages in Preferences’ dialag with their access ~
des. modes.
i List is a string of elements separated by |’ character, Each
List [Launchapp:0jDacs:2 element consists of two parts separated by %'

First part is an |D of preference page and the second part - is the
access mode number, Possible access modes are:

0 - hide;

1 - show (by default);

2 - disable.

Examples:

Registration:0 - to hide ‘Registration’ page.

*0|Docs:1 - to show only 'Documents’ page.

The list of standard page IDs:

Accessibility, Assoc, ColorMan, Commenting, CustomUI,
Defaults, Dacs, ExportCanverters, Forms, FullScreen, Identity,
ImportConverters, JavaScript, Languages, Launchapp, Mail,
Measurement, PageDisplay, PageText, Performance, Plugins,
Registration, Rendering, ScannerPresets, SearchProviders,
Security, Signatures, Snapshot, Speech, Update.

foice)
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5.2.4. Always ask when opening attached (embedded) files.
Found in the “Security” folder, the Open Embedded Files Policy has the following options:
- Default (-2): Uses program's default behaviour.
- Always Ask (-1): Always ask user what to do every time a user wants to open an embedded file.
- Deny (0): Forbids opening all embedded files.
- Allow (1): Allows opening any embedded files without restrictions.
- Allow PDF (3): Always open embedded PDF-files without confirmation.

Enable the Policy and set to “Always Ask”.
Note that embedded and attached files are in this context the same thing.

] Open Embeded Files Palicy LL[E,-
EE] Open Embeded Files Policy PTGt
O Not Configured ~ Comment: c
® Enzbled
O Disabled -
Supported on! [ pOF_YChange Editor v3.5.312 or later o
v
Options: Help:
Value: [Always ask . Specifies Editor's behavior on opening embeded files inside PDF. | ~

Possible values are:

Default (-2): Uses program's default behavior,

Always Ask (-1): Always ask user what to do every time when
user wants to open embeded file,

Deny (0): Forbids opening all embeded files,

Allow (1): Allows to open any embeded files without restrictions.
Allow PDF (3): Always open embeded PDF-files without
confirmation, for other fi]es use default behavior,

ol ShE
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5.2.5. Open Files Policy — Use File-Extensions Trusted/Untrusted List
Deny opening .exe, .com and .bat files
Allow opening PDF files
Always ask when opening MS-Word documents

Possible values are:
- Default (-2): Uses program's default behavior.
- Always Ask (-1): Always ask user what to do every time when user wants to open local file inside PDF.
- Deny (0): Forbids opening all files inside PDF.
- Allow (1): Allows to open any files without restrictions.
- Use Lists (2): Use the 'File-Extensions Trusted/Untrusted List' parameter.
- Allow PDF (3): Always open PDF-files without confirmation, for other files use default behavior.

For our example we wish to specify behaviour based on file extension so we set the “Open Files Policy” to “Use File-
Extension Trusted/Untrusted List”:

Using the Group Policy Management Editor, select the “Open Files Policy” in the “Security” folder of the template and

“* i+ 4 H H .
Edit” with a right click:
el Group Policy Management Editar T=T= =
File Action View Help
RN
EJ PDF-XChange Editor Settings [DCT.TESTDOMAIN.MET] J i o

4 {& Computer Configuration ; W

4 [ Policies
b [] Software Settings

b [ Windows Settings
a4 [ Administrative Templates: Policy definitions{| Requirements:

Setting
pen embeded files policy
pen File Trusted/Untrusted List

pen filles policy

Open files policy

Edit policy setting

4 ] PDF-XChange Editor 55 PDF-XChange Editor v5.5.312 or later
] File Associations %] Protocals Filter On
B Preferences Description: i
= Specifies Editor's behaviour when file stpion
e Registration is going to be opened in result of Re-Apply Filter
| Security Launch, UR], GotoR, etc. actions.
"5 All Settings All Tasks v
5 B8 Preferénces Possible values are: =
@ gl Vsar Contiuniatin ekt 5
- 5 Always Ask: -
4 || Policies Deny: --
b [ Software Scttings Allow: -
b [ Windows Settings Use List: -
4 [ Administrative Templates: Policy definitions|| Allew PDF: -
2. All Settings
b | Preferences
<| [ | >
<| u [ > | Extended A Standard /

Edit Administrative Templates policy setting
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In the “Open Files Policy” dialogue select the “Enabled” radio button and choose the “Use File-Extension Trusted/Untrusted
List” value from the drop down list:

= Open Files Policy (==
E‘ Cpen ki ol | Previous Setting ‘ | Next Setting ‘
O Not Configured Comment; [
(® Enabled
) Disabled b
Supperted on: [ ppF_¥Change Editor v5.5.312 or later ~
v
Options: Help:
Valie: Specifies Editor's behavior when file is going to be opened in ~
result of Launch, UR, GotoR, etc. actions,
Use File-Extensions Trusted/Untrusted List v
Default Possible values are:
T Default {-2): Uses program's default behavior,
Den ¥ Always Ask (-1): Always ask user what to do every time when
AHo{v user wants to open local file inside PDF.
Uee Rl e nan R Traste URfrieten Lict Deny (0): Forbids cpening all files inside PDF.
Allow PDF Allow (1): Allows to open any files without restrictions.
Use Lists (2): Use the 'File-Extensions Trusted/Untrusted List'
parameter.
Allow PDF (3): Always open PDF-files without confirmation, for
other files use default behavior.
v
[ ok [[ cancel [ appy |

Use the “File-Extensions Trusted/Untrusted List” to specify the behaviour by file extension:

The list is a string of elements separated by the '|' (pipe) character. Each element consists of two parts separated by a "'
(colon).

The first part is an extension and the second part - is the permission level. Possible permissions levels are:
- 0 - always ask user;
- 1 - always allow;
- 2 - always deny the extension;

For our example use: exe:2|com:2|bat:2]pdf:1]doc:0]docx:0 - to prevent some executable formats, allow
PDFs and to always ask for MS-Word documents.

Open the File-Extensions Trusted/Untrusted List from the Security folder in the Administrative Template in the Group Policy
Management Editor:

" Group Policy Management Editor [=[= e
File Action View Help

Y

_ZJ PDF-XChange Editor Settings [DC1.TESTDOMAIN.NET] Policy B £
4 (& Computer Configuration U

le-Extensio Setti Stat:
4 [ Policies [;slet Extensions Trusted/Untrusted ing ate

e ol pen Embeded Files Policy Enabled
| Software Settings
t i ngnggs e-Extensions TrustedUntrusted List Enabled

Edit policy setting ~
4 [ 7] Administrative Templates: Policy definitions (ADMX files) retrieved from the central store,

a 7] PDF-XChange Editor 5.5 Requirements: otocols Trusted/Untrusted List Enabled
= File Assaciations PDF-XChange Editor v5.5.312 o 2] Open Sites Policy Enabled
Iater
] Preferences

pen Files Policy Enabled

| Registration

- Description:
| Security List of extensions with their
" All Settings permission levels.
b [ Preferences List is a string of elements
separated by |' character. Each
448 L Configiietin e\:mam co:silsts of two parts
r | Policies

separated by 't
First part is an extension and the ¥ | !
<econd nart - i the nermission hil i | >

Extended / Standard //

i [ Preferences

5 setting(s)
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Enter exe:2]com:2|bat:2]pdf:1]doc:0]docx:0 into the list text box:

[ File-Extensions Trusted/Untrusted List

Previous Setting | ‘ Mext Setting

O Not Configured Comment: [~
®) Enabled
O Disabled v
Supported o [ D0 ¥ Change Editor v5.5.312 or later [~
| w
Options: Help:
Enter the list of extensions with their permissions List of extensions with their permission levels. Kadl

List is a string of elements separated by '|' character. Each
element consists of two parts separated by t',

First part is an extension and the second part - is the permission
level. Possible permissions levels are:

0 - always ask user;

1 - always allow;

2 - always deny the extension.

Examples:

exei2|com:2|bat:2|pdf:1|dec:0|decaD - to prevent some
executable formats, allow PDFs, always ask for MS-Word
documents.

*2|pdf:1 - to allow opening PDF-documents only.

levels,

| 0K H Cancel H Apply

5.2.6. Open Sites Policy (by protocol)
Deny opening “mailto” links
Allow opening “https” links
Always ask when opening “http” links

As in the previous example we need to set the Policy to use a Trusted/Untrusted list:

E} Epen it fulicr Previous Sefting ‘ | Next Setting
O Not Configured Comment; '\
®) Enabled
O Disabled [~
Supperted on: [ ppF_yChange Editor v5.5.312 or later [~
v
Options: Help:
Value: [Use Protocols Trusted/Untrusted List || | Specifies Editer's behaviur on opening sites inside POF. ad|
Default Possible values are:
Always ask Default (-2): Uses program's default behavior.
Deny Always Ask (-1): Ahways ask user what to do every time when
Allow user wants to open URL.
Use Protocols Trusted/Untrusted List Deny (0): Forbids all URLs
Allow (1): Allows all URLs
Use Lists(2): Use the 'Protocols Trusted/Untrusted List'
parameter,
v
| oK ‘ | Cancel | | Apply
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Then apply a list in the Protocols Trusted/Untrusted List:

Use the Group Policy Management Editor to edit the “Protocols Trusted/Untrusted List” found in the “Security”
folder of the Administrative Template:

Group Policy Management _|a| x
& Fle Action View Window Help [El=1x|

e zE L0 Xe|Bm

File Action View Help ||
‘e aElR BT
3 || 2 PDF-XChange ditor Settings [DC1 TESTOOMAINNET] P|
4 % Computer Configuration
ol 2 B8 St Protocols Trusted/Untrusted Ut Stting
e en Embeded Files Poli
b (] Software Settings i 5 e,
- it policy setting le-Etensions Trusted/Untrusted List
3 b [ Windows Settings P
. @ Templates: ¢ isihlS Paliy
4[] PDF-XChange Editor 55 PDF-XChange Editor v5.5.312 orlater
] File Associations
4 1 Preferences Descaplion Filter On
3 = List of URI protocols with their
M 1 Registration pemmisioh levels Fifter Options..
1 Securty List is  string of elements separated Re-Apply Fiter
) %, Al Settings by ! character, Each element consists PRY
o il ictartnces of two parts separated by ' Al Tasks ’
4 First part is a protocol, and the
AR e Conpation second part - permission level. Help
> @ Policies Possible permissions level are
b (1 Preferences 0- always ask user
1- abways allow;
2- always deny the protocol.
mailtof0https:file2 - to prevent
open URLsto local files, allow
o opening secured URLS, ahways ask
ol user about mailto' jumps.
- “2htps:1 -to allow only secured
b L Site URLs.
4 i G < >
&= 0 1> |\ Btended ( Standard
¥ | Edit Administrative Templates policy setting
o
oif Viewer test
oif Viewer_test on Viewer test
4 [ Group Policy Results
[ paul on WINTPROX64
[ paulon WIN-7-PRO-X64

5} Protocols Trusted/Untrusted List

Previous Setting | | Next Setting

O Not Configured Comment: -
® Enakled
O Disabled =
Supperted on: PDF-XChange Editor v5.5.212 or later ~
-
Options: Help:
Enterthe listof protocols will their: pemmisstons List of URI protocols with their permission levels. Eal.

List is a string of elements separated by '|' character, Each
element consists of two parts separated by %'

First part is a protocol, and the second part - permission level.
Passible permissions level are:

0 - always ask user;

1 - always allow;

2 - always deny the protocol.

Examples:

mailte:0[https:1[file:2 - to prevent open URLs to local files, allow
opening secured URLs, always ask user about 'mailto’ jumps.
=2|https:1 - to allow only secured URL.

levels.

(BBl railio: 2|https:

| oK H e H Apply
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6. Applying the Policy

Your Active Directory Group Policy for installation will determine how the software is presented to your users. This example shows
assigning the software to specific machines. This means that after a Group Policy Update, typically a computer restart, the install
options used mean the Editor will be installed and a shortcut made available on the desktop.

o L &3 AM
2 T';I I‘.'I"I 24 16
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The MSI + Transform installed the Editor with a serial key and set the Ul language to German:

Kategorien % Lizenzinformationen

| e g

Seitentext
e PDF-XChange Editor
[52] volibilg

| nl=le Lizenz Single User License
El Leistung | el B Schlisseldaten: PYP20-5tMs11n+Bgcd ... FalMNeelQQ9M=
Tage Ablaufdaturm: Monday, April 25, 2016 (Moch 75 Tage Wartung)

@ Farbverwaltung Softwarewartung Schlisselstatus: GOLTIG

@ Sprachen
@ Dialoge

Ml Dateizuordnungen

bens

O’C: Lesharkeit

|In PDF umwandeln
|jﬁAu5 PDF konvertieren

@Javakript | [ Ile Loschen \ [ % Lizenzschliissel hinzufiigen... ] I

i8] Bildschirmfotos <l ~ [_| Alle unlizenzierten Funktionen in Menis und Symbolleisten verbergen

[ sicherheit H
|
|

. A29AM
@ a (W O 3
B - 2w 2/10/2016

PDF-XChange PRO o Note that in the above screen shot there are no “Copy” capabilities
e s i Jiiiciing displayed. By default, (see left), there is an icon to copy the long (256
RIAINTERANICE: Exp: Date Octobier 13, 2013 17T maintenance deys characters) serial key into the Windows clipboard.

DAYS LEFT Key State: VALID

PDF-XChange Editor («, This has been silently disabled by our Group Policy “Do not allow the
T serial key to be copied from the UI”.

L%

Schliisseldaten: PVP20-5tMNs11n+Bgcd ... FalNeel QQOM=
Tage Ablaufdaturn: Sunday, April 24, 2016 (Noch 47 Tage Wartung)
Softwarewartung  Schlisselstatus: GULTIG
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The other policies are also in place; the Editor does not check if it is the default PDF application even though the user’s preferences

show it is set to notify him if it’s not the default. Restrictions are in place on opening both linked and embedded files as well as by
protocol.

The policies from the Administrative Template can be found in
HKEY_LOCAL_MACHINEN\SOFTWARE\Policies\Tracker Software\PDFXEditor\3.0

File Edit Wiew Favorites Help
478 Computer

b}, HKEV_CLASSES ROOT

[.> - 1 HKEY_CURREMT_USER

MName Type Data

b (Default) REG_SZ fvalue not set)
$4)i.0penEmbedPe.. REG_DWORD o FFFFFF (4204067255)
o ﬁ'__';KE;ELOCAL-MACHlNE $4i.0penFilePerm  REG_DWORD 0x0DOODD0Z (2)
Y 1' DRIVERS #4]i.0penSitePerm  REG_DWORD (00000002 (2)
: l-i HARDWARE EEjt.DpenFileBWList REG_SZ exe:d|com:|bat:2|pdf:1|doc0|doceD
: __'L SAM f_?f]t.OpEHSiteBWL'rst REG_SZ mailto:2|https: 1 |http:0
i) SECURITY
SOFTWARE
- 1. ATl Technologies
-1 Classes
-1 Clients
=1y Intel
-4 heaSoft
<. Macromedia
. Microsoft
MezillaPlugins
0DBC
-1, Policies
! - 1 Microsoft
a- 1 Tracker Software
4. || PDFXEditor
a [ 30
. . AppPrefs
. FileAssociations

et

h TN T W WOV W

- .. Registration

| R ¢ SR Bl | R i

Computer\HEEY_LOCAL_MACHINE\SOFTWARE\Policies\Tracker Software\PDFXEditer\3.0\5ecurity

W

B o . 1246PM
@ - [Ee B Bl
%O nme
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